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On his first full day in office, President Obama issued a memorandum on transparency in which he committed his administration to “to creating an unprecedented level of openness in Government,” through: (1) greater transparency of federal government information; (2) increased public participation and engagement in government; and (3) collaboration between the government and the private sector to improve decision-making.  President Obama’s January 21 memorandum directs the development of an open government directive within 120 days (the “Open Government Directive”).
With regard to transparency, the president directed that:

My Administration will take appropriate action, consistent with law and policy, to disclose information rapidly in forms that the public can readily find and use.  Executive departments and agencies should harness new technologies to put information about their operations and decisions online and readily available to the public. 

Increased transparency at federal agencies is a necessary precursor to successful citizen participation in and engagement with government.  Only with meaningful access to information about government practices, activities, and decision-making can citizens become the effective collaborators envisioned by President Obama.  
These comments relate specifically to the transparency portion of the President’s January 21 memorandum on transparency.  For more information, please contact Meredith Fuchs (mfuchs@gwu.edu, 202-994-7000) or Kristin Adair (adairk@gwu.edu, 202-994-7000).
The Need for Government-wide Leadership, Implementation, and Enforcement
For too long, access to information about government activities has risen and fallen with the whims of elected and appointed leaders.  Agencies’ commitments to transparency vary widely.  There is little sharing of best practices and virtually no Executive Branch oversight of the implementation of transparency policies.  
In order for the situation to improve, there must be one office designated to oversee these issues on a government-wide basis.  Whether called the Office of the Chief Transparency Officer or given another title, that office should be granted the authority to issue implementing guidelines to make the Open Government Directive a reality and should have a leadership and coordinating role with respect to the other components of the government that are charged with transparency responsibilities, including the General Services Administration, the Office of Management and Budget, the Department of Justice (and its Office of Information Policy), the National Archives and Records Administration (and its Office of Government Information Services), and the agencies’ Chief FOIA Officers.  Ultimately, however, for this office to have an impact, it must be granted authority to direct improvements for agencies that fail to meet the President’s goals.  
The Existing Statutory Framework
President Obama’s transparency directive was issued in the context of an existing legal framework for government information disclosure that includes, among other components, the Electronic Freedom of Information Act Amendments of 1996 (E-FOIA), the Federal Records Act (FRA), the now-partially lapsed E-Government Act of 2002, and Executive Order 12958, as amended, on classification.  None of these laws has fully satisfied their supporters’ expectations.  Nonetheless, these laws provide a structure for quickly and meaningfully improving government transparency to the public.  Full implementation and enforcement of the E-FOIA, the FRA, and the E-Government Acts and some changes to the Executive Order on Classification would move government a large step forward into the sunlight.   
Recommendations
· Implement E-FOIA’s Public Index Requirement to Start Making Sense of the Government’s Information Holdings

Transparency has been hindered by the inability of agencies to explain to the public what type of records they hold, such as by providing an index and description of major information systems pursuant to the FOIA
 or through the Government Information Locator Systems (GILS) program.
  A survey of over 149 federal agency Web sites conducted by the National Security Archive in 2007 found that only about one-third of agencies made any attempt to provide this type of information to the public, despite a legal obligation to do so.
  As a result, members of the public do not know where to go or how to obtain the information that they need.  

To advance effectiveness in government, all agencies have been making efforts to gain control over their information resources.  This process, which is necessary as agencies increasingly move to all-electronic environments and improve processes for information sharing, can also improve transparency.  

To the extent that the agencies will be inventorying their information holdings, they should also be directed to develop descriptive indexes of their information holdings that are easy to understand and are accessible to the public.  An approach that allows members of the public to better identify and describe the type of records they are seeking and, in some cases, to access them through an online or publicly available database without filing a FOIA request, would be a major step forward for transparency.  The statutory framework for this type of program already exists. 
The Administration now needs to provide leadership by designating in the Open Government Directive a responsible official in each agency to oversee an inventory of information holdings; setting a schedule for completion of an inventory process; and directing the Office of Management and Budget and the General Services Administration to develop a means for presenting indexes to the public.  A coordinating and leadership role should be assigned to the office charged with government-wide transparency authority.     
· Use FOIA Trends to Start Identifying Disclosure Priorities

The new Open Government Directive should establish a mechanism for setting information disclosure priorities.  The E-Government Act directed agencies by 2004 to develop priorities and schedules for making information available publicly on the Internet, but the success of those efforts has been mixed.  Some effort should be spent examining the successes so that best practices and lessons learned can be used to open up avenues for the public to easily access additional categories of useful information.  
Identifying disclosure priorities will require each agency to inventory the type of information that it maintains, as discussed above.  Several complementary approaches to identifying disclosure priorities make sense, but the first step should look at which records the public already is making an effort to obtain under the FOIA.  Each agency maintains a log of the FOIA requests that it receives and some agencies already are using their logs to determine frequently requested categories of records.  In addition, each agency should systematically identify groups of records that would be of significant current interest to the public by reviewing media and public affairs requests and key decisions or events involving the agency.  Electronic reading room materials should be regularly (monthly or quarterly) updated to reflect the most recent released materials.  Some agencies, such as the Central Intelligence Agency and the State Department, have historical advisory boards that could assist with prioritization efforts and agencies could initiate a process to solicit public input.  
This process of identifying disclosure priorities should be overseen by a responsible official within each agency who will be in a position to understand the broad scope of the agency’s information holdings.  An interagency process overseen by the office tasked with transparency leadership should be convened to coordinate and exchange best practices and consideration should be given to employing a public advisory board or boards to assist with prioritization efforts.  On a government-wide scale, the Office of Management and Budget should use interactive technologies, such as an online survey, to seek input from the public and federal employees on identifying priority information needs.

· Implement E-FOIA’s Mandate for Agencies to Push Useful Information to the Public

The E-FOIA offers a starting point for affirmative and proactive government transparency efforts.  The law provides for online access to basic government information about agency practices and policies and to information requested or likely to be requested under the FOIA.  Specifically, the FOIA mandates affirmative (i.e., without a FOIA request) electronic disclosure of agency final opinions and orders, policy statements, staff manuals and instructions that affect the public, and “frequently requested records.”
  The provision requiring release of frequently requested records holds the most promise for advancing transparency by mandating online disclosure of records that are known to be of broad interest to the public.  
Some federal agencies have made efforts to achieve the E-FOIA’s objectives,
 but far more agencies have not complied fully with the FOIA’s affirmative and proactive disclosure requirements and have interpreted the law too narrowly or have been unwilling to go further than the minimum that the law requires.
  For example, the Department of Justice recommends that agencies employ a “rule of three” to decide what records should be posted online.  Most agencies have interpreted this guidance to mean that there must be three or more requests for the same record in order for it to qualify for affirmative posting. However, requesters do not always specify a particular record in their requests, so an agency like the Federal Emergency Management Agency (FEMA) might get scores of requests for records related to Hurricane Katrina records, yet still not conclude that those requests concerned the same records.  Effecting full compliance with both the letter and the spirit of E-FOIA across the federal government would go a long way towards achieving President Obama’s vision of government transparency.  Indeed, a true presumption of openness would presume that all non-Privacy Act FOIA requests are of interest to the public and would result in the posting online of virtually all records provided to the public in response to a FOIA request.  
The framework established in the E-FOIA Amendments is familiar to agencies and provides a useful starting point for the Obama administration to broaden existing policy and practice with regard to affirmative and proactive disclosure of government information.  The Department of Justice Office of Information Policy should be tasked with initiating a program to educate agencies on their obligations and advise agencies on best practices and developing a schedule for agencies to meet milestones related to affirmative and proactive online posting of records.  The General Services Administration or another appropriate agency should be directed to support agency efforts to make their electronic reading rooms more usable, including development of standardized metadata for use in this process.  Agencies should be required to report publicly on a regular basis on their progress in meeting their milestones.  
· Use the Federal Record Act (and the Budget Process) to Implement Effective Record Retention Policies

To ensure meaningful advances in information disclosure under the new directive, the Obama administration must also address the ongoing problem of electronic recordkeeping.  Across the federal government, agencies do not have adequate systems to store and retrieve electronic records, including e-mail communications, to ensure that these records are properly archived, preserved, searchable, and accessible for public disclosure.  There has been a consistent lack of leadership on e-records management because the National Archives and Records Administration (NARA)—the agency with the primary responsibility for developing records management standards government-wide—has failed to provide meaningful oversight to ensure agencies are fulfilling their records management obligations.  Government information managers lack training and guidance to properly manage electronic records and e-mails.  Agencies are not required to maintain and preserve records in an electronic form or search electronically when records are requested.
E-mail management in the executive branch has been uniquely ineffective, even as electronic communications increasingly have become the primary means of doing business in the federal government and therefore the primary vehicle for the public to understand what their government does and why.  The majority of agencies have policies that permit printing and filing paper copies of e-mails as an adequate mode of preservation, and NARA has continued to endorse this approach rather than requiring that e-mails be stored electronically and preserved or destroyed according to their content (as paper records are) although several agencies have developed effective standards for implementing electronic recordkeeping systems.
  Without a standardized approach that mandates electronic preservation rather than relying on individual agencies and even employees to act to preserve government records, the transparency that President Obama envisioned in his directive cannot be implemented fully.  
It is time for the tens of billions of dollars of federal funds spent on information technology to include a portion dedicated to records lifecycle management so we are not simply pushing costs down the road.  The National Research Council in its 2005 report on the National Archives and Records Administration’s Electronic Records Archives’ (ERA) long-term strategy recommended requiring “all newly acquired agency systems that produce permanent records to do the following: create those records in formats acceptable to NARA, include explicit metadata in their output, and use standardized mechanisms for transferring records to NARA.”
 Archiving considerations have to be a core part of the IT procurement and development process. The Council’s report even suggested that NARA should plan for the ERA to become the “off-site backup of agency records” in order to build in archival ingestion of records as close as possible to their creation.
The White House should support legislation that would mandate appropriate electronic records management.  The federal IT budget process should require new spending to include electronic records lifecycle considerations.  

· Use the Executive Order on Classification to Make Automatic Declassification a Reality
Public access to historically significant records is vital to ensure accountability and inform the public about government conduct.  Much evidence demonstrates that classification frequently hinders the release of historically significant records long after the national security sensitivity in the records has diminished.
  Indeed, rampant overclassification and classification for excessive durations interferes with the efficient protection of classified information by undermining the respect for classification markings within the government.  Further, it interferes with information sharing among agencies, including state, local, and tribal authorities, and it imposes long term costs for unnecessary security.

Under EO 12958, as amended, records not specifically exempt are automatically declassified after 25 years.
  There is currently a backlog of 51 million referred pages that were granted a three-year extension of the 25-year declassification date, but require review by December 31, 2009.
  Many of those records may no longer be sensitive, but they must be reviewed by the originating agency and any other agency that maintains an “equity” in the record before they can be declassified.  The declassification of these records is hampered by an inefficient process, lack of coordination, and lack of commitment across agencies to resolution of all the “equities.”
  In addition, declassification of special media and electronic records has been postponed until December 31, 2011.  These types of records pose significant challenges to agencies that do not appear likely to be addressed prior to December 31, 2011.  Notably, the number of pages reviewed and declassified by agencies has steadily declined in recent years.

Other sensitivities in historical records, such as privilege and privacy concerns, also diminish or disappear over time.  Nonetheless, historical records are reviewed under the same FOIA standards as records created today.  The National Archives and Records Administration (NARA) currently has a backlog of more than 400 million pages of historical records declassified by agencies since 1995 to process and review for release.  Under current staff and resource allocations, it would take NARA decades before they can place these records on the open shelves or in accessible electronic databases for the public to access.
  
Changes to the Executive Order on classification are necessary to effect collaboration by federal agencies in the declassification process and legislation is necessary to reform the standard for release of historical records.  The goal would be to reduce the burden, expense and delay in processing historical records, improve the effective and efficient functioning of the classification system, reduce the unnecessary expenditure of money on protection of non-sensitive materials, and increase public access to historically significant records that document our national experience.

Conclusion 
The time to reform government is at the beginning of an administration, when there are no bad habits to be broken.  President Obama has already issued many policies and statements demonstrating his commitment to transparency.  As history has shown, however, good policies do not always result in positive changes.  Instead of starting from scratch, the Open Government Directive should build on the good ideas and existing frameworks that already have been vetted, by implementing new leadership, coordination, timetables, measures of success, and enforcement programs.  Once members of the public begin to understand what government is doing, they will be able to participate and collaborate as envisioned by the President.  
Meredith Fuchs

General Counsel

Kristin Adair

Staff Counsel
� E-FOIA requires agencies to electronically provide guidance materials including: “(1) an index of all major information systems of the agency; (2) a description of major information and record locator systems maintained by the agency; and (3) a handbook for obtaining various types and categories of public information from the agency.”  5 U.S.C. § 552(g).  The congressional committee report accompanying the E-FOIA amendments said: “It is expected that OMB will assist the agencies in assuring that all guides follow a common format . . . and assure that all agencies use common terminology in describing record systems, how to file a FOIA request, and in describing other locator systems.”  H.R. Rep. 104-795, 104th Cong., 2d. Sess. (1996), at 30. 





� The Government Information Locator Service (GILS) was established on December 7, 1994, by the Office of Management and Budget (OMB). Housed on the GPO Access server, GILS is a now-apparently defunct database that provides users with abstracts and locations of existing agency records, but not the full text records. U.S. Government Printing Office, What Is GILS?, http://www.access.gpo.gov/su_docs/gils/whatgils.html (accessed March 6, 2007). 





� See “File Not Found: 10 Years After E-FOIA, Most Federal Agencies Are Delinquent” (Mar. 12, 2007) at 13-14, � HYPERLINK "http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB216/index.htm" ��http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB216/index.htm�..





� “Moving Toward a 21st Century Right-to-Know Agenda: Recommendations to President-elect Obama and Congress” (November 2008), at 27, http://www.ombwatch.org/21strtkrecs.pdf. 





� 5 U.S.C. § 552(a)(2). 





� For example, in 2004, the U.S. Coast Guard (USCG) began making available two categories of records on its Web site—“Merchant Vessels of the U.S. Data File” and “Marine Casualty and Pollution Data Report”—because those types of records were frequently requested (even if no one particular data report was ever requested three or more times). Department of Homeland Security, Freedom of Information Act Annual Report for Fiscal Year 2004, � HYPERLINK "http://www.dhs.gov/xlibrary/assets/foia/privacy_rpt_foia_2004.pdf" ��http://www.dhs.gov/xlibrary/assets/foia/privacy_rpt_foia_2004.pdf�.  The Food and Drug Administration (FDA) also maintains a comprehensive electronic reading room linking to documentation of drug approvals, enforcement actions, and other broad categories of information that is of potential interest to the public. See http://www.fda.gov/foi/electrr.htm. A few other examples of good proactive disclosure include: USDA has placed an “electronic Purchase Cardholder system” on their FOIA page to reduce FOIA requests. USDA, Freedom of Information Act Annual Report FY 2000, February 2001, � HYPERLINK "http://www.usda.gov/da/foia/foia2000.htm" ��http://www.usda.gov/da/foia/foia2000.htm�.  The National Aeronautics and Space Administration’s (NASA) FOIA site includes a large collection of materials related to the loss of the Columbia Space Shuttle in 2003. According to NASA’s Annual FOIA Report, “[t]he influx of requests caused this agency to create a separate electronic reading room for documents that were responsive to those specific requests about mission STS-107 and the Space Shuttle Program.” NASA also used its discretion to waive exemption (b)(5) and disclose pre-accident records and other documents that might otherwise have been privileged. 





� See “File Not Found: 10 Years After E-FOIA, Most Federal Agencies Are Delinquent” (Mar. 12, 2007), � HYPERLINK "http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB216/index.htm" ��http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB216/index.htm�.


� Citizens for Responsibility and Ethics in Washington, “Record Chaos: The Deplorable State of Electronic Record Keeping in the Federal Government” (April 2008), � HYPERLINK "http://www.citizensforethics.org/recordchaos" ��http://www.citizensforethics.org/recordchaos�. 





� National Research Council Building an Electronic Records Archive at the National Archives and Records Administration: Recommendations for a Long-Term Strategy (Robert F. Sproull and Jon


Eisenberg, eds.), Committee on Digital Archiving and the National Archives and Records Administration


(Washington D.C.: National Academies Press, 2005), pp. 7-8.





� Public Interest Declassification Board, “Improving Declassification,” (“PIDB Report”), at 16 (2007) (“records of historical significance to the country are being buried in a mountain of permanently valuable agency records.  Unless something is changed, it will take years, if not decades, to unearth them.”), available at http://www.archives.gov/declassification/pidb/improving-declassification.pdf.


� EO 12958, as amended, at Sec. 3.3.





� Information Security Oversight Office, Report to the President for FY 2008 (“ISOO FY 2008 Report”), at 1, 13 (2009), available at � HYPERLINK "http://www.archives.gov/isoo/reports/2008-annual-report.pdf" ��http://www.archives.gov/isoo/reports/2008-annual-report.pdf�.





� ISOO FY 2008 Report at 13.





� ISOO FY 2008 Report at 9-10.





� PIDB Report, at 28 (2007).
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