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Introduction

This is the Office of Management and Budget’s (OMB) ninth annual progress report on
implementation of the E-Government Act of 2002 (Pub. L. No. 107-347; Dec. 17, 2002) (the “E-
Government Act”) as required by 44 USC 3606. This report describes information technology
(IT) activities completed in fiscal year 2011 (FY11) that fulfill the requirements of the annual E-
Government Act report to Congress.

Section | describes the use of the E-Government Fund, established by Section 3604 of the E-
Government Act. Section Il fulfills a Government Accountability Office (GAQ)
recommendation to addresses accuracy of data on the IT Dashboard, and complies with the E-
Government Act’s requirement to make Government information accessible. Section 111
describes activities the Government has implemented that improve the skills of the Federal
workforce. Section IV describes how IT is used in disaster management. Section V describes the
use of standards and collaboration for geographic information within the Federal Government.
Section VI features select E-Government Information Technology IT accomplishments related to
citizen engagement in FY11. Section VII outlines Federal Government activities that implement
E-Government Act provisions and goals. All reports on the implementation of the E-Government
Act, from FY03 through the present, are posted on the Office of Management and Budget
(OMB) website (http://www.whitehouse.gov/omb).

The use of IT to provide consistent access to and dissemination of Government information
promotes a more citizen-centered Government in a cost-effective manner. The release of the
National Open Government Action Plan emphasizes efforts to strengthen democracy and
promote a more efficient and effective government through greater openness to citizens.
Agencies manage web-based technologies and services to help citizens obtain Government
information and services. In addition, agencies use IT to communicate with the public and gather
feedback to determine whether Federal programs are achieving results and meeting user needs.
E-Government is the result of the use of IT to lower the barriers to citizen interaction with the
Government and access to Government information and services.

Because the Federal Government invests heavily in IT investments, it is essential that citizens
see gains in service, quality, and delivery. To ensure Federal agencies apply E-Government
principles and IT to the fullest potential, program results are measured to verify progress and
planned performance improvement. By doing this, agencies are able to better manage their
information resources and IT investments more effectively. The Office of Management and
Budget (OMB) works with agencies to systematically track and measure whether resources used
by programs help achieve intended goals and results.

This report describes Federal IT activities related to Open Government, innovations in IT, and
the E-Government Act of 2002. The Federal Government is committed to building on these
efforts to leverage the power of technology to better manage IT resources.
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Section I: E-Government Fund

The E-Government Fund: Enabling Transparent, Participatory, and Collaborative
Government

In 2002, Congress passed the E-Government Act to enhance management and use of
information technology to provide services to citizens and to increase internal Government
efficiency and effectiveness. One of the most important provisions outlined in the E-Government
Act was the establishment of an E-Government Fund (Fund) that would provide financial
support for the innovative use of technology in the Federal Government. Projects supported by
the Fund must serve one of three purposes:

e Make Federal Government information and services more readily available to members of
the public

o Make it easier for the public to apply for benefits, receive services, pursue business
opportunities, submit information, and otherwise conduct transactions with the Federal
Government

e Enable Federal agencies to take advantage of Information Technology (IT) in sharing
information and conducting transactions with each other and with state and local
governments

In May 2011, the General Services Administration (GSA), in consultation with Office of
Management and Budget (OMB) and the Federal Chief Information Officer (C1O) Council,
made spending determinations and submitted plans for the use of the FY11 E-Government
Funds to the Appropriations Committee. The projects and levels of funding submitted in the
notification are shown below:

Investment Area EEchti d

1. Transparency and Fedgral Funding Accountability and Transparency Act $7.24M
(FFATA) Implementation

2. Improving Innovation, Efficiency and Effectiveness and Federal IT $.74M

3. Citizens Engagement Platform (CEP) Access / Web 2.0 $0

4. E-Government Project Management Best Practices $0

Total | $7.98M*

*$8M appropriation including a rescission of $16,000 = $7,984,000
The details of the initiatives funded by the FY10 E-Government Fund are as follows:

1. Transparency and Federal Funding Accountability and Transparency Act
(FFATA) Implementation

These projects support ongoing efforts to increase transparency and accountability of
Government information.



USAspending.gov: USAspending is the only Government on-line source that makes Federal
spending in contracts and grants visible to Congress, agencies, the public and better Government
interest groups. It allows for information to be researched by firm, state, locality, congressional
district, type of spending, and other categories.

e Benefits: USAspending creates an on-line, publicly accessible capability to examine
contracts, grants, loans, and other types of spending across many agencies in greater
detail than has been possible in the past. It is a key ingredient to building public trust in
Government and credibility with the Government and industry professionals who track
this critical information.

Small Business Dashboard: The Small Business Dashboard a specialized, publicly
accessible on-line web reporting capability of USAspending that shows the amount of
Federal spending that goes to the small business community by agency and compares that
to agency goals.

o Benefits: Collecting data about the various types of contracts, grants, loans, and
other types of spending in our Government that are awarded to small businesses is
a critical policy matter that demands transparency. The ability to look at contracts,
grants, loans, and other types of spending going to small businesses Government-
wide is a high priority for the Administration and the Congress.

FFATA Subaward Reporting System Assistance (FSRS): The FSRS provides telephone
help desk assistance to prime contractors and grantees that must report subaward
information to the FFATA Subawards Reporting System (FSRS). This is an important
feature of the USAspending data.

e Benefits: The FFATA Subaward Reporting System (FSRS) is the reporting tool
that Federal prime awardees (i.e. prime contractors and prime grants recipients)
use to capture and report subaward and executive compensation data regarding
their first-tier subawards to meet the FFATA reporting requirements. It is the only
way to get information below the prime contractor level and expose it to the public
and regulators. Subawards are a large part of the distribution of Federal funds.

IT Dashboard: The Federal Government spends approximately $80B annually on information
technology (IT). This system provides transparency and details about major Government IT
projects, including contracting, type of spending, goals and performance/results. It includes a
rating system that reflects the overall performance of each IT investment, and is used by the
Office of Management and Budget (OMB) and agencies as the basis for Executive level
technology review sessions, both inside the agencies and with OMB and the Congress.

e Benefits: Agency Chief Information Officers (CIOs) use the IT Dashboard within their
organizations to bring necessary management attention to troubled projects. Changes
made based on management insight gained from the IT Dashboard has resulted in more
than $3B in savings through the TechStat process. In 2011, OMB trained agencies on
TechStat and publicly released the training material, leading to more than 100 agency-
level TechStat reviews and robust sharing of best practices through the C10 Council



TechStat subcommittee. In 2011, due to the high demand from Federal agencies and the
software development community, the source code of the IT Dashboard was made
available to state, local, international governments and the public at no cost. This first
open source release represents a starting point, enabling communities of interest to adapt
and mature their own versions of the IT Dashboard to their own unique needs.
Additionally, the user community requested updates from the IT Dashboard to be made
available through mobile devices, and this request has been implemented.

Performance.gov: Performance.gov is a user-friendly website that enables the public,
Congress, Federal employees, and others to monitor progress being made by the Administration
in cutting waste, streamlining Government, and improving performance. Specifically,
Performance.gov provides information on the following areas of focus: acquisition, financial
management, human resources, technology, performance improvement, open government,
sustainability, and customer service.

e Benefits: Performance.gov aggregates data from across the Government into a single site,
improving the transparency of Government-wide efforts to improve management and
facilitating cross-agency learning, benchmarking, and coordination. Much of this
information was previously housed on Government-wide and agency websites with
inconsistent approaches and formats, which did not provide user friendly views or the
ability to identify best practices, learn across agencies, or conduct Government-wide
comparisons. Centralizing the display of this information supports more cost efficient
operations and improved transparency.

Data.gov. Data.gov is a flagship Open Government site which provides a one-stop catalog of
U.S. Government data available to download, mash-up, or analyze. It provides information
about datasets (metadata) and practical tools to view or use the data. As of FY11, over 236
citizen-developed applications have been built by the public using the data provided. It is the
centerpiece of the global open democracy movement and has been emulated by over 16
countries, along with many state and local governments seeking to increase transparency and
accountability, while fostering innovation. Work is underway to make the software open source
so that other governments around the world can use it to implement their programs faster and
with less cost.

e Benefits: Data.gov aggregates more than 400,000 datasets from 24 agencies and 172
sub-agencies. Individual agencies avoid creating their own data integration platforms,
with Government-wide potential savings of approximately $14.4M (based on estimated
costs of $600,000 per agency site). Apps powered by Government data are being created
at less than 2 percent of the previous cost of direct funding ($700/app through data.gov
based challenges vs. $30,000-$150,000/app through direct Government
funding). Estimated savings are $4M to date and are growing exponentially. Developers
have access to data from multiple agencies, allowing them to aggregate and innovate in
new ways. In the Health.Data.gov Community, 139 apps have been developed at the cost
of approximately $100,000 in challenge prizes. Of these, 45 are already creating
economic gain and new jobs at the companies and startups that created them.
Communities like Health and Energy are able to aggregate content, collaboration
capabilities, and data across agencies. The creation of such individual cross-cutting sites
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averages $600,000 individually. With six communities today, and four more expected in
the next few months, this yields a potential savings of $5.5M.

Initiative SVl

Enacted

USAspending.Gov $1.2M
Small Business Dashboard $0.1M
FFATA Subaward Reporting System Assistance (FSRS) $2.88M
ITDashboard.Gov $1.06M
Performance.Gov $1.1M
Data.gov $0.9M
Total | $7.24M

2. Improving Innovation, Efficiency and Effectiveness and Federal IT

The projects funded under this initiative facilitate development of tools, practices, and
procurement opportunities to accelerate use of secure, easy to use, on-demand, Federal cloud
computing services. This initiative will continue to develop and expand in FY12, building upon
what was achieved in FY11. Major projects are listed below:

Federal Cloud Computing Program Management Office (PMO) Federal Data Center
Consolidation (FDCC): The FDCC is housed in Office of Citizen Services and Innovative
Technologies (OCSIT), the Federal Cloud PMO facilitates adoption of cloud computing
Government-wide, enabling enormous savings by substantially improving the efficiency of the
overall Federal IT portfolio. With cloud computing, agencies pay for only IT resources they use
in response to fluctuating program demands, avoiding the expenses of building and maintaining
costly IT infrastructure. The PMO works with OMB and the Federal CIO Council to coordinate
activities across agencies, providing input for new Government-wide cloud contracting vehicles
and sharing best practices in cloud adoption.

The Cloud PMO assists with the management of the Federal Data Center Consolidation (FDCC)
Initiative. The FDCC is reversing the growth of Federal data centers and shifting IT investments
to more efficient computing. Since February 2009, agencies have been compiling inventories of
their data center assets, evaluating opportunities for consolidation and closures, and planning to
realize estimated long-term savings in the billions of dollars.

e Benefits: Tangible cost savings are realized through the implementation of cloud-based
data storage, web hosting, and streamlined provisioning of IT commodities. A 2010
Brookings Report found that agencies generally saw 25-50 percent savings when moving
to the cloud. For the Federal Government as a whole, this translates into potentially
billions of dollars in cost savings. Agencies have already realized substantial cost
savings and productivity gains using cloud computing. For example:

o GSA has completed a transition of 17,000 e-mail accounts to a cloud
environment. GSA expects to reduce operating costs by 50 percent over the next
five years, saving more than $15.2M.



o In concert with GSA’s Federal Acquisition Service (FAS), the Federal Cloud
PMO has established cost-effective procurement vehicles that allow agencies to
purchase IT resources as commaodities. The Infrastructure as a Service (laaS)
Blanket Purchase Agreement (BPA) was awarded under GSA Schedule 70 to 12
diverse cloud service providers. This allows agencies to compare prices for
commaoditized IT services including web hosting, storage, and virtual machines,
resulting in significant pricing competition and efficiencies. GSA will be
awarding another BPA that allows agencies to purchase various types of secure
cloud-based e-mail services in the next few months.

o Data Center Consolidation savings by the end of 2015 are expected to be $3B,
based on analysis of information provided by the agencies in December, 2011,
which shows that agencies plan to close over 500 data centers by the end of 2012.
Agencies are on track to close over 1,000 data centers by 2015. Reducing the
overall energy and real estate footprint of Government data centers, and reducing
the overall cost of data center hardware, software, and operations also provides
substantial improvements in environmental sustainability.

FedRAMP (Cloud Security): The Federal Risk and Authorization Management Program, or
FedRAMP, provides a standard Government-wide approach to ensuring security for cloud
services. FedRAMP provides joint Certification and Accreditation (C&A) and continuous
security monitoring services for Government and commercial cloud computing systems intended
for multi-agency Government use.

e Benefits: FedRAMP enables agencies to deploy cloud technologies quickly and in a
secure environment, while realizing economies of scale. Currently, each agency conducts
its own security C&A process for every IT system it acquires. According to the 2009
Federal Information Security Management Act (FISMA) report to Congress, agencies
reported spending $300M annually on C&A activities alone. FedRAMP will
substantially reduce these costs by providing a single, provisional authorization that can
be used by all agencies as the basis for issuing an Authority to Operate (ATO). Savings
from leveraging the ATO across agencies are estimated at a 50 percent reduction in
staffing, 75 percent reduction in assessment time, and $200,000 cost avoidance every
time an agency leverages the FedRAMP ATO, far exceeding the cost of the program.

Cloud Contract Vehicle Development and Apps.gov: In coordination with GSA’s Federal
Acquisition Service (FAS), the Cloud Computing PMO develops requirements and supports the
establishment of competitive Government-wide contract vehicles that enable agencies to acquire
secure, commercially available cloud solutions for infrastructure, email, and other commodity
services.

Apps.gov is an on-line storefront that provides access to over 3,000 cloud-based products and
services where agencies can research solutions, compare prices, and place on-line orders using
GSA’s eBuy system.

e Benefits: Timely adoption of cloud computing depends on availability of streamlined
contracting vehicles that are designed specifically to ensure the performance, reliability,
cost effectiveness and security of cloud services. GSA’s cloud BPAs and Apps.gov



leverage the purchasing power of the Government, making cost-effective, commercial
solutions available to agencies so that they do not need to each develop duplicative
contracts that would waste scarce resources both for Government and industry.

Innovation and Mobile Apps Platforms: Simplifies and improves access to Government by
leveraging the power and capabilities of mobile devices that enhance delivery of citizen and
business services and that increase accountability and trust in Government. Mobile technology
has the potential to transform Government by enabling citizens to obtain information and
services anywhere, anytime. This program was not funded in FY11, due to E-Government
budget reductions.

e Benefits: Simplifies and improves access to Government by leveraging mobile
technology to enable citizens to obtain information and services from the Government
anywhere and anytime. On-line services provide information and services available to
citizens for lower costs than through other channels. In FY11, OCSIT launched a
modest initiative to establish a central repository of Government-wide mobile apps, and
has identified and built consensus around five critical areas that need to be addressed in
FY12 to enable widespread adoption and strategic use of mobile technologies by agencies
across Government.

FedSpace: This system was available to Federal employees on a limited pilot basis to work
collaboratively on-line across agencies to communicate, learn, share, and form problem-solving
groups and working communities. FedSpace provides a unified, comprehensive platform for
sharing information and solving common problems. This program was not funded in FY11, due
to E-Government budget reductions.

e Benefits: FedSpace enables Government employees to work securely and collaboratively
across agencies by leveraging common tools, making content and resources available
more consistently. FedSpace saves Federal agencies the cost of buying or building their
own collaboration solutions. A beta version was launched to provide basic services and
tools to Federal employees and contractors and was well-received across Government.
FedSpace provides a business platform for people to find others in the Government
working in the same domain area, trying to solve the same problems within different
agencies. It will provide a shared space for document sharing; much like Thomas
provides a shared information space for the legislative process. The benefit is that each
agency will not have to develop its own system at a cost of over $1M per year.

Initiative RUEE
Enacted
Cloud Computing PMO / Federal Data Center Consolidation $0.44M
FedRAMP (Cloud Security) $0.3M
Cloud Contract Vehicle Development, Apps.gov $0.00
Innovation & Mobile Apps Platforms $0.00




FY11l
Enacted
FedSpace® $0.00

Total | $0.74M

Initiative

3. Citizens Engagement Platform (CEP) Access / Web 2.0

Citizen Engagement Platform: This platform creates a more open, transparent, and
collaborative Government by identifying and providing public dialogue tools to Federal agencies
at no cost, for use in agency-specific initiatives that enhance citizen engagement and interaction.
These new technologies and tools are made to be compliant with Federal regulations and
guidance, and agencies are educated on the effective use of blogs, wikis, and forums to engage
with the public. This program was not funded in FY11, due to E-Government budget
reductions.

e Benefits: This platform and proven tools allow agencies to add policy-compliant, no-cost
social media capabilities, such as blogs and wikis to their websites within hours. It
reduces the need for agencies to do procurements and to invest in their own, duplicative
technology solutions for engaging with the public. Nearly 50 tools have been procured,
which would have cost agencies an estimated $368,000 (for each agency) in developers’
time to acquire and make each instance of the tool compliant with security, disability
accommodation (Section 508), and other Federal laws and regulations.

Challenges Platform: Challenge.gov provides a no-cost platform for agencies to launch
challenges and contests to leverage expertise and knowledge outside of the Government and the
traditional contracts and grants process. Solutions to Government’s most pressing problems can
be obtained easily from the public, industry and academia without requiring significant Federal
funding. Challenge.gov is operating currently with no funds to make changes and improvements.
This program was not funded in FY11, due to E-Government budget reductions.

e Benefits: Challenge.gov provides agencies a free, Federally-compliant platform for
conducting challenges and prizes with the public. Based on feedback from agencies,
comparable services would cost agencies an average of $50,000 - $150,000 per
challenge. We expect to host 150 challenges in FY12, saving an estimated $15M,
compared to procuring comparable challenge hosting services from outside vendors.
Additionally, individual challenges have yielded extremely cost effective, creative
solutions as demonstrated by the examples below:

o Center for Disease Control (CDC) FLU App Challenge: 96 submissions, 9
winners shared $35,000 in prize money. Development of comparable apps
typically costs $40,000 each. CDC realized a $325,000 return on its $35,000
investment, http://fluapp.challenge.gov/ .

! FedSpace is managed by OCSIT. The minimum IT steady-state funding is $2.0M.
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o SMART Apps for Health (Health and Human Services [HHS]): 15
submissions, 1 winner received $5,000 prize. HHS gained Return on Investment
(ROI) of $35,000 worth of apps that enable viewing and printing of simplified
medication instructions in a dozen languages,
http://challenge.gov/challenges/134/submissions.

o Apps for Healthy Kids (U.S. Department of Agriculture [USDA]): Led to the
creation of over $5M worth of software and games in exchange for $60,000 in
prizes. In addition, the challenge resulted in over 100 print articles, 200 web
articles, 50,000 tweets, and 50,000 Facebook postings, which generated
awareness of a top policy and USDA mission priority on a scale difficult to
achieve via normal press releases and outreach, and at a fraction of the cost.

Initiative S
Enacted
Citizen Engagement Platform (Apps.gov/now) $0
Challenges Platform $0
Total $0

4. E-Government Project Management Best Practices

Project Management Best Practices: The Project Management Best Practices is designed to
provide resources and expertise to consider the root causes of problems impacting Federal IT
projects and to identify practical solutions. In FY12, the Best Practices initiative will expand
work initiated to establish, identify, and promote best practices in IT personnel management, IT
program management, and IT procurement and to identify barriers to implementation. This
initiative will evaluate and revise existing guidance, oversight processes, and reporting
requirements to increase their effectiveness in improving IT implementation outcomes. This
effort resulted in OMB’s 25 Point IT Management Reform Plan that was announced in
December 2010. This program was funded from FY2010 appropriations.

e Benefits: Implementation of the 25 Point plan is transforming management of the
Federal IT portfolio. Disciplined, data driven management practices have been put in
place that dramatically improve delivery of IT projects and systems, on time and within
budget, to enable achievement of desired agency mission results.

FY1l1
Enacted
Project Management Best Practices $0

Total $0

Initiative

Section I1: IT Dashboard

June 2011 was the third anniversary of the IT Dashboard launch. The IT Dashboard continues to
be a valuable tool in driving accountability and transparency in Federal IT spending and
management. Using IT Dashboard data, the Office of Management and Budget (OMB) and

11
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agencies have undertaken numerous TechStat accountability sessions to root out waste and
accelerate the delivery of critical Federal IT investments. Highlights in FY11 included major
improvements to the data schema and continued work with agencies and the General
Accountability Office (GAQ) to improving the quality of the data reported.

New reporting schema

In response to the 25 Point Implementation Plan to Reform Federal Information Technology
Management, OMB worked closely with agencies during FY11 to ensure that unnecessary IT
investment reporting requirements were eliminated and existing requirements adjusted to better
match actual business practices within the agencies. As a result of this work, in July 2011 OMB
published substantially updated IT investment reporting guidance for Exhibits 53 and 300.
These new requirements necessitated several changes to the data schema and in IT Dashboard
functionality. A few examples of these changes include:

e Detailed project level information for all major IT investments, providing project and
activity level variance;

e Updated operational metrics data, to provide improved insights into investments in
operations and maintenance mode;

e Required reporting of project managers and integrated project team (IPT) members; and

e Removal of several questions deemed of limited value by agencies and OMB.

New functionality resulting from these changes will be revealed on the public-facing Dashboard
in coordination with the release of the President’s Budget for FY'13.

Addressing data quality

The subject of several GAO findings, data accuracy has improved significantly since inception,
but much progress still needs to be made. In some areas, such as complete contract information,
agencies made substantial progress but work remains in other areas such as
incomplete/inaccurate data, for example:

Activities missing dates,
Rebaselines missing comments,
Percentages complete contradicting dates, and

Investments categorized as Operations and Maintenance (O&M) with future planning or
acquisition costs.

To improve awareness of such data quality trends, OMB tracks likely data quality issues on a
regular basis. Also, OMB has introduced additional validations to improve the accuracy of
agencies’ FY13 IT budget submissions.

12



Section I11: 1T Workforce

The E-Government Act requires improvement of the skills utilized by the IT workforce in using
Information Technology (IT) to deliver Government information and services. 1T workforce
initiatives have also yielded success over the past year. To address a recognized need for
strengthening the IT workforce, the Administration created a new job title for IT program
managers, ensuring that the largest, most complex IT investments in the Government were
managed by experienced and talented individuals. Additionally, the Technology Fellows
Program was launched, which will reduce the barriers to entering public service, and provide
access to unique career opportunities in Federal agencies to highly talented technology
professionals.

Additionally, the Chief Information Officer (CIO) Council’s IT Workforce Committee, with over
49 volunteer member agencies and non-governmental organizations, is in the forefront of this on-
going effort to recruit, develop, and retain a workforce that has the modern skills needed to
successfully accomplish the goals of the Federal CIO Council in the following priority areas:

Improvements to Federal structural and organizational infrastructure,
Compliance with the Open Government Directive,

Improvements in cybersecurity and privacy protection,

Increases in the efficiency and effectiveness of government operations.

To help achieve those goals, the IT Workforce Committee supports and facilitates various
programs and initiatives. Committee members serve on interagency workgroups and initiatives
to improve skills and close gaps in IT workforce capabilities. In 2011, this was done through
initiatives such as:

CI0 University, managed by the General Services Administration (GSA):

This unique program, partnering with seven nationally-known universities (Syracuse, George
Mason, George Washington, Carnegie Mellon, LaSalle, University of Maryland-University
College, and the National Defense University), has transformed the updated Clinger-Cohen
required competencies into specific curricula targeted at current and future government IT
executives in accordance with Section 209 (Federal Information Technology Workforce
Development) of the E-Government Act. Students who enroll and graduate from specific IT
graduate degree programs at any of these Universities receive diplomas from their institution and
in addition are awarded a CIO University Certificate from the Government. Degrees offered
include Master of Science in Technology Management, Master of Science in Information
Systems Technology, Master of Science in Information Management, and others. Typically 40
percent of program graduates are Government employees (including Federal, state, local or
tribal) and the remaining 60 percent are from the private sector. Over 1400 people have
graduated from the program over the past eleven years of its existence; in 2011, 305 students
graduated from the program. The National Defense University only recently joined the program,
but in 2011 graduated 138 students.

Cybersecurity Workforce Training and Professional Development:

To ensure proper coordination, cooperation, focus, public engagement, technology transfer and
sustainability, the National Institute of Standards and Technology (NIST) leads the National
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Initiative for Cybersecurity Education (NICE) program to “enhance the overall cybersecurity
posture of the United States by accelerating the availability of educational and training resources
designed to improve the cyber behavior, skills, and knowledge of every segment of the
population, enabling a safer cyberspace for all”. Members of the IT Workforce Committee serve
on groups within NICE to address these issues. Specifically, Committee members co-lead the
effort addressing national cybersecurity digital literacy training and are members of the team
addressing training and professional development programs for the existing cybersecurity
workforce.

In 2011, NIST charged the NICE initiative to develop a taxonomy of cybersecurity roles. Over
the last year Committee members have collaborated with NICE on coordination of the IT
Workforce Committee (ITWFC) initiative on Information Security Workforce Matrices (see
below), and in developing the NICE Cybersecurity Workforce Framework. This is a structure
that organizes cybersecurity work into seven categories and 31 specialty areas that provide the
means for understanding cybersecurity functions across every sector of the public and private
sectors. Future NICE work will refine the framework, map training and education to the
documented specialties, and identify gaps and associated future needs. The ITWFC Matrix
Project Team continues to work with NICE and will use this emerging framework to select roles
for future Federal cybersecurity matrix development. Although the initial matrices published in
2011 are not directly aligned with the NICE framework, all future matrices will use the NICE
framework specialty areas.

Cybersecurity Matrices:

The CIO Council’s Information Security and Identity Management and IT Workforce
Committees (ISIMC and ITWFC, respectively) announced the release of four of the
Cybersecurity Workforce Development Matrices and the accompanying Cybersecurity
Workforce Development Matrix Resource Guide in October 2011. The matrices were created
with input from Subject Matter Experts across multiple agencies during focus group sessions.
The information contained in each of the one-page matrices is intended to give Federal IT
Departments and agencies a common framework for describing competencies/skills, education,
experience, credentials and training needed by performance level for each of the identified roles.
The Resource Guide is intended to assist line managers, business unit leaders, hiring managers,
and HR professionals engaged in IT workforce development initiatives. The matrices published
are for the roles of: Chief Information Security Officer, Information Security Assessor, Systems
Operations and Maintenance Professional, and Information Security Systems & Software
Development Professional.

IT Job Shadow Day:

Each year, the Federal CIO Council sponsors an IT Job Shadow Day. Over 400 high school
students, from the Washington DC Metropolitan area as well as several locations around the
country, participated in IT Job Shadow Day for 2011. Each agency/school partnership chose
their own best date for the function, and all Job Shadow Days were completed by the end of the
2010-2011 school year. IT Job Shadow Day is an academic activity designed to give students
the unique opportunity to observe the Federal IT work world, learn about Federal agencies and
“shadow” IT professionals as they go through their work day. The program encourages students
to pursue a career in the Federal IT field.
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Office of Personnel Management (OPM) Collaboration:

During this period, members of the IT Workforce Committee served as Subject Matter Experts
and focus group participants working with OPM on the Cybersecurity and IT Program
Management Competency Models. Data from the IT Workforce Capability Assessment
(ITWCA) was used to provide and validate data for OPM’s work on IT Project and Program
Management Models as part of the 25-Point Implementation Plan to Reform Federal Information
Technology.

Clinger-Cohen Core Competencies Review:

Committee members are currently completing the Government-wide biennial review of the
competencies required by 40 USC 11315(c)(3) (Clinger Cohen Act) and 44 USC 3501, Section
209 (E-Government Act).

Scholarship for Service (SFS), co-led by the National Science Foundation (NSF) and the
Department of Homeland Security(DHS):

This program includes scholarship and capacity-building components that attract high-caliber
students from institutions designated by the National Security Agency (NSA) and DHS as
National Centers of Academic Excellence in Information Assurance Education (CAE/IAE) and
selected by NSF through a competitive process. The Office of Personnel Management (OPM)
works with NSF by providing placement assistance and coordinating student compliance with
the program’s service component. The Committee supported this highly successful program by
co-sponsoring two SFS events this past year: a Federal Briefing about the SFS program in
November; and the Annual SFS Symposium and Job Fair in January.

Information Technology Workforce Capability Assessment (ITWCA):

The IT Workforce Committee in partnership with the ~Office of Personnel Management (OPM)
administered the 2011 Information Technology Workforce Capability Assessment Survey
(ITWCA) to Federal civilian employees who regularly perform IT functions between January 18,
2011 and March 4, 2011. The ITWCA provided every Federal Executive Branch IT employee
with the opportunity to help shape the future of the IT workforce - not only in his or her agency,
but also for the Federal Government as a whole.

Purposes. The purposes of the ITWCA were to:

e Assist employees in long-term career planning by providing a template by way of the
individual survey results to discuss professional development with their managers;

e Contribute to the progress of each agency’s mission by providing a snapshot of the
agency IT workforce in order to effectively plan for the future; and

e Provide a holistic view of the capabilities and skills across the entire Federal IT
workforce. The input provided by individuals was aggregated to identify the supply of IT
expertise across the entire Federal IT workforce.

Response Rate. In December, 2010, OPM Fedscope estimated there were 103,322 Federal

employees in the Federal IT Workforce. 17,662 Federal employees from 63 agencies completed
the assessment, which allowed respondents the opportunity to document the types of specialized
IT activities they regularly perform, and to self-assess their own levels of proficiency in various
technical competencies and IT skills. This represents a response rate of slightly over 17 percent.
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22 separate occupational series were listed in the survey as series which regularly perform IT
functions; in addition to those, almost 1,000 individuals stated that they were in occupations not
normally considered IT, but that they regularly performed IT functions.

Demographics. 44.3 percent of survey respondents stated they were 51 years of age or older;
50.5 percent stated that they had over 20 years of Federal and/or military service. As of the time
of the survey (January-March 2011), 19.2 percent of the respondents stated that they were
eligible for retirement within three years. The average GS grade of the respondents was GS-12.
Over 67 percent identified themselves as college graduates.

Cybersecurity. 42.2 percent of all the respondents stated that they regularly perform
cybersecurity-related work. 20.4 percent of cybersecurity respondents stated that they were 51
years of age or older. These individuals identified key cybersecurity competency training needs
in Vulnerabilities Assessment (35.8 percent), Computer Network Defense (32.3 percent), and
Security Compliance (28.8 percent).

IT Program Management. 25.9 percent of respondents identified themselves as IT Program
Managers . IT Program Management was identified as:

“...the discipline of organizing and managing resources for more than one IT project, which
together advance accomplishment of one or more strategic goals of the organization.”

40.2 percent of Program Management respondents were in grades GS-13 and GS-14. 26.6
percent were age 51 or older. 72.9 percent of IT Program Managers held a four-year degree or
higher.

IT and Human Capital leadership in agencies and across the Federal Government as a whole are
able to review the ITWCA analysis and use the findings to make informed decisions on the
capabilities, skills, and resources that the IT workforce will need to help agencies successfully
accomplish their missions. Analysis of the survey information will also contribute to strategies
to recruit, retain, develop and manage a fully-trained and qualified IT workforce to meet current
and future mission requirements.
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Section IV: Disaster Preparedness

The Office of Management and Budget (OMB) in consultation with the Department of
Homeland Security (DHS)/ Federal Emergency Management Agency (FEMA) is required to
report to Congress on activities that further the goal of maximizing IT use in disaster
management. Three of the E-Government initiatives that are managed by the Department of
Homeland Security (DHS) support disaster preparedness, response and recovery: Disaster
Assistance Improvement Program (DAIP), SAFECOM, and Disaster Management. Each
initiative uses IT in a different way when coordinating and facilitating information. Below is a
brief description of IT use in each initiative.

Disaster Assistance Improvement Program

Disaster Assistance Improvement Program (DAIP) maintains a Government-wide single portal
for disaster survivors to submit electronic applications for assistance. The mission of the DAIP
is to ease the burden on disaster survivors by providing them with a mechanism to access and
apply for disaster assistance through the collaborative efforts of Federal, state, local, tribal and
nonprofit partners. DisasterAssistance.gov provides disaster survivors with a single source for
potential assistance programs, easy access to the application, application updates and disaster
related information.

Following a presidentially declared disaster, individuals in need of individual assistance can
register for assistance online at http://www.DisasterAssistance.gov. Each year approximately 50
presidentially declared disasters cause injury and death, destroy homes and business, and disrupt
the lives of hundreds of thousands of people across the nation. DisasterAssistance.gov brings
together all Federal agencies that offer forms of assistance to simplify the process for disaster
survivors. Users can apply for DHS/FEMA individual assistance and Small Business
Administration (SBA) loans through online applications and can also receive referral information
on forms of assistance that do not currently offer online applications. The
DisasterAssistance.gov Web portal eases the burden on disaster survivors and increases their
access to disaster relief by creating a continually updated information clearinghouse that
provides information on the benefits most valuable to a disaster survivor, such as housing, food
and employment aid in both English and Spanish. DisasterAssistance.gov reduces the time
needed to apply for aid and check the status of claims while decreasing redundancy in
application forms and processes. The portal ensures that disaster survivors, who may be
displaced or otherwise out of contact, continue to receive benefits from non-disaster related
assistance programs. Application information is shared only with those agencies that the user
selects.

2011 has been described by many as the “busiest year” for Federal Disaster Declarations. Since
January 1, 2011, there have been 86 major disaster declarations across the United States. In each
case, the DisasterAssistance.gov site has provided immediate assistance to survivors.

Disaster Management

The E-Government (E-Gov) Act of 2002 mandates that the Government pursue opportunities to
leverage Information Technology (IT) in a cost effective way to enable the Federal Enterprise to
be more citizen-centered and market-driven. The Disaster Management (DM) program is
dedicated to leveraging innovative IT solutions to modernize and web-enable Government
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services, increase responsiveness to citizens/business, and enhance Government-wide efficiency
and cost effectiveness. The DM program’s mission is to improve accessibility and availability of
timely, accurate disaster-related information to the public, those affected by disaster, first
responders, emergency managers, and others. The program is essential to the overall FEMA
mission to enable first responders to communicate and collaborate with local resources, while
providing the capability to coordinate upward and outward with supporting resources. The
services of the DM program are designed to minimize loss of life and property by enabling
emergency response personnel to broadly share real-time situational awareness information.

DM will provide a non-proprietary operational infrastructure that acts to level the playing field
allowing disparate third-party applications, systems, networks, and devices to share information
in an open-based standards format. Program activities will enhance public awareness by
providing a unified point of access to disaster preparedness, emergency response, and recovery
information for the general public and members of the emergency management community at the
Federal, state, local, regional and tribal levels. Portal Integration will allow for more accurate,
timely information availability to all stakeholders. The integration of the website with FEMA
Call Centers provides a greater degree of self-service and answers to Frequently Asked
Questions (FAQs). All program activities work to ensure ease of access to services, as well as to
assist those seeking services the ability to obtain support more quickly and effectively.

DM facilitates the development and adoption of emergency data exchange language standards
for incident management, thus enabling the emergency response community to seamlessly and
securely share data across disparate information systems. The Emergency Notification System
consolidates multiple smaller stove-piped notification and alert systems and results in a single
resilient program to provide cost effective capability to provide notifications and alerts as an
Enterprise level service to all DHS.

DM is implementing a disaster assistance knowledgebase as part of a call center/website
integration effort, which will streamline and improve the availability of consistent, timely
disaster-related information to citizens. The DM Initiative also leads and supports efforts within
FEMA to consolidate portals and other public facing web properties in an effort to improve
access to disaster related information for all stakeholders. Ownership of both DM-Framework
and DM-OPEN will be transitioned from the DM Program to the FEMA National Continuity
Programs (NCP) Integrated Public Alerts and Warning System (IPAWS). This effort was
completed in September 2011

The DM FY11-FY12 plan focuses on supporting the President's Open-Gov initiative by
providing transparency via the ability to provide timely, findable, accurate information in usable
formats on FEMA websites, through participation and collaboration, development and utilization
of tools, methods, and systems that allow data to be analyzed and accessed easier for decision-
making, and web consolidation, website management and outreach, and integration of the
Disaster Assistance Knowledgebase and Call Center/Website Integration. Priorities include:

e Continued rollout of the CMS across DHS components;

e Consolidation of Web content to more easily access information on cross-cutting national
initiatives that FEMA manages for the benefit of Federal departments and agencies and
the American people, such as the National Exercise Program, National Training Program,
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lessons learned and corrective action platforms, grant programs, and FEMA’s role in
coordinating the Federal response and recovery efforts during disasters;
e Update and enhancements to FEMA mobile site and the FEMA mobile application; and
e Research, design, and development of emerging technologies.

SAFECOM

Through collaboration with emergency responders and policymakers across all levels of
Government, SAFECOM works to improve multi-jurisdictional and intergovernmental
communications interoperability. The SAFECOM Executive Committee (EC) and SAFECOM
Emergency Response Council (ERC) work with existing Federal communications programs and
key emergency response stakeholders to address the need to develop better technologies and
processes for the multi-jurisdictional and cross-disciplinary coordination of existing
communications systems and future networks.

In FY12, SAFECOM plans to update and deliver the annual SAFECOM grant guidance
document to help maximize the efficiency in which public safety communications-related funds
are allocated and spent; provide guidance and support to the Office of Emergency
Communications as it conducts follow-up, state-wide planning evaluation activities; and provide
guidance and support to the Office of Emergency Communications in its delivery of state-wide
and tactical technical assistance to state, local and tribal governments and first responder
organizations.

The SAFECOM website (http://www.safecomprogram.gov/) provides members of the
emergency response community and other constituents with information and resources to help
them plan for effective interoperable emergency communications for disaster preparedness,
response, and recovery. It offers comprehensive information on topics relevant to emergency
response communications and features best practices that have evolved from real-world
situations.
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Section V: Geospatial

To minimize redundant data collection and information, the E-Government Act requires the
promotion of collaboration and use of standards for the collection and use of Federal geospatial
data and information. The effective and efficient development, provision, and interoperability of
geospatial data and services serve the interest of the Nation and the core missions of Federal
agencies and their partners. Through interagency collaboration, common business best practices,
content development, and technology requirements are identified to enable the development and
implementation partnerships and standards that improve data quality and utility, ultimately
increasing access to valuable geospatial data.

The Federal Geographic Data Committee (FGDC) has been active in the development and
implementation of effective standards, technologies, and policies to promote the sharing of
geospatial data throughout all levels of Government, the private and nonprofit sectors, and the
academic community.

The FGDC was organized in 1990 under the Office of Management and Budget (OMB) Circular
A-16, “Coordination of Geographic Information, and Related Spatial Data Activities.” The
FGDC Steering Committee serves as an interagency policy group and consists of Senior Agency
Officials for Geospatial Information from 32 Federal agencies, including the Executive Office of
the President, Cabinet level and independent Federal agencies. The Steering Committee is
supported by the Coordination Group which is made up of Federal agency geospatial program
leads and advises on the day-to-day business of the FGDC. The 2002 revision of OMB Circular
A-16 assigns the Deputy Director for Management of OMB as Vice-Chair of the FGDC. The
remainder of this section lists and explains activities and accomplishments in FY11.

National Geospatial Advisory Committee

The National Geospatial Advisory Committee (NGAC) is a Federal Advisory Committee
sponsored by the Department of the Interior to provide external advice and recommendations to
the member agencies of the FGDC. The NGAC includes members from all levels of
government, the private sector, non-profit organizations, and academia. The NGAC promotes
two-way communication on issues of common interest to the national geospatial community and
provides a forum to convey views representative of Interior’s partners and stakeholders. Over
the past year, the NGAC has analyzed and provided recommendations on a number of key
geospatial policy issues. Highlights of the NGAC’s 2011 activities include the following:

e The NGAC developed recommendations on the Geospatial Platform initiative, The
National Map, geolocation privacy, the National Land Imaging Program, Transportation
for the Nation, and the Lidar/laser pointer issue.

e The NGAC prepared white papers on local government Geographic Information Systems
(GIS) best practices and best practices for interagency data sharing.

e The NGAC held a series of “spotlight sessions” which brought together experts on key
topics to discuss new approaches and identify best practices and lessons learned. The
spotlight sessions focused on the topics of interagency data sharing, geospatial workforce
development, and National land parcel data.
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In 2012, the NGAC will continue to provide advice and feedback on the development and
implementation of key geospatial topics, including innovative strategies for geospatial programs
and partnerships, the Geospatial Platform, geospatial workforce development, emerging
technologies, and partnerships with tribal governments. These multi-faceted activities will be a
major focus of the NGAC’s work over the coming year.

FGDC Standards Process
The FGDC endorsed the United States Thoroughfare, Landmark and Postal Address Data
Standard and Federal Trails Data Standard.

The FGDC Standards Working Group is responsible for review and recommending endorsement
of standards developed by FGDC Subcommittees/Working Groups and other entities through the
FGDC'’s 12-step standards development process. The FGDC standards process was developed to
be similar with the procedures used by other recognized standards development organizations,
including the International Organization for Standardization (ISO), the American National
Standards Institute (ANSI), and the Open Geospatial Consortium.

For E-Government processes, the Office of Management and the Budget (OMB) and the General
Services Administration (GSA) mandate the use of validated E-Government standards for
acquisition and deployment of E-Government services. In 2007, the National Institute of
Standards and Technology (NIST) validated FGDC standards for E-Gov activities, as they have
been developed through a rigorous standards process; consequently, FGDC standards do not
need to be submitted through an additional NIST evaluation panel process.

Geospatial Metadata

The FGDC led a community effort to generate and compile input to the 1ISO 19115: Geographic
Information — Metadata five-year review. The information collected from the community
provided critical insight into issues experienced when applying the standard to real world
geospatial data and operations. A revised draft international standard is expected to be released
in November 2011 as ISO 19115-1 Geographic Information — Metadata - Fundamentals.

OMB Circular A-119

OMB Circular A-119 directs Federal agencies to use voluntary consensus standards in lieu of
government-unique standards whenever applicable and to participate in voluntary consensus
standards bodies. According to OMB Circular A-16, ... the FGDC ... will restrict its standards
development activities to areas of spatial data standardization not covered by other voluntary
standards consensus bodies, as defined by OMB Circular A-119.”

The FGDC Steering Committee endorsed the “FGDC Policy on Recognition of Non-Federally
Authored Geographic Information Standards and Specifications” in 2005 to enable the FGDC
SWG to evaluate and recommend non-Federally authored standards for FGDC endorsement.
The FGDC Policy notes that while OMB Circular A-119 directs Federal use of voluntary
consensus standards, it does not expressly define a mechanism for the identification, selection,
and coordinated implementation of voluntary consensus standards. The FGDC exercised this
policy to endorse 64 non-Federally authored standards that enable interoperability for the
Geospatial Platform, Data.gov, place-based initiatives, and other potential future programs of the
FGDC.
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The FGDC participates in voluntary consensus standards bodies, as directed by OMB Circular
A-119.

The FGDC and its member agencies participate in public/private partnerships on standardization
activities through organizations such as ISO Technical Committee 211, Geographic
Information/Geomatics, the OGC, and International Committee for Information Technology
Standards Technical Committee L1 (INCITS L1), Geographic information systems. Through
participation in these standards bodies, the FGDC leverages the knowledge, skills, and talent of
the geospatial community in the development and implementation of standards that enable
information, data, and service interoperability among diverse segments of the geospatial
community.

FGDC GWG Process Alignment

Within the Federal Government, the two primary standards bodies that develop and/or evaluate
geospatial standards are 1) the FGDC and 2) the Geospatial Intelligence Standards Working
Group (GWG), chaired by FGDC member agency the National Geospatial-Intelligence Agency
(NGA).

The FGDC recognizes the need for common standards across the defense, intelligence, and
civilian communities, as these communities establish a common operating environment. This
becomes a key factor, as geospatial business requirements between operational areas draw closer
together. The GWG provides a consensus-based community forum authorized to prescribe and
mandate geospatial standards for use by Federal Government organizations within the
Department of Defense and the Intelligence Community. The FGDC is the GWG’s link to the
civilian community. Through participation on the GWG, the FGDC leverages the resources of
the military and intelligence communities to review and evaluate the many standards that were
developed through ISO, OGC, and other standards bodies.

In 2011, the FGDC developed a standards review and approval process to align with the process
used by the GWG so that there will be common standards among the defense, intelligence, and
civilian communities. The FGDC implemented the process for the third, and final, GWG voting
session for 2011.

Geospatial Platform

The Modernization Roadmap for the Geospatial Platform was completed and provides a
framework to describe the concepts and goals of the Geospatial Platform. This “Roadmap”
concludes the upfront planning process for the Platform and paves the way for implementation
activities.

The Geospatial Platform website (http://www.geoplatform.gov) was launched, including the
Environmental Response Management Application (ERMA) that allows access to data and
information pertaining to the Deepwater Horizon Oil Spill. The Geospatial Platform is a
managed portfolio of common geospatial data, services, and applications contributed and
administered by authoritative sources and hosted on a distributed, cloud-based infrastructure, for
use by Government agencies and partners to meet their mission needs and the broader needs of
the Nation.
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Cloud Computing

A number of FGDC member agencies, including the General Services Administration (GSA)
Federal Cloud Computing Initiative PMO, the Department of the Interior (Interior), the United
States Department of Agriculture (USDA), Department of Commerce (NOAA and the Census
Bureau), and others continued the process of deploying standard Platform as a Service for
geospatial data services and applications. Two cloud reference platforms have been developed,
for the CentOS/openGeo and Windows2K8R2/ArcGIS environments to create stable targets for
shared system certification. Key systems that are now public-facing include: the Census Bureau
2009 TIGER data service, the National Wetlands Inventory, GEOSS Clearinghouse, and the
ERDDAP particle tracking model system. In a few cases, these cloud deployments also
constitute agency offerings in the "CIO Cloud First" initiative. GSA Infrastructure as a Service
(1aaS) certification of the basic cloud infrastructure is being sought as infrastructure to host these
"Platform as a Service" (PaaS) solutions. Rapid deployment of approved platform configurations
is expedited through use of GeoCloud-developed scripts, allowing agencies to deploy new
services within hours. Cost-benefit analysis and best practices are being prepared by all the
projects to improve uptake of cloud services by additional Federal geospatial applications.

OMB Circular A-16 Supplemental Guidance

The Supplemental Guidance for OMB Circular A-16 was completed and issued by OMB to all
agencies. The Guidance provides definitions and clarity to selected elements of OMB Circular
A-16 to help facilitate the adoption and implementation of a coordinated and effective Federal
geospatial asset management capability. This management capability improves support of
mission-critical business requirements of the Federal Government and its stakeholders. The
Supplemental Guidance primarily focuses on geospatial data as capital assets and provides the
foundation for a portfolio management approach to a National Geospatial Data Asset (NGDA)
Portfolio comprised of NGDA Themes and their associated NGDA Datasets.

Portfolio Management Begins Implementation

A key tenant of the Circular A-16 Supplemental Guidance is having an understanding of the
inventory of National Geospatial Data Asset (NGDA) datasets. The development of the current
NGDA inventory affords NGDA Theme Leads the opportunity to review, validate, and evolve
those data assets for which their organizations hold stewardship responsibilities. In order to
effectively show how the NDGASs support the business requirements of the Federal Government
and its partners, the data inventory needs to compare characteristics such as content, quality,
application, validity, and definition in order to have a consistent process for determining the data
that belongs in the inventory. This initial NGDA inventory activity identified a baseline
portfolio in support of an emerging full portfolio management process.

The portfolio management implementation strategy serves as a guide for the actions needed to
execute the requirements for the management of the portfolio of NGDA datasets. There is a
phased approach for achieving full implementation and it includes continual improvements and
annual reporting on progress. Each phase supports the outcomes identified in the OMB Circular
A-16 Supplemental Guidance. The portfolio management process consists of six stages:
inventory, selection, organization, management, evaluation, and monitoring. This process also
includes the setting of Federal geospatial dataset priorities to ensure that NGDA Datasets are
available to support the mission needs of the Federal Government and its partners, as determined
by Federal agencies and their partners and as recommended to OMB.
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Section VI: Highlights of Agency Accomplishments That Improve Citizen
Engagement

The Open Government Directive embodies the spirit of the E-Government Act by ensuring
public trust and establishing a system of transparency, public participation, and collaboration. A
core tenet of Open Government is that citizens are equally as capable as the Federal government
of suggesting innovative ideas and identifying important priorities. Harnessing citizens’
contributions in a way that improves government is challenging. Federal agencies have led the
way to develop platforms, policies and training that facilitate more efficient, exciting, and
meaningful government interaction with citizens. All Open Government activities are built upon
the foundation of making government information more transparent through the release of more
raw data easily accessible by citizens. Increased public participation can aid government
employees in accomplishing their own work with increased innovation and efficiency and spur
innovation. A few highlights of Agency Open Government IT Accomplishments are outlined in
this section.

Department of Agriculture

CropScape - Linking Space and Agriculture

USDA’s National Agricultural Statistics Service (NASS) operates CropScape, a geospatial data
service that significantly eases users’ access to agricultural geospatial satellite products.
CropScape was built in cooperation with George Mason University using Open Geospatial
Consortium (OGC) standards allowing for web mash-up capability with other geospatial sites.

By applying the best practices in science and technology, this service links space and agriculture.
CropScape is constructed to disseminate, visualize, query, and analyze the Cropland Data Layer
(CDL) accurately through standard geospatial Web services in a publicly accessible online
environment. In addition, CropScape provides a plethora of tools, such as interactive data
visualization, geospatial queries and even automated data delivery to services.

CropScape delivers data visualization tools directly into the hands of the agricultural community
— without the need for specialized training, software or equipment. These resources can be used
by researchers, policymakers and farmers alike to evaluate vital issues facing American
agriculture, such as agricultural sustainability, land cover monitoring, biodiversity, weather
disasters and more.

Since CropScape was launched in early January 2011, nearly 25,000 visitors have interacted with
the site, including 85 countries and all 50 states. CropScape utilization of OGC Web Mapping
Services (WMS) provides the capability of serving mash-up CDL images to other geospatial data
portals for data queries, providing a method for automatic area of interest data delivery and on-
demand crop statistics for uses in other applications. http://nassgeodata.gmu.edu/CropScape/
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Department of Education

ED Data Express

Since its initial August 2010 launch, ED Data Express http://eddataexpress.ed.gov, has been
serving the public by providing access to high-value education data in an easy-to-use, interactive
format. This year, ED Data Express expanded the data visualization tools, enhanced
documentation, and provided social networking options for users.

Version 2.0 of ED Data Express offers a new visual layout and provides the public with more
dynamic tools to interact with the data such as: a mapping feature that allows users to view the
data displayed on a map of the United States; a trend line tool, which displays a data element
graphed across multiple school years; and a conditional analysis tool, which allows users to view
one data element based on conditions set by another data element.

In addition, the site has improved documentation and added the ability to share information from
the site using social networking tools.

The Department is committed to continually updating the data and enhancing the tools available
to users. Version 3.0 of ED Data Express will include a redesigned State Snapshots section that
is under development and is scheduled to launch this winter.

Department of Energy

Energy Scientific Research Data

Energy’s Office of Scientific and Technical Information (OST]I) is now registering publicly
available scientific research datasets created by Energy-funded researchers through DataCite, an
international consortium focused on improving access to research data. OST]I, within the Office
of Science, became a member of DataCite in January 2011 to facilitate access to Energy research
datasets. Through this membership, OSTI assigns Digital Object Identifiers (DOIs) to the
individual datasets to aid in citation, discovery, and retrieval. This "DOlIs for datasets" service
helps enable achievement of Energy’s goal to provide open access to experimental data, as set
forth in Energy’s 2011 Strategic Plan. In addition, creating stable pathways to these datasets
makes the scientific process more accessible and the research more replicable for future
discoveries. Once included in the Energy Citations Database (www.osti.gov/energycitations),
these often hard-to-find datasets are subsequently searchable in Science Accelerator
(www.scienceaccelerator.gov), Science.gov (www.science.gov), and WorldWideScience.org
(www.worldwidescience.org) science portals, as well as other major search engines.

Department of Health and Human Services

The Open Government Initiative has created an unprecedented opportunity for the U.S.
Department of Health and Human Services (HHS) to promote transparency, collaboration, and
participation in causes important to its mission. Under President Obama’s leadership, HHS has
taken extensive steps to advance open Government through more than 80 activities articulated in
its Open Government Plan http://www.hhs.gov/open. Among the most important of these
activities are its efforts to promote increased access to and innovation utilizing its data resources,
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improved responses to Freedom of Information Act requests, and promotion of greater
participation in its mission activities through new media applications.

HHS has helped advance America’s domestic open Government agenda and create a more
efficient and effective Government through greater transparency, participation, and
collaboration. HHS’ Health Data Initiative has made substantial progress improving public
access to HHS’ vast data resources and helped to catalyze expanding use of these resources
through an extensive campaign of public competitions, “code-a-thons,” and “meetups.” Over 250
major data resources can now be found at Health.Data.gov and freely accessed by anyone. This
data is being harnessed by a rapidly growing array of innovators and entrepreneurs to create
products and services that help consumers find the right care providers, doctors deliver better and
safer care, employers promote health and wellness, mayors make better-informed decisions, and
much more — while also helping to create jobs of the future in the process.

HHS is also proud to partner with the Department of Veterans Affairs and the Department of
Defense to launch the “Blue Button” initiative, allowing Medicare beneficiaries, veterans, and
military beneficiaries to download electronic copies of their own claims or personal health
information for the first time. Over 400,000 veterans and beneficiaries have downloaded their
own data using Blue Button.

HHS is also excited to have advanced the ability of consumers to take control of their own health
care through HealthCare.gov, a new website that enables Americans to easily search for health
insurance options that may be right for them, leveraging the most comprehensive inventory of
private insurance plan and public health coverage program information ever

assembled. HealthCare.gov invites continuous online feedback from users, helping the
Department evolve the site in a way that best serves the needs of the public.

HHS’ Open Government strategy is about more than just making data available to the public.
HHS will continue to improve the depth and quality of open data resources available on
Health.Data.gov. In addition, in collaboration with a new public-private partnership, the Health
Data Consortium, HHS will continue to actively support the growth of the open “ecosystem” of
innovators and entrepreneurs who are utilizing HHS’ data.

Department of Homeland Security

The Department of Homeland Security (DHS) has been hosting open dialogues to receive
comments and ideas from the public on cybersecurity and National Preparedness using the
General Services Administration’s (GSA) online collaboration tool, providing an update of the
Department’s social media tools, and providing additional datasets to data.gov.

The Department of Homeland Security and all Federal agencies are working to reduce their
backlog of Freedom of Information Act requests. When the Administration took office in 2009,
the FOIA Office faced significant challenges, including record backlogs and delayed response
times. The Department took this seriously, hiring a highly respected Chief Privacy Officer to
improve performance, which it has done successfully on every front:
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Two years ago, the Department faced a backlog of more than 74,000 FOIA requests. Under this
Administration, DHS has reduced the backlog by 84 percent, from 74,879 to 11,383 requests. In
fiscal year 2010 alone, DHS reduced its backlog by 40 percent, eclipsing both the Government-
wide Open Government Directive’s instruction to reduce the FOIA backlog by 10 percent each
year, as well as DHS’s own Open Government Plan’s goal of a 15 percent reduction for the fiscal
year. In the past two years, DHS also reduced the average time it takes to process FOIA requests
in its system by 58 percent, from 225 days to 95 days. These substantial reductions occurred
even though DHS received more FOIA requests than any other Federal department. In fiscal year
2010, DHS received 130,098 FOIA requests — 22 percent of all FOIAs received by the Federal
Government — and processed 138,651 requests, also more than any other Federal department

In addition to enhanced public participation opportunities, the Department has inventoried over
900 datasets of an estimated universe of 1200 and has developed a dataset candidate pipeline of
over 70.

Department of Housing and Urban Development

Launched the HUDdlIe

The Department of Housing and Urban Development (HUD) launched the HUDdle, HUD’s new,
interactive bi-lingual blog that replaced the previous blog on the home page of HUD.gov. “The
HUDdle” enables readers - including HUD employees - to post comments and engage in a
conversation with one another. The HUDdle was designed to enable HUD to interact with the
public, its stakeholders, and its grantees like never before. Another big improvement of The
HUDdle over the old HUD.gov blog is that it’s now much easier to share information. From
regular bloggers, to guest bloggers, to video blogs, and special behind-the-scenes at HUD
content — The HUDdIe will be the go-to place for news, information, and dialogue about all of
the great work HUD is doing in homes and communities nationwide.

Department of Justice

FOIA Dashboard

As its “flagship initiative,” the Department of Justice (Justice) pledged a new “FOIA Dashboard”
to enable the public to track and measure FOIA compliance for all 97 agencies subject to the
Freedom of Information Act (FOIA). Launched in March, 2011, the FOIA site, found at
http://www.foia.gov, serves as a comprehensive public resource for Government-wide FOIA
compliance data. It displays graphically all the information contained in an agency’s annual
FOIA report, including the numbers of FOIA requests made and processed by each agency, the
disposition of those requests, the time taken to respond, and any backlogs of pending requests.
Agency data can easily be compared and contrasted. Users can select the criteria they want to
examine and then run custom reports. The Department also generates reports that would be of
interest to the public and includes those on the site.

FOIA.Gov also has a significant educational component. There are videos embedded in the site
that describe the FOIA and explain how it works. The site includes frequently asked questions
and provides contact information for all agencies subject to the FOIA, making it easy to know
where to send a FOIA request. There is also a newly-launched search function on FOIA.gov
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which allows the public to enter a term and find all the records on that topic that are already
available on agency websites.

Department of Labor

Customer Service Modernization Program

The Department of Labor (Labor) is working to position itself as a leader in customer service for
the executive branch. To evaluate the state of Labor’s customer service efforts, address existing
process gaps, and deliver a comprehensive strategy for improving service throughout the
Department, Labor has developed the Customer Service Modernization Program (CSMP).

Labor has initiated the CSMP by identifying three agencies-the Wage and Hour Division, the
Office of Safety and Health Administration, and the Office of Federal Contract Compliance
Programs to participate in a pilot program. All three agencies are worker protection agencies and
each receive complaints from employees and assist employers with regulatory compliance.

To implement the technological components of the CSMP, Labor is utilizing a modular
development process. Frequent, continuous, and close collaboration between the project team
and participating agencies will encourage ongoing process improvements, and performance
evaluation. More importantly, the ability to review outcomes throughout the development
process will allow the CSMP team to make small or large changes in strategy where necessary.
Instead of waiting months or even years to discover a particular approach is ineffective, a
modular approach will help Labor maintain flexibility, and correct problems and inefficiencies as
they arise. The product will be a better customer service system sooner and at a lower cost.

Finally, as part of the CSMP, Labor has developed two "Signature Initiatives," which will
engage key stakeholders and the software developer community in delivering publically-
available data to Labor customers. The Occupational Employment Statistics Challenge
http://challenge.gov/Labor/202-occupational-employment-statistics-challenge, and Labor's
InformACTION App Challenge http://challenge.gov/Labor/201-dol-informaction-app-challenge,
call on developers to use data from Labor's Bureau of Labor Statistics and other agencies to help
people find good jobs, take the next step in their careers, or make educated consumer decisions.

Department of State

The Open Government Partnership

The Open Government Partnership formally launched in New York on September 20, 2011. The
founding governments (Brazil, Indonesia, Mexico, Norway, Philippines, South Africa, United
Kingdom, and United States) endorsed an Open Government Declaration, announced their
country action plans, and welcomed the commitment of 38 governments to join the Partnership.
The Department of State led the formation of the Open Government Partnership (OGP). These
governments embrace a set of high-level open government principles, pledge country-specific
commitments for putting the principles into practice, and invite civil society organizations to
assess their individual and collective progress going forward.
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The objectives of OGP are to:

Strengthen and increase the visibility of new norms around openness, accountability, and
participation in Government, with leadership from a diverse coalition of countries.
Showcase the leadership of both developed and developing countries, highlighting
innovations and creative best practices with broad appeal, and facilitate the creation of
opportunities for countries to learn from one another and the non-governmental sector.
Secure concrete commitments that will make participating governments more efficient,
effective, and responsive and that signal their individual and collective embrace of open
government, as well as making open government a forum for the exchange of innovative
practices.

Empower civil society as a critical partner in the effort to hold Government accountable
and make Government more efficient, effective, and responsive to citizens.

The Core Elements of OGP are:

A Declaration. A voluntary and non-binding declaration that expresses shared beliefs
about the role of openness and citizen engagement in fostering accountability, promoting
innovation and growth and improving performance. The declaration comprises high-level
common commitments to changing the way that governments do business, while
encouraging country-specific innovations to flourish.

Concrete Commitments. To ensure that the OGP process drives action, the declaration
will be coupled with concrete action plans from governments developed with public
consultation and feedback at the national level. The eight founding OGP governments
will develop their commitments that were announced simultaneously in September 2011
in an effort to foster the sharing of best practices and raise the level of commitment. A
broader group of governments that demonstrate a basic commitment to open government
will then follow a similar process over the next six months, announcing their own
country-specific commitments in March 2012,

Ensuring Follow-through. The final key element is a process for holding governments
accountable for their commitments. OGP will establish an independent and open
mechanism to assess implementation of all country commitments on an annual basis and
encourage international and local civil society organizations to track and assess progress
by participating governments.

Additional information can be found at:

http://www.opengovpartnership.org/

http://www.state.qov/g/ogp/
http://www.whitehouse.qgov/the-press-office/2011/09/20/fact-sheet-open-government-
partnership
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Department of the Interior

Climate Change

The Department of the Interior’s (Interior) Open Government flagship initiative focuses on
climate change. This initiative is focused on delivering improved access to climate change-
related data and data derived products such as reports and models for researchers, managers,
government and non-government partners, watch dog groups and the public at large. This
initiative clearly demonstrates the value of open government and is closely tied to an Interior
High Priority Performance Goal. Climate change is of great interest to Interior

stakeholders. Individual bureau efforts on climate change information management are being
coordinated in ways that were not previously possible. The identification of critical data sets that
serve as key indicators for a wide variety of climate related impacts provides improved
management capability and an enhanced understanding of the areas and impacts of climate
change, not just on Federally-managed public lands, but also for state and privately held

lands. Increased collaboration is being fostered by this initiative in improving the discovery of
and access to climate change information. Beyond the ability to discover information, Interior’s
climate change activities will provide new capability to aggregate information and improve
consistency in analytical processing. Interior is collaborating with internal and external partners
to enhance access to information and information-related products such as reports, plans and
models. For more information on Interior’s commitment to climate change, go to:
http://www.doi.gov/whatwedo/climate/index.cfm.

Department of the Treasury

Helpwithmybank.gov

The Department of the Treasury (Treasury) also implemented enhanced methods to capture
citizen feedback through an internet site which reinforces the importance of fair and honest
treatment for bank customers. The site, www.helpwithmybank.gov, is designed to provide
answers and solutions for customers of national banks and covers topics such as credit cards,
checking accounts, overdraft fees, mortgages and credit reports.

Additionally, the site also advises consumers on how to file a complaint if they are not satisfied
with a resolution from a national bank. The Office of the Comptroller of the Currency (OCC)
created the On Line Customer Complaint (OLCC) application,
https://appsec.helpwithmybank.gov/olcc_form/, providing consumers with the option to submit a
complaint via the Internet. Prior to the launch of the OLCC, complaints could only be submitted
using US mail, fax and email.

Department of Veterans Affairs

Post-Traumatic Stress Disorder (PTSD) Coach Mobile Application

The PTSD Coach is primarily designed to enhance services for individuals who are already
receiving mental health care, though it is certainly helpful for those considering entering mental
health care and those who just want to learn more about PTSD.
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PTSD Coach enables users to track their PTSD symptoms, links them with local sources of
support, provides accurate information about PTSD, and teaches individualized strategies for
managing PTSD symptoms at any moment.

The application is one in a series of jointly designed resources from the Department of Veterans
Affairs’ (VA) National Center for PTSD and the Department of Defense’s National Center for
Telehealth and Technology. The PTSD Coach was designed to help Service members, Veterans,
and their families help manage readjustment challenges, while getting anonymous assistance.

The PTSD Coach enables users to track their PTSD symptoms, links them with public and
personalized sources of support, provides accurate information about PTSD, and teaches helpful
strategies for managing PTSD symptoms on the go.

Since its launch, the PTSD Coach (mobile device applications) have been downloaded by more
than 28,000 users in 54 countries. More than 26,000 of these downloads were in the United
States. The PTSD Coach application serves the needs of Veterans and their families, all over the
world.

Environmental Protection Agency

Apps for the Environment Challenge

This challenge was extremely successful in promoting the innovative use of the Environmental
Protection Agency’s (EPA) data by third parties. EPA received 362 followers for the Apps for
the Environment Challenge. The Apps for Environment challenge addressed several OpenGov
data related objectives including creating opportunities for data owners/subject matter experts to
provide insight regarding their data to developers and interested parties, creating a forum for the
public to suggest data or applications of interest, fostering a community of developers to discuss
ideas and pose technical questions, and providing incentives for interested parties to create useful
applications. See related information at: http://www.epa.gov/appsfortheenvironment/.

General Services Administration

The General Services Administration (GSA) Builds the Road to Social media Success

GSA officially encourages the use of social media to enhance communication, collaboration, and
information exchange in support of GSA’s mission. In 2011, GSA released a Guide to Official
Use of Social Media (The Social Media Navigator) and updated an online course including a
mandatory ethics course to educate GSA employees on their responsibilities regarding the use of
social media. Since its publication in May, the Social Media Navigator has been downloaded
506 times from GSA’s public and internal sites-- an average of almost 100 downloads per month.
The GSA Social Media Awareness Training has had 618 completions and the 2011 Annual
Ethics Training - Ethics and Social Media has had 4,041 completions. In addition, GSA has
received requests from other government entities to use the Navigator, most recently from state
of Kansas. An interagency Social Media Task Force, co-led by the Office of the Chief
Information Officer and the Office of Communications and Marketing, promotes the informed
use of social media to encourage dialog, engaging GSA’s customers and the public in
meaningful two-way conversations—an innovative way to support customers. GSA effectively
uses a number of social media sites. The dashboard assists in ensuring that GSA leadership has
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visibility into all public messaging via social media applications, creating a collaborative synergy
and enhancing the effectiveness of all social media outreach. GSA’s policies and best practices
are publicly available at www.gsa.gov/socialmedia, and all, including the public, are welcome to
contact socialmedia@gsa.gov with questions.

National Aeronautics and Space Administration

Community and Collaboration through Challenge Platforms

A main focus of the Open Government Initiative is to offer Americans numerous opportunities to
participate in National Aeronautics and Space Administration’s (NASA) space exploration
mission. Innovation platforms give NASA an opportunity to engage citizen explorers to help
NASA solve its toughest challenges. A recent success story is the Centennial Challenge
program, which awarded the largest prize in aviation history for the development of more fuel-
efficient aircraft and sparked a new electric airplane industry and can be found at:
http://www.nasa.gov/home/hgnews/2011/oct/HQ 11-334 GFC_W.inners.html.

NASA also continues to use online innovation platforms such as InnoCentive.com
https://www.innocentive.com/pavilion/NASA, and topcoder.com
http://www.nasa.gov/directorates/heo/ntl/index.html, to engage the world’s brightest minds to
help solve tough problems for cash awards. This year, NASA launched an internal agency-wide
challenge platform that is used to identify solutions to internally posted challenges by internal
personnel and expertise.

In addition to all the online collaboration platforms, NASA is also looking at ways to bring
communities of innovators together, in person, to solve problems. NASA is a co-host of
Random Hacks of Kindness (RHoK) http://www.slideshare.net/opengovpartnership/random-
hacks-of-kindness-9309782, a unique collaboration dedicated to using technology to make the
world a better place. Two events are hosted each year and bring together more than 1,500
software developers, students, and disaster experts from 20+ global locations for a weekend-long
“hackathon” to collaborate on solving some of the biggest real-world disaster relief challenges
facing humanity.

National Science Foundation

Social Media

The National Science Foundation (NSF) is leveraging multiple social media tools to enhance
public participation in its work and communicate the significance of science and engineering in
the public’s daily lives. To create a “hands-on,” media-rich learning experience for the public,
NSF built a mobile app based on NSF’s “Science360.gov: The Knowledge Network” multimedia
Web portal http://science360.gov/, that spotlights research and engineering advances around the
globe. The app is rich with video and interactive content that illustrates the science behind
things in everyday life, such as climate change, football, and computing. Content is either
produced by NSF and its partners or gathered from scientists and research institutions. Overall,
the app facilitates greater public participation in NSF’s work by allowing tablet users to share
and comment on NSF news via email and social media sites.
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Nuclear Regulatory Commission

Social Media Opens New Communications Opportunities

In 2011, NRC has enhanced relationships with stakeholders by promoting a sense of community
though social networking technologies. NRC implemented the use of a new public blog and
other social media sites to offer even more ways to interact with and inform the public and raise
awareness about the agency and its mission.

NRC'’s blog debuted on January 31, 2011, with a welcome message from NRC Chairman
Gregory Jaczko. In addition to access via the Web, the blog is available using mobile devices
(such as smartphones). Since its establishment, the blog has had more than 130,000 views and
has proven especially useful in enabling quick public communications during and after the
events at the nuclear facilities in Fukushima, Japan, and during U.S. events this year:

e On average, the blog has just under 500 views per day; immediately after the event at
Fukushima, views peaked at just over 5,700 in one day.

e During the week of August 22, 2011, blog posts provided information on earthquake
response and hurricane preparation at nuclear power plants.

e Daily views of the blog peaked at more than 1,000 during the Missouri River flooding
event.

Social Security Administration

Online Citizen Participation and Collaboration

For FY11, the Social Security Administration (SSA) has engaged the public in several important
activities, in December 2010, Social Security held two online collaboration and participation
forums to solicit ideas for the updated Agency’s Strategic Plan. One forum addressed employees
and the other the public. In March 2011, SSA hosted a webinar aimed at college-aged and young
workers entitled, “Social Security 101: What’s in it for me?” The webinar featured a live
question and answer session with questions submitted by the public before and during the
webinar and through various means, including the webinar site, and social media sites.

In June 2011, Social Security participated in a 508 Listening Session hosted by the CIO Council
Accessibility Committee to collect ideas on improving accessibility technologies. In August and
September 2011, SSA held public forums on Accessibility for people with disabilities. The
purpose of these forums was to gather the public’s input on SSA’s accessibility policies and
practices related to Section 504. SSA live streamed the forums for those who could not attend in
person. Several times throughout the year, Social Security held Compassionate Allowance
(CAL) Outreach hearings to engage the public about potential additions to the agency listing of
CAL medical conditions.

Through social media channels and SSA’s own Open Government portal site
(http://www.socialsecurity.gov/open), the agency notified, encouraged, and directed citizens to
each activity. Depending on the forum, the method of participating varied but included
providing comments on social media sites, commenting on Regulations.gov, commenting on
designated web pages, and participating in the event either in person, on the phone, or online.
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U.S. Agency for International Development

More USAID Tools and Data Sets Publicly Available on Data.gov

The United States Agency for International Development (USAID) recognizes that high-value
information, published online in open formats can be very valuable to staff and partners

alike. USAID’s Chief Information Officer is responsible for populating Data.gov with high-
value, authoritative data that explains and supports the Agency’s core development

mission. USAID's Greenbook, the authoritative data set of U.S. foreign assistance, continues to
rank among the most downloaded data sets on the site, with almost 53,000 downloads to

date. New high value USAID data sets and tools added to data.gov this year include:

Famine Early Warning System Network (FEWS NET): A USAID-funded food security and
famine early warning system covering more than 30 of the most food insecure countries in the
world http://explore.data.gov/Geography-and-Environment/Famine-Early-Warning-System-
Network-FEWS-NET-/64ru-eene.

Eastern Horn Market Price Data: This dataset shows monthly market pricing data for 19 staple
cereals from January 2000- July 2011 for Djibouti, Kenya, Ethiopia and Somalia
http://explore.data.gov/Prices/Eastern-Horn-Market-Price-Data/rvgc-e6sp.

Development Experience Clearinghouse (DEC): The DEC is the largest online resource for
USAID funded technical and program documentation http://explore.data.gov/Foreign-
Commerce-and-Aid/Development-Experience-Clearinghouse/rvb7-2jpx.

The USAID Environmental Compliance Database: A database of environmental impact
assessment required of all USAID funded activities http://explore.data.gov/Population/The-
USAID-Environmental-Compliance-Database/79qgs-y7sh.
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Section VII: Compliance with Goals and Provisions of the Act

The E-Government Act requires all agencies report of their efforts to implement all of the E-
Government Act provisions and goals. This section provides an overview of each individual
agency’s activities during FY11 to remain in compliance.

Department of Agriculture

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://www.ocio.usda.gov/n_USDA_IT_Strategic_Plan.pdf.

This plan serves as a framework for the communication and planning which facilitates the
partnerships between the Department of Agriculture (USDA) IT and business communities. It
also promotes effective decision-making and dissemination of information to the public.

Enterprise Architecture (EA) Plan:
http://www.ocio.usda.gov/e arch/doc/USDA%20EA%20Program%20Management%20P1an%20
FINAL%20v1%2000.pdf.

In FY10, USDA created an Enterprise Architecture Program Management Plan: FY10- FY12,
which provides the core, foundational elements for an actionable, three-year (FY10-FY12)
roadmap of program-level initiatives and tasks that will mature the EA Program and support
USDA in IT decision making.

Information Dissemination Management to the Public

The USDA Electronic Freedom of Information Act (FOIA) Reading Room is the product of
collaboration between the USDA FOIA Service Center, the Office of the Executive Secretariat
(OES), Washington Communications and Technology Services (WCTS) and USDA’s
component agencies. In FY11, a new emphasis was placed on proactive disclosure of
frequently-requested materials and data sets; this is expected to continue and be expanded in
FY12. As part of this expansion, the USDA FOIA Service Center and the USDA E-Government
Portfolio Director are collaborating on efforts to establish a process for determining public
dissemination of E-Government Initiative/Line of Business information.

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public:
http://w3.usda.gov/comments/contentinventory.html.

As a further means to improve the dissemination of and access to information, USDA integrated
a search appliance into its enterprise Internet infrastructure, thus permitting searches of all files
intended for public use on the website. This mechanism also conveniently displays prioritized
search results in order of relevancy. Response times, in accordance with industry best practices,
are included with the results.

Freedom of Information Act (FOIA) Compliance
FOIA handbook: http://www.dm.usda.gov/foia_guide.htm.
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This guide provides an overview of the provisions of FOIA which govern Federal agencies'
responsibilities and the public's rights. It also outlines how and where inquiring parties should
make a FOIA request, required response times, the conditions for expedited processing, fees and
fee waivers, initial request determination, appeals for restricted access, and information
regarding judicial review.

Primary FOIA website: http://www.dm.usda.gov/foia.htm.

Frequent requests for records are made available to the public at:
http://www.dm.usda.gov/foia_reading_room.htm.

The USDA Electronic FOIA Reading Room contains the following library stacks: (1) USDA
Policy Manuals, Regulations, Notices and Memoranda; (2) Instructions Affecting the Public; (3)
Responses to Frequently-Submitted FOIA Requests; (4) Final Adjudicatory Opinions; (5)
Agency Annual FOIA Reports as submitted to the Department of Justice; and (6) Individual
Electronic FOIA Reading Rooms for nine USDA agencies. Within the reading room, members
of the public can also access the USDA annual reports from 1996 to the present and they may
view contracts and purchase orders established between USDA and the private sector.

Dissemination of Federal Research and Development (R&D) Funding to the Public

Public websites disseminating research and development (R&D) information to the public,
describing for each whether the website provides the public information about Federally funded
R&D activities and/or provides the results of Federal research:
http://www.usda.gov/wps/portal/usda/usdahome?navtype=SU&navid=RESEARCH_SCIENCE.

A list of research projects is available in the directories of Science.gov at
http://www.science.gov, to provide easy access to all-encompassing Government-wide research
materials. The guidelines outlined and links provided on USDA's site regulate the scientific
research information used, produced, and published by USDA in order to preserve the
objectivity, utility, quality, and integrity of scientific research disseminated by Federal agencies.
The Agricultural Research Service (ARS), Economic Research Service (ERS), Forest Service
(FS), Food and Nutrition Service (FNS), National Agricultural Statistics Services (NASS), and
National Agricultural Library (NAL) are particularly noteworthy examples of agencies within
USDA that have made access to research and development information accessible to the public
and employees. Each of these agencies maintains its own specialized, searchable web site for
research.

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreements with external entities: :
http://riley.nal.usda.gov/nal_display/index.php?info_center=8&tax_level=2&tax_subject=156&l
evel3_id=0&level4 id=0&level5_id=0&topic_id=1779&&placement_default=0.

The National Agricultural Library (NAL) expands public access to agricultural information and
facilitates the successful development of the Library’s programs and services through
partnerships with external libraries, organizations, and private industry. For a list of NAL’s
partnerships, please visit National Agricultural Library Partnerships. Additionally, the National
Institute of Food and Agriculture (NIFA) partners with more than one-hundred colleges and
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universities that comprise the nation's Land Grant University System. These universities are
designated to receive unique Federal support in order to further pursue NIFA’s unique mission to
advance knowledge for agriculture, the environment, human health and well-being, and
communities. Information on the Land-Grant University System and NIFA’s partnerships is
available at: http://www.csrees.usda.gov/glinks/partners/state_partners.html.

National Archives and Records Administration (NARA) - Approved Records Schedules
Inventory and Progress on NARA Bulletin 2006-02
NARA-approved records schedules: http://www.ocio.usda.gov/records/index.html.

The Office of the Chief Information Officer manages USDA’s Records Management Program,
for which NARA outlines the major responsibilities that Federal agencies currently have for
preserving electronic records. The USDA has well-established processes and procedures to
ensure the proper management, scheduling, and disposition of USDA records.

Implementation of Electronic Signatures for Interoperability

USDA’s LincPass credentials meet National Institute of Standards and Technology (NIST)
guidelines for electronic personal identity verification, and will be used in the future as part of
USDA’s electronic signature solution. Initially, USDA is using LincPass credentials to
electronically authenticate and authorize users for access to protected Web applications. USDA’s
new LincPass — eAuthentication single sign-on (SSO) service went live on September 28, 2010,
giving USDA employees and contractors single sign-on access to 462 USDA Web applications.
In FY11, USDA processed more than three million authentications each month for employees,
contractors and customers.

Another example of how USDA is implementing use of electronic signatures is the Ethics E-
Filing Use of Electronic Signatures. In 2011, the USDA Departmental Management Office of
Ethics (OE) implemented an Ethics Forms Automation (EFA) system to allow for the e-filing of
Public (OGE-278) Financial Disclosure Reports for USDA 700 OGE-278 Report filers. The
Office of Ethics is responsible for ensuring that all statutorily required personnel file their
required ethics compliance documentation at the right time and in full. This includes, for the
relevant parties, OGE Form 278- ““Annual Public Financial Disclosure Report.”

Electronic Means of Enhancing Public Participation in Government

USDA’s use of the Regulations.gov website and the complementary Federal Docket
Management System (FDMS) is the Department’s primary area of focus for increasing the
public’s participation in the process of developing and issuing regulations. USDA’s fourteen
rule-making agencies completed migration to the FDMS on December 8, 2006. As a result, all
USDA Federal Register rules, proposed rules, and notices have been made available for public
comment on E-Rulemaking’s Regulations.gov since that time. The website has made numerous
improvements over the years to improve the user’s experience, and as a result public
participation has continued to increase since the site’s inception. In FY07, USDA agencies
posted 1,343 rules, proposed rules, and notice documents and received 9,773 comments from the
public in response. In FY11, USDA agencies posted fewer rules, proposed rules, and notice
documents -- 1,096 in all. But at the same time, USDA received a whopping 122,480 comments
from the public in response. That is a 12-fold spike in public access since the portal’s launch in
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FYO07. This is a direct demonstration of the public’s increased participation in USDA’s
rulemaking process.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations

USDA Office of the Chief Information Office (OCIO) capital planning staff and executive
management work closely with IT investment owners to emphasize business results and citizen
benefits in all departmental IT life-cycle decision making activities — from structured investment
selection events, to executive capital plan reviews, to acquisition plan approvals, ending with
ongoing operational asset analyses. USDA OCIO ensures that key IT investment stakeholder and
partner interests are included at every step of the IT life-cycle by monitoring IT projects for the
regular use of comprehensive and inclusive project charters that encourage stakeholder/customer
involvement, and by emphasizing the use and management of key stakeholder and customer
performance goals and measures in the ongoing execution of IT projects.

For example, of USDA’s total discretionary IT funding ($1.8B) in each of FY 11 and FY12
(Est.), two-thirds ($1.2B) is under departmental oversight as major investments. These major
investments include more than 333 individual Performance Measurement Areas; nearly half of
which (152 measures) were focused on Mission and Business Results (75 measures) and
Customer Results (77 measures). Of the Customer Results measures: Customer Benefits were
clearly the main focus with 30 percent representation; Timeliness/Responsiveness was also
highly represented at 25 percent of measures; Service Quality appeared as slightly more than 18
percent of measures; and both Service Coverage and Service Accessibility were each listed 13
percent of the time.

Several specific examples of recent stakeholder and customer performance measurement results
include:

Most
Target | Actual | Target Recent
Unit of for for for Reporting | Actual
Metric Description | Measure | Baseline | FY11 | FY1l | FY12 | Frequency | Results
number
of calls
Number of answered |, 120|114 |120 | Monthly | 114
Complaints within
two
minutes
% of change requests
are handled in
compliance with percent 85 85 88 85 Monthly 87

agency policy and
processed within 24
hours of receipt.
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Most
Target | Actual | Target Recent
Unit of for for for Reporting | Actual
Metric Description | Measure | Baseline | FY11 | FY1l | FY12 | Frequency | Results

% of reports

available to
customers on the Percent 100 100 100 100 Monthly 100
reports website as
scheduled.
Increase total number Number

of 130 140 160 180 Monthly 160
of ES customers

customers

Reducing Errors through Electronic Submissions

Grants.gov: The Grants.gov APPLY function has helped reduce errors in grant applications
submitted online through the site. USDA agencies attach an application package with their grants
announcement informing potential applicants of the forms that are required to be submitted with
their application. Applicants access grant application forms on Grants.gov, download and
complete them offline, then upload the finished products in the Grants.gov system for
submission. Grants.gov helps reduce errors by performing data validation, based on information
in the agencies’ application packages, to ensure that required fields in the application forms have
been appropriately populated. If errors exist, the applicant is notified immediately and is able to
correct the information before final submission to the Government. USDA typically receives
more than 10,000 grant applications through Grants.gov each year.

E-Payroll: USDA’s National Finance Center (NFC) extensively uses electronic means to receive
and submit data to and from its customers. Specifically, all time and attendance records are
submitted to NFC via electronic transmission and resulting payroll and accounting files are
returned to customers via electronic transmission. Customer data is typically received through
front-end systems that contain specific edits and accounting code validations in order to
minimize errors in data used to calculate pay. Additionally, NFC has implemented and expanded
services through the use of its Employee Personal Page where Federal employees can view their
payroll data, make or modify elections regarding health and life insurance, enter or modify
Federal and State tax information, create and/or update Direct Deposit, TSP, residence address,
and financial allotment information, via the internet.

Efforts to Comply with Section 508 Regarding Information Management

USDA addresses Section 508 compliance in three major ways. First, USDA has established
Section 508 Coordinators within most agencies and staff offices. These coordinators work
closely with program and technical staff to help ensure that Section 508 standards are being
adhered to at the application level. In addition to these agency-level efforts, USDA has also
created a senior leadership team that is directly invested in the compliance process. This team
reports jointly to the Chief Information Officer (CIO) and the Chief Administrative Officer
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(CAO) and makes recommendations concerning the implementation and enforcement of Section
508 requirements to ensure senior executive leadership and systematic accountability throughout
the Department. Finally, USDA establishes compliance requirements and provides guidance and
communication related to the initiative in the form of departmental issuances, e.g. memos,
emails, policy directives.

In addition, there also exists a Section 508 Departmental Lead located within the OCIO. This
Lead helps maintain communication with the General Services Administration (GSA), who
oversees the Government-wide 508 program, and the Access Board, who implements Section
508 technical regulations. The Departmental Lead also works with the USDA 508 Coordinators
to maintain 508 websites, explore the implementation of new Section 508 technologies, maintain
the Section 508 Coordinators collaboration tool site, facilitate Section 508 training opportunities,
and resolve any Section 508 issues that may arise within the department

Quantifying Cost Savings Achieved through Implementation of IT Programs

Enterprise Data Center Consolidation: In FY11, the Enterprise Data Center (EDC) effort
focused on migration and closure of agency computer rooms/data centers physically located in
metropolitan Washington, DC. Throughout FY 11, nine consolidations were completed or
substantial progress was made.

For the period FY11 through FY'15, cost savings achieved through the Department’s Data Center
Consolidation Initiative are estimated to be $205M.

E-Training: In FY11, the AgLearn program measured an estimated cost avoidance of about
$27M. Considering that the AgLearn budget was only about $5M, this represents an overall
USDA return on investment of approximately 540 percent. As an example of cost savings, the
number of AgLearn Webinar attendees has jumped from 3,200 in FY10 to a preliminary estimate
of more than 15,000 in FY11. Webinars reduce travel costs and operational inefficiencies; they
can be recorded for later re-use, and they leverage current USDA IT assets and capabilities.

E-Payroll: The NFC currently calculates payroll for over 650,000 Federal employees. Since
2006, the average number of Federal employees paid each pay period increased by 93,817,
without any significant increase in the IT infrastructure. Additionally, rate increases charged to
customers have consistently been kept below the current inflation rate. In 2006, NFC’s average
rate for payroll services was $136.20. Using an average 3 percent inflation rate, the 2012 average
rate would approximate to $160.74. NFC’s projected 2012 average rate is $141.99 -- a realized
savings of $18.75 per Federal employee paid.

Department of Commerce

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://ocio.0s.doc.gov/s/groups/public/@doc/@os/@ocio/ @oitpp/documents/content/prod01 008

860.pdf.

Enterprise Architecture (EA) Plan:
http://ocio.o0s.doc.gov/ITPolicyandPrograms/Enterprise Architecture/index.htm.
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Information Dissemination Management to the Public

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public:
http://ocio.os.doc.gov/ITPolicyandPrograms/E-Government/PROD01_002000.

Freedom of Information Act (FOIA) Compliance
FOIA handbook: http://www.osec.doc.gov/omo/FOIA/foiarequest.htm.

Primary FOIA website http://www.osec.doc.gov/omo/FOIA/FOIAWebsite.htm.

Frequent requests for records are made available to the public at:
http://www.osec.doc.gov/omo/FOIA/ereadingroom.htm.

Dissemination of Federal Research and Development (R&D) Funding to the Public

Public websites disseminating research and development (R&D) information to the public,
describing for each whether the website provides the public information about Federally funded
R&D activities and/or provides the results of Federal research:
http://ocio.0s.doc.gov/ITPolicyandPrograms/E-Government/PROD01_003924.

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory describing formal agency agreements (e.g., contracts, memorandum of understanding)
with external entities (e.g., partnerships with State and local governments, public libraries,
industry and commercial search engines): http://ocio.os.doc.gov/ITPolicyandPrograms/E-
Government/PRODO01_003960.

National Archives and Records Administration (NARA) - Approved Records Schedules
Inventory and Progress on NARA Bulletin 2006-02

NARA-approved records schedules:
http://ocio.0s.doc.gov/ITPolicyandPrograms/Records_Management/index.htm.

In response to NARA Bulletin 2006-02, The Department of Commerce (Commerce) reported to
the Office of Management and Budget (OMB) that there are a total of 326 Commerce e-record
systems, of which 245 (or 75 percent) have been scheduled. An additional 48 schedules (15
percent) were submitted to NARA in FY11 or previously and are pending review and approval.
Commerce continues to vigorously review its records schedules and develop new ones. As the
result of increased emphasis and close coordination with NARA, Commerce has reduced the
number of unscheduled e-record systems to 33 (10 percent).

Implementation of Electronic Signatures for Interoperability

The Travel Management Information System (TMIS+) is used by over 5,000 travelers at the
Census Bureau and provides users the ability to electronically create, process, and track all
travel-related documents (including authorizations and certifications). TMIS+ uses Public Key
Infrastructure (PKI) technology to electronically sign travel documents. Electronic signature
technology for TMIS+ provides a paperless travel system and eliminates much of the work a
traveler must do before and after the trip. The traveler uses an on-line document to enter
estimated travel costs, which is then approved by an official by placing an electronic signature on
the data. On return, the traveler enters in the actual expenses for the trip and electronically signs
the on-line travel voucher. The document is routed to the financial officers who review the costs
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and electronically sign the document before approving the document for electronic payment to
the traveler. TMIS+ is fully integrated into the Census Bureau’s financial system.

The National Institute of Standards and Technology’s (NIST) e-Approval system will utilize an
end-user’s Personal Identity Verification (PIV) for login authentication and for digitally signing
electronic forms. The e-Approval system provides NIST staff with the means to electronically
process administrative forms via Web browser, complete and digitally sign the forms, and then
route the forms electronically for further processing. There is currently one software component
in the e-Approval system, BizFlow, which designs and creates electronic versions of existing
paper forms. It also creates workflow routes that are used to automate the manual routing
process.

The U.S. Patent and Trademark Office (USPTO) uses PKI for patent application submissions
(EFS Web) and for trademark applications (TEAS). The USPTO uses the Federal PKI bridge to
enable certain PKI transactions to support efficient interoperability. USPTO first obtained the
Federal Bridge Certificate Authority in 2005.

USPTO as well as the Office of the Chief Information Officer digitally signs Federal Register
Notices for Information Collection Requests required under the Paperwork Reduction Act. This
allows for electronic submission to the Federal Register, reducing by three working days the time
from submission to publication and allows more rapid processing of the Notice.

Electronic Means of Enhancing Public Participation in Government

The Commerce Performance and Accountability Report (PAR) informs the President, Congress,
and the American people of how well the Department of Commerce has managed its finances
and programs. IT performance measures support the Commerce Management Goals.

Commerce uses IT to deliver information and services to stakeholders and to ensure that
performance goals are met in many ways. Following are examples from NIST, the National
Oceanic and Atmospheric Administration’s (NOAA) Line Offices, and the Bureau of Economic
Analysis (BEA).

In keeping with its mission to enable innovation and help U.S. industry improve its
competitiveness, NIST continues to use IT to provide a wide range of communications and
outreach services for its external stakeholders. NIST’s outreach focuses on translating research
results into lay language and sharing it with the public to ensure the widest possible
dissemination and impact. Over the past year, NIST has accomplished a 115 percent increase in
subscribers to its e-mail alerts through GovDelivery. These alerts allow more than 56,000
subscribers to request e-mail alerts on 149 news topics and to specify the frequency of updates—
daily, weekly, etc. NIST is also utilizing IT to collect additional customer satisfaction and
customer information requirements relevant to the measurement and calibration services that it
delivers. This information is being used to strengthen and improve NIST customer service and
related performance measures in these areas.

NIST social media efforts have also matured and expanded. A Flickr site has been established to
provide easy access to public domain and other NIST images. Many of the almost 900 images
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(with a total of more than 1,300 views) posted on Flickr so far have links back to articles
describing research results on the NIST website.

To tie these Internet offerings to measureable performance improvements, NIST subscribes to a
Government-wide customer survey for its external website. The American Customer Satisfaction
Index is used by both commercial and Government websites to chart their progress in meeting
customer needs. It also provides recommendations on ways to improve search engine results and
enhance navigation on the NIST external site.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations

NOAA'’s Office of Oceanic and Atmospheric Research (OAR) frequently evaluates electronic
information needs through feedback gleaned from the scientific community at scientific and
professional conferences, and from stakeholder forums conducted as part of an ongoing
communication program. Individual laboratories and program offices maintain close contact
through working relationships, cooperative agreements, and other official partnerships with key
stakeholders (primarily academia, non-governmental organizations, and Federal scientific
agencies) to bring information to the right people at the right time.

The National Marine Fisheries Service (NMFS) established the National Permits System (NPS)
to accept and maintain all permit applications and related data. All regional and other program
permits systems are housed within this system, which was designed to serve the needs of private
sector stakeholders, as well as other NOAA components. Significant improvements in data
quality have been realized through the NPS ability to link to external sources, such as the US
Postal Service for address validation; the Social Security Administration to ensure applicants are
still living and eligible to receive permits; the US Coast Guard to verify vessel documentation
numbers; and the NMFS Office of Law Enforcement to verify that equipment is installed and
operational on those vessels where it is required by law.

The DSFA (trade name, not an acronym) application for the NOAA Seafood Inspection Program
(SIP) offers a variety of professional inspection services to assure compliance with all applicable
food regulations. DSFA provides customers with single-point access to request various services
provided by SIP at: https://seafoodinspection.nmfs.noaa.gov/customer/customerlogin.html. An
application for SIP generates European Health Certificates and lllegal, Unregulated, and
Unreported Catch Certificates estimated to save the U.S. seafood industry approximately 15
minutes per certificate, which translates into 6,250 hours and almost $500,000.

The BEA has integrated electronic reporting options for international and Government
investment survey data suppliers and upgraded electronic data dissemination for data users. In
the area of electronic data collection, BEA maintains a data collection program covering U.S.
direct investment abroad, foreign direct investment in the United States, and U.S. international
trade in services. In the last five years BEA developed and implemented the eFile system to
support electronic (Web-based) survey data collection for all active BEA surveys. The eFile
system reuses data previously collected to minimize the burden on businesses and new and
revised surveys are added to it on an ongoing basis. The Bureau has noted an increase in
response rates since eFile was implemented.
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BEA uses an online Customer Satisfaction Survey to determine the usefulness,
comprehensiveness, and accessibility of all of BEA’s online data products. As a result of
customer feedback, BEA launched a new interactive website that makes it easier for customers to
access, analyze, present, and save BEA data.

Reducing Errors through Electronic Submissions

The Technology Innovation Program (TIP) at NIST utilizes electronic submission for several
data gathering purposes: Proposal Intake, Confidentiality agreements, Technical and Impact
Reviews, and Mailing list information. Electronic submission significantly reduces errors by
eliminating the need for TIP staff to manually enter the data into NIST’s electronic systems.
NIST has designed data collection forms which produce an xml-formatted data stream that is
imported into NIST databases exactly as the person submitting the data entered it. The Conflict
of Interest and Confidentiality form which must be completed by everyone in TIP, along with
anyone having access to proposal data, is submitted electronically with pertinent data extracted
from the form and entered into the database. Electronic submission saves time and prevents
errors in recording addresses, which could hamper delivery of proposals to potential reviewers.

The NIST Office Weights and Measures (OWM) Contact Management System (CMS) was
brought online in FY'10 and continues to be updated to increase its usefulness and time saving
options. This system allows OWM to replace the manual work previously done to maintain an
MS Access database of over 16,000 contacts that interact with OWM. Through use of the CMS
system these contacts are able to update their contact information and request training,
documents, and materials from NIST. Conversely, OWM is able to quickly and efficiently
inform their contacts of Webinars and process Webinar registrations promptly.

BEA developed an electronic data collection system for a joint National Institute of Health
(NIH)/BEA survey that collects data in support of BEA's estimation of the Biomedical Research
and Development Price Index (BRDPI). All of these electronic filing processes reduce
respondent burden for reporters and improve internal efficiencies for producing the respective
estimates by reducing the costs of printing, mailing, collecting, and data conversion of paper
forms. Additionally, the electronic filing process significantly improves the timeliness and
comprehensiveness of the international accounts estimates.

USPTO deployed the Electronic Filing System-Web (EFS-Web) for patent application filing and
Trademark Electronic Application System (TEAS) for trademark application filing. EFS-Web
utilizes standard Web-based screens and prompts to enable the applicant to submit patent
application documents in PDF format directly to USPTO. TEAS allows the applicant to fill out
an application form and check it for completeness, and then submit the application directly to
USPTO over the Internet. In addition, the Agency encourages the applicant to pay for their
applications electronically by credit card , through an existing USPTO deposit account, or via
electronic funds transfer. EFS-Web provides an Acknowledgement Receipt that contains critical
information, including date stamp, an application number and a confirmation number. This
receipt is electronic and may be printed. The receipt carries the security and authority of the post
card receipt commonly provided in paper-filed applications. All electronic processes are
designed to increase the speed patents are granted and trademarks issued, decrease errors, and
improve communication.
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Efforts to Comply with Section 508 Regarding Information Management

Commerce maintains an Electronic and IT Accessibility website that provides the public and
Commerce employees with information about their rights under Section 508 and Commerce
policies and procedures to ensure that Commerce information is accessible. The Commerce
Section 508 Coordinator maintains a network of Section 508 coordinators throughout the
Commerce operating units to communicate Commerce accessibility policy and share best
practices. Commerce ensures that all of the information on its websites is fully accessible to
individuals with disabilities through its annual Web Certification program.

Commerce operating units review procurement requests to determine if Section 508 applies and
to ensure compliance. Public facing Web pages are routinely scanned for compliance with
standard 1194.22 “Web-based intranet and internet information and applications” using
automated tools. Internal pages are scanned on demand, and discrepancies are corrected as soon
as possible. Training is offered to Web content managers and content providers to emphasize the
importance of Section 508 compliance and the standards of Section 508. Commerce is
committed to ensuring that Section 508 is fully implemented and that Commerce websites are
accessible to all.

Quantifying Cost Savings Achieved through Implementation of IT Programs
Examples of cost savings and cost avoidance achieved through implementation of IT programs
follow:

NOAA introduced NOAAL.InK, a strategic sourcing vehicle for acquiring IT products and
services, to improve IT acquisition practices across NOAA. NOAALink aims to establish
enterprise-wide solutions, standardize common IT products and services, and leverage
purchasing power. The NOAALIink team strives to recognize the most significant cost
advantages possible by closely assessing each and every requirement, including time constraints,
infrastructure applicability, and the likelihood of enterprise consolidation. Through
consolidation of requirements, NOAA met its FY11 targets to reduce by 3 percent the total
number of contracts awarded and achieve acquisition savings of 14 percent. NOAALink is now
available to Commerce operating units outside NOAA.

NOAA'’s National Ocean Service (NOS) continues to consolidate purchasing to gain economies
of scale and reduction in costs, including expanding the list of common software and hardware
for consolidated purchasing to include: Adobe Acrobat, ESRI, NetApp storage, OpenLM,
Printers, Roxio, SAS, Cisco SmartNet, and desktop / laptop refresh. These efforts have resulted
in cost savings of over $600,000.

Department of Defense

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan: http://cio-
nii.defense.gov/docs/DodIESP-r16.pdf.

Enterprise Architecture (EA) Plan: http://cio-nii.defense.gov/policy/eas.shtml. Department of
Defense (DOD) Enterprise Architecture Modernization Blueprint.
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Information Dissemination Management to the Public

The Department is an active participant in the following six E-Gov Lines of Business (LoB),
Budget Formulation and Execution LoB, Federal Health Architecture LoB, Financial
Management LoB, Geospatial LoB, Grants Management LoB, and the Human Resources
Management LoB. The specific monetary contributions to and the benefits realized by the
Department through the use of these LoBs are highlighted in the FY11 Report to Congress on the
Benefits of the President's E-Government Initiatives:
(http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/FY11 EGov_Benefits Re

port_v2.pdf.):

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access of information by the public:
http://www.defense.gov.

Defense.gov is the Department's premier public information site for the dissemination of all
current information on DOD. This website includes URLs to DOD information dissemination
product catalogs, directories, inventories, and other management tools.

Freedom of Information Act (FOIA) Compliance
FOIA handbook: http://www.dod.mil/pubs/foi/dfoipo/docs/FOIAhandbook.pdf. DOD’s
Freedom of Information (FOIA) Handbook.

Primary FOIA website: http://www.dod.mil/pubs/foi/dfoipo/. The Defense Freedom of
Information Policy Office maintains the primary FOIA web site for the Department of Defense.
This website also contains links to the FOIA websites for the Department of Defense
Components.

Frequent requests for records are made available to the public at:
http://www.dod.mil/pubs/foi/rdroom.html. Location of documents that are frequently requested
by the public under the FOIA from the Office of the Secretary of Defense/Joint Staff.

Dissemination of Federal Research and Development (R&D) Funding to the Public
Link to DOD’s Comptroller's website: http://comptroller.defense.gov/.

The Director, Defense Research & Engineering (DDR&E) works closely with DOD’s
Comptroller to ensure that consistent and accurate information on R&D activities is available to
the public. Funding information associated with individual Program Elements (PE) is located
under the Detailed Budget Documents section. DOD also provides information at the transaction
level on all grants to the Office of Management and Budget’s (OMB) USAspending.gov website,
established under the Federal Funding Accountability and Transparency Act (FFATA). In
addition to the Comptroller-verified data on all Research, Development, Test and Evaluation
programs, this information includes a record for each obligating action with an OMB-specified
set of elements (called the Federal Assistance Awards Data System (FAADS) Plus), because it
adds specific data elements required by the FFATA to a larger set of data elements and can also
be found online through FAADS at: www.census.gov/govs/www/faadsmain.htmi.
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Dissemination of Formal Agency Agreements with External Entities to the Public
Link to the Defense Industrial Base Critical Infrastructure and Key Resources Sector-Specific
Plan: http://www.dhs.gov/xlibrary/assets/nipp-ssp-defense-industrial-base.pdf.

In support of the 2009 National Infrastructure Protection Plan, published by the Department of
Homeland Security under the requirements of Homeland Security Presidential Directive-7,
Critical Infrastructure Identification, Prioritization, and Protection, DOD is actively engaged
with private sector owners and operators in sharing of information about cyber threats,
vulnerabilities, incidents, and best practices. Additionally, DOD, as the Defense Industrial Base
(DIB) Sector Specific Agency, is initiating a collaborative cyber threat sharing program to share
cyber threat information with the DIB private sector which will allow DOD to comply with the
national cyber security direction and achieve a viable Government-private sector reporting
partnership.

National Archives and Records Administration (NARA) - Approved Records Schedules
Inventory and Progress on NARA Bulletin 2006-02

NARA-approved records schedules: www.defenselink.mil/webmasters/policy/dodd50152p.pdf.
This is a link to DOD Directive DODD 5015.2, "DOD Records Management Program”. DOD
continues to work with NARA to schedule its systems to implement the objectives of NARA
Bulletin 2006-02. The principal policy document used by the Department is DOD Directive
DODD 5015.2, “DOD Records Management Program”, March 6, 2000. As of October 1, 2011,
DOD had the following electronic information systems scheduled with NARA in compliance
with their Bulletin request.

Army:

Approx. 27 percent compliance

Army Breakdown Total: 1,772 (1,216 do not create records)
Systems that create records: 556

Scheduled/approved with NARA: 145. Remaining: 411

Air Force:

Approx.41 percent compliance
Systems that create records: 364
Scheduled: 151

Remaining: 213

Navy:

e Approx. 95 percent compliance

e Navy Breakdown (Marine Corps numbers included): Total: 1,390 (864 do not create any
records)

e Systems that create records: 526
e Scheduled/approved with NARA: 493
¢ Remaining: 33
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Office of Secretary of Defense:
e Remaining: 63

Implementation of Electronic Signatures for Interoperability

DODI 8520.02, Public Key Infrastructure (PKI) and Public Key (PK) Enabling dated May 24,
2011, updates established policy, guidance, and governance for the use of the digital signature to
enable secure electronic transactions. Success has been realized in both the enabling of products
to apply and validate digital signatures as well as the perceived value of the capability
throughout DOD. Digital signatures are used to accomplish DOD’s business and mission
requirements. They are used to support DOD’s business processes such as contracting, travel,
forms processing, and personnel actions.

DOD has enabled the workforce with the capability to digitally sign. The Common Access Card
(CAC) is DOD’s identification card issued to employees. This smartcard platform contains a
digital signing PKI certificate unique to each individual.

Electronic Means of Enhancing Public Participation in Government

It is Departmental policy to make regulatory dockets electronically accessible and searchable,
and to allow for electronic submission of comments using Regulations.gov, as part of DOD’s
implementation of the E-Government Act of 2002. Department administrators establish
regulatory dockets for posting rules and other supporting materials on the Regulations.gov
Website to enable the public to comment electronically. All public comments submitted
electronically, or by mail, are posted to the appropriate regulatory docket on the site. In addition
to rulemakings, the Department posts and accepts public comment on Federal Register notices,
such as Information Collection Requests under the Paperwork Reduction Act and Privacy Act
notices. Participation by the Department in this important initiative provides transparency and
public access in developing regulations, as well as promoting a more efficient regulatory process
within the Department of Defense.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations
DOD High-Priority Performance Goals can be found at: http://www.Performance.gov.

DOD Information Enterprise (IE) delivers services that provide information and capabilities to
end-user communities-both within the Department and with its many external mission partners-
enabling more effective and efficient support to mission operations. DOD’s IE Strategic Plan
was collaboratively developed with key stakeholders to form the Department's approach to
achieving DOD’s Information Enterprise. Over time, DOD’s IE Strategic Plan and associated
Roadmap (collectively known as DOD’s IE SP&R) will deliver DOD’s Information Enterprise
envisioned by the National Defense Strategy, the National Military Strategy, the Quadrennial
Defense Review, and the Department's Global Information Grid (GIG) 2.0 Concept of
Operations (CONOPS) and Implementation Plan.

Reducing Errors through Electronic Submissions

Enabling the capability to electronically submit data in response to surveys, data calls, reporting
and other types of information gathering requests have provided DOD with improved data
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accuracy in real-time. Digitally signing submissions, whether from an individual or non-person
entity is made possible through the use of PKI certificates. Digitally signing data submissions
provides efficiency, data integrity and non-repudiation.

Efforts to Comply with Section 508 Regarding Information Management

DOD Section 508 Manual: On June 3, 2011, DOD’s CIO signed DOD’s Section 508 Policy
Manual 8400.01-M: Procedures for Ensuring the Accessibility of Electronic and Information
Technology (E&IT) Procured by DOD Organizations. This document implements the policy in
DOD Directive 8000.01, assigns responsibilities for 508 management, and provides procedures
for the implementation of Section 508.

Increase Education and Training: DOD in collaboration with the Federal Acquisition Institute
and other Federal agencies has begun efforts to ensure that DOD on-line courses are accessible
to individuals with disabilities. In June 2011, DOD completed its first on-line course review
initiative in collaboration with the Department of Homeland Security, the Federal Acquisition
Institute, and the Defense Acquisition University (DAU) to identify, update/revise, and maintain
accessible DAU on-line courses.

DOD Quarterly Public Website Reviews: In an effort to improve accessibility of DOD public
information, DOD has quarterly reviews of DOD public websites for accessibility. Using
“website accessibility testing tools,” the Office of DOD’s CIO has tested 47 DOD Public
websites focusing on the 16 accessibility standards.

GSA Reviews DOD E&IT Solicitations: DOD in collaboration with GSA has established an
aggressive “accessible solicitation development program” designed to ensure that IT solicitations
include the appropriate Section 508 language in accordance with the U.S. Access Board
standards and the FAR.

Section 508 Coordinators Meeting: The Office of the CIO conducts quarterly meeting for all
DOD Section 508 Coordinators. These meetings provide updates on DOD and Federal-wide
Section 508 actions and activities; identifies Defense-wide training opportunities on 508; reviews
industry best practices; and addresses 508 issues impacting the Department.

Quantifying Cost Savings Achieved through Implementation of IT Programs

The Department is engaged in ongoing IT management and acquisition reform efforts that will
result in DOD-wide cost savings and avoidances. For example, the Department’s data center
closure/consolidation initiatives will result in efficiencies and cost avoidances through reduced
data center operations costs and energy usage. Additionally, the Department’s use of electronic
communications, such as digital signatures and online forms, has reduced the information
collection burden placed on the public