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Introduction

This is the Office of Management and Budget ' s
implementation of the &5overnment Act of 2002 (Pub. L. No. 2374 7 ; Dec. 17, 2002
Government Act”) as requir ed inboynatidndechdobgy 3 6 06 .
(IT) activities completed in fiscal year 2D{FY11) that fulfill the requiremerstof theannualE-

Government Acteport to Congress.

Section | describes the use of th&sBvernment Fund, established by Section 3604 of the E
Government Act. Seicn Il fulfills a Government Accountability Office (GAO)

recommendation to addresses accuracy of data on the IT Dashboard, and complies with the E
Government Act ' s Goveramentnfoenrateomeaccessible. Geatidlle

describes activities thBovernment has implemented that improve the skills oFdderal
workforce. Section IV describes how IT is used in disaster management. Section V describes the
use of standards and collaboration for geographic information withirettheral Government
Section VI features select-Bovernment Information Technology IT accomplishments related to
citizen engagemeim FY11l. Section VII outlineederal Governmerictivities that implement
E-Government Act provisions and goals. All reports on the implementafithe EGovernment

Act, from FYO3 through the present, are posted on the Office of Management and Budget
(OMB) website fttp://www.whitehouse.gov/omb

The use of IT to provide consistent access to anemisstion ofGovernmentnformation

promotes a more citizetenteredsovernmentn a costeffective mannerThe release of the

National Open Government Action Plan emphasizes efforts to strengthen democracy and
promote a more efficient and effective govesnt through greater openness to citizens.

Agencies manage wdilmsed technologies and services to help citizens oBtaiarnment

information and services. In addition, agencies use IT to communicate with the public and gather
feedback to determine whetheederalprograms are achieving results and meeting user needs.
E-Government is the result of the use of ITawer the barriers to citizen interaction with the
Government and access to Government information and services

Because th&ederal Governmeimvess heavily in IT investments, it isssentiathat citizens
seegains in service, quality, and delivery. To endeeederalagencies apply f5overnment
principles and IT to the fullest potential, program results are measured to verify progress and
planned performance improvement. By doing this, agencies are able to better manage their
information resources and IT investments more effectively. The Office of Management and
Budget (OMB) works with agencies to systematically track and measure whethecesamed

by programs help achieve intended goals and results.

This report describdsederal T activities related to Open Government, innovations in IT, and
the EGovernment Act of 2002. THeederal Governmerig committed to building on these
efforts toleverage the power of technology to better manage IT resources.


http://www.whitehouse.gov/omb

Section |I: E-Government Fund

The E-Government Fund: Enabling Transparent, Participatory, and Collaborative
Government

In 2002, Congress passed th6&avernment Act to enhance management and use of
informationtechnology to provide services to citizens and to incietsmal Government
efficiency and effectiveness. One of the most important provisions outlined irGbedenment

Act was theestablishment of an-Bovernment Fund (Fund) that would provide financial
support for the innovativese of technology in the Federal Government. Projects supported by
the Fund must serve one of thpeeposes:

1 Make Federal Government information and services more readily available to members of
thepublic

1 Make it easier for the public to apply for benefits, receive services, pursue business
opportunitiessubmit information, and otherwise conduct transactiotis tive Federal
Government

1 Enable Federal agencies to take advantage of Information Technology (IT) in sharing
informationand conducting transactions with each other and with state and local
governments

In May 2011, the General Services Administration (E$#Aconsultation with Office of
Management and Budget (OMB) and the Federal Chief Information Officer (CIO) Council,
made spending determinations and submitted plans fas¢hef the FY11 Esovernment
Fundsto the Appropriations Committe&he projectand levels of funding submitted in the
notificationare shown below:

FYi11i
Enacted

1. Transparency and Federal Funding Accountability and Transparency Acf $7.24M
(FFATA) Implementation :

Investment Area

2. Improving Innovation, Efficiency ariiffectiveness and Federal IT $.74M
3. Citizens Engagement Platform (CEP) Access / Web 2.0 $0
4. EGovernment Project Management Best Practices $0

Total | $7.98M*

*$8M appropriation including a rescission of $16,000 = $7,984,000
The details of thénitiatives funded by the FY10-Eovernment Fund are as follows:

1. Transparency and Federal Funding Accountability and Transparency Act
(FFATA) Implementation

These projects support ongoing efforts to increase transparency and accountability of
Governmentnformation.



USAspending.gov USAspendings the only Government elme source that makes Federal
spending in contracts and grants visible to Congress, agencies, the public and better Government
interest groups. It allows for information to be reseaddby firm, state, locality, congressional
district, type of spending, and other categories.

1 Benefits: USAspending creates anlime, publicly accessible capability to examine
contracts, grants, loans, and other types of spending across many ageyreiatem
detail than has been possible in the past. It is a key ingredient to building public trust in
Government and credibility with the Government and industry professionals who track

this critical information.

Small Business Dashboard The Small Business Dashboa@pecialized, publicly
accessible otine web reporting capability of USAspending tshbws the amount of
Federal spending that goes to the small business community by agency and compares that

to agency goals.

1 Benefits: Cdecting data about the various types of contracts, grants, loans, and
other types of spending in our Government that are awarded to small businesses is
a critical policy matter that demands transparency. The ability to look at contracts,
grants, loans, another types of spending going to small businesses Government
wide is a high priority for the Administration and the Congress.

FFATA Subaward Reporting System Assistance (FSRSThe FSRSrovides telephone
help desk assistance to prime contractors anttega that must report subaward
information to the FFATA Subawards Reporting System (FSRS). This is an important
feature of the USAspending data.

1 Benefits: The FFATA Subaward Reporting System (FSRS) is the reporting tool
that Federal prime awardees (peme contractors and prime grants recipients)
use to capture and report subaward and executive compensation data regarding
their firsttier subawards to meet the FFATA reporting requirements. It is the only
way to get information below the prime contadevel and expose it to the public
and regulators. Subawards are a large part of the distribution of Federal funds.

IT Dashboard: The Federal Government spends approximately $80B annually on information
technology (IT). This system provides trangpeny and details about major Government IT
projects, including contracting, type of spending, goals and performance/results. It includes a
rating system that reflects the overall performance of each IT investment, and is used by the
Office of Managementral Budget (OMB) and agencies as the basis for Executive level
technology review sessions, both inside the agencies and with OMB and the Congress.

1 Benefits: Agency Chief Information Officers (CIOs) use the IT Dashboard within their
organizations to bring messary management attention to troubled projects. Changes
made based on management insight gained from the IT Dashboard has resulted in more
than $3B in savings through the TechStat process. In 2011, OMB trained agencies on
TechStat and publicly releas#te training material, leading to more than 100 agency
level TechStat reviews and robust sharing of best practices through the CIO Council
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TechStat subcommittee. In 2011, due to the high demand from Federal agencies and the
software development communityesource codef the IT Dashboard was made

available to state, local, international governments and the public at no cost. This first
open source release represents a starting point, egaammunities of interest to adapt

and mature their own versions of the IT Dashboard to their own unique needs.
Additionally, the user community requested updates from the IT Dashboard to be made
available through mobile devices, and this request hasibgdemented.

Performance.gov Performance.gov is a uskrendly website that enables the public,

Congress, Federal employees, and others to monitor progress being made by the Administration
in cutting waste, streamliningg@ernment, and improving perfoance. Specifically,
Performance.gov provides information thie following areas of focuscaquisition financial
managementhumanresourcestechnology performanceémprovementopengovernment

sustainability and eistomerservice

9 Benefits: Performance.gov aggregates data from acro§otrernment into a single site,
improving the transparency Governmemnwide efforts to improve management and
facilitating crossagency learning, benchmarking, and coordination. Much of this
information was previously housed Governmertwide and agency websites with
inconsistent approaches and formats, which did not provide user friendly views or the
ability to identify best practices, learn across agencies, or coGdvernmeriwide
comparisons Centralizing the display of this information supports more cost efficient
operations and improved transparency.

Data.gov. Data.govis a flagship Open Government site which provides astoe catalog of

U.S. Government data available to download,hmas or analyze. It provides information

about datasets (metadata) and practical tools to view or use the data. As of FY11, over 236
citizendeveloped applications have been built by the public using the data provided. It is the
centerpiece of the globepen democracy movement and has been emulated by over 16
countries, along with many state and local governments seeking to increase transparency and
accountability, while fostering innovation. Work is underway to make the software open source
so that dber governments around the world can use it to implement their programs faster and
with less cost.

1 Benefits: Data.gov aggregates more than 400,000 datasets from 24 agencies and 172
sub-agencies.Individual agencies avoid creating their own data integmagpiatforms,
with Governmentwide potential savings of approximat&$4.4M (based on estimated
costs of $600,000 per agency site). Apps powered by Government data are being created
at less than 2 percent of the previous cost of direct funding ($70dapmh data.gov
based challenges vs. $30,68050,000/app through direct Government
funding). Estimated savings are $4M to date and are growing exponentially. Developers
have access to data from multiple agencies, allowing them to aggregate and iirmovate
new ways. In thélealth.Data.gov Community, 139 apps have been developed at the cost
of approximately $100,000 in challenge prizes. Of these, 45 are already creating
economic gain and new jobs at the companies and startups that created them.
Communities like Health and Energy are able to aggregate content, collaboration
capabilities, and data across agencies. The creation of such individuatdtogs sites
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averages $60000 individually. With six communities today, and fouore expected in
the nextfew months, this yields a potential savings of $5.5M.

Initiative PVLE

Enacted

USAspending.Gov $1.2M
Small Business Dashboard $0.1M
FFATA Subaward Reporting System Assistance (FSRS) $2.88M
ITDashboard.Gov $1.06M
Performance.Gov $1.1M
Data.gov $0.9M
Total | $7.24M

2. Improving Innovation, Efficiency and Effectiveness and Federal IT

The projects funded under this initiative facilitate development of tools, practices, and
procurement opportunities to accelerate use of secure, easy to-demandfederal cloud
computing services. This initiative will continue to develop and expand in FY12, building upon
what was achieved in FY11. Major projects are listed below:

Federal Cloud Computing Program Management Office (PMO)ederal Data Center
Consolidaion (FDCC): The FDCC is bused inOffice of Citizen Services and Innovative
TechnologiegOCSIT), the Federal Cloud PM@cilitates adoption ofloud computing
Governmenwide, enabling enormous savings by substantially improving the efficiency of the
overall Federal IT portfolio. With cloud computing, agencies pay for only IT resources they use
in response to fluctuating program demands, avoiding the expenses of building and maintaining
costly IT infrastructure. The PMO works with OMB and the Federdl30Council to coordinate
activities across agencies, providing input for new Goverrhwetd cloud contracting vehicles

and sharing best practices in cloud adoption.

The Cloud PMO assists with the management of the Federal Data Center Consolidatioh (FDCC
Initiative. The FDCC is reversing the growth of Federal data centers and shifting IT investments
to more efficient computing. Since February 2009, agencies have been compiling inventories of
their data center assets, evaluating opportunities for tdagon and closures, and planning to
realize estimated lonaterm savings in the billions of dollars.

9 Benefits: Tangible cost savings are realized through the implementation obelsed
data storage, web hosting, and streamlined provisioning of IThoaliies. A 2010
Brookings Report found that agencies generally salv@percent savings when moving
to the cloud. For the Federal Government as a whole, this translates into potentially
billions of dollars in cost savings. Agencies have already reladigbstantial cost
savings and productivity gains using cloud computing. For example:
0 GSA has completed a transition of 17,00@&il accounts to a cloud
environment. GSA expects to reduce operating costs by 50 percent over the next
five years, savingnore than $15.2M.



oln concert with GSA’s Federal Acqui siti
PMO has established cesfifective procurement vehicles that allow agencies to
purchase IT resources as commodities. The Infrastructure as a Service (laaS)
BlanketPurchase Agreement (BPA) was awarded under GSA Schedule 70 to 12
diverse cloud service providers. This allows agencies to compare prices for
commoditized IT services including web hosting, storage, and virtual machines,
resulting in significant pricingampetition and efficiencies. GSA will be
awarding another BPA that allows agencies to purchase various types of secure
cloud-based email services in the next few months.

o Data Center Consolidation savings by the end of 2015 are expected to be $3B,
based o analysis of information provided by the agencies in December, 2011,
which shows that agencies plan to close over 500 data centers by the end of 2012.
Agencies are on track to close over 1,000 data centers by 2015. Reducing the
overall energy and real tase footprint of Government data centers, and reducing
the overall cost of data center hardware, software, and operations also provides
substantial improvements in environmental sustainability.

FedRAMP (Cloud Security): The Federal Risk and AuthorizatiManagement Program, or
FedRAMP, provides a standard Governmaitde approach to ensuring security for cloud
services. FedRAMP provides joint Certification and Accreditation (C&A) and continuous
security monitoring services for Government and commeraaldctomputing systems intended
for multi-agency Government use.

1 Benefits: FedRAMP enables agencies to deploy cloud technologies quickly and in a
secure environment, while realizing economies of scale. Currently, each agency conducts
its own security C&Aprocess for every IT system it acquires. According to the 2009
Federal Information Security Management Act (FISMA) report to Congress, agencies
reported spending $300M annually on C&A activities alone. FedRAMP will
substantially reduce these costs bgviding a single, provisional authorization that can
be used by all agencies as the basis for issuing an Authority to Operate (ATO). Savings
from leveraging the ATO across agencies are estimated at a 50 percent reduction in
staffing, 75 percent reduction assessment time, and $200,000 cost avoidance every
time an agency leverages the FedRAMP ATO, far exceeding the cost of the program.

Cloud Contract Vehicle Development and Apps.gavl n coor di nati on with G,
Acquisition Service (FAS), the ClduComputing PMO develops requirements and supports the
establishment of competitive Governmevitle contract vehicles that enable agencies to acquire

secure, commercially available cloud solutions for infrastructure, email, and other commodity
services.

Apps.gov is an oiline storefront that provides access to over 3,000 ebas#d products and
services where agencies can research solutions, compare prices, and-ptexerders using
GSA’'s eBuy system.

1 Benefits: Timely adoption of cloud computing @éaps on availability of streamlined
contracting vehicles that are designed specifically to ensure the performance, reliability,
cost effectiveness and security of c¢cloud s
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leverage the purchasing power of the Goverrtimaaking coseffective, commercial
solutions available to agencies so that they do not need to each develop duplicative
contracts that would waste scarce resources both for Government and industry.

Innovation and Mobile Apps Platforms. Simplifies andimproves access to Government by
leveraging the power and capabilities of mobile devices that enhance delivery of citizen and
business services and that increase accountability anditi@sivzernment. Mobile technology
has the potential to transform Gonment by enabling citizens to obtain information and
services anywhere, anytime. This program was not funded in FY11, du@dodfnment

budget reductions.

1 Benefits: $mplifies and improves access to Government by leveraging mobile
technology to enableitizens to obtain information and services from the Government
anywhere and anytime. @ime services provide information and services available to
citizens for lower costs than through other channels. In FY11, OCSIT launched a
modest initiative to @alish a central repository of Governmesitde mobile apps, and

hasidentified and built consensus around five critical areas that need to be addressed in
FY12 to enable widespread adoption and strategic use of mobile technologies by agencies

across Govement.

FedSpace: This system was available to Federal employees on a limited pilot basis to work
collaboratively oAine across agencies to communicate, learn, share, and form pratilany
groups and working communities. FedSpace provides a ursbetprehensive platform for
sharing information and solving common problefitsis program was not funded in FY11, due
to E-Government budget reductions.

1 Benefits: FedSpace enables Government employees to work securely and collaboratively

across agencidsy leveraging common tools, making content and resources available

more consistently. FedSpace saves Federal agencies the cost of buying or building their

own collaboration solutions. A beta version was launched to provide basic services and
tools to Fedral employees and contractors and was-meekkived across Government.
FedSpace provides a business platform for people to find others in the Government
working in the same domain area, trying to solve the same problems within different
agencies. It wilprovide a shared space for document sharing; much like Thomas

provides a shared information space for the legislative process. The benefit is that each

agency will not have to develop its own system at a cost of over $1M per year.

Initiative R
Enacted
Cloud Computing PMO / Federal Data Center Consolidation $0.44M
FedRAMP (Cloud Security) $0.3M
Cloud Contract Vehicle Development, Apps.gov $0.00
Innovation & Mobile Apps Platforms $0.00




Initiative Sl
Enacted

FedSpack $0.00
Total | $0.74M

3. Citizens Engagementlatform (CEP) Access / Web 2.0

Citizen Engagement Platform This platformcreates a more open, transparent, and

collaborative Government by identifying and providing public dialogue tools to Federal agencies
at no costfor use in agencegpecificinitiatives that enhance citizen engagement and interaction.
These new technologies and tools are made to be compliant with Federal regulations and
guidance, and agencies are educated on the effective use of blogs, wikis, and forums to engage
with the pubic. This program was not funded in FY11, due i{G& ernment budget

reductions.

9 Benefits: This platform and proven tools allow agencies to add podicypliant, necost
social media capabilities, such as blogs and wikis to their websites within Hours. |
reduces the need for agencies to do procurements and to invest in their own, duplicative
technology solutions for engaging with the public. Nearly 50 tools have been procured,
which would have cost agencies an estimated $368,000 (for each agency) irodeve r s ’
time to acquire and make each instance of the tool compliant with security, disability
accommodation (Section 508), and other Federal laws and regulations.

ChallengesPlatform: Challenge.gov provides a +oost platform for agencies to launch

challenges and contests to leverage expertise and knowledge outside of the Government and the
traditional contracts and grants process. So
be obtained easily from the public, industry and academia withoutiregigignificant Federal

funding. Challenge.gov is operating currently with no funds to make changes and improvements.
This program was not funded in FY11, due t&&vernment budget reductions.

1 Benefits: Challenge.gov provides agencies a free, Fégemhpliant platform for
conducting challenges and prizes with the pubBased on feedback from agencies,
comparable services would cost agencies an average of $5G050,000 per
challenge. We expect to host 150 challenges in FY12, saving aratesti$15M,
compared to procuring comparable challenge hosting services from outside vendors.
Additionally, individual challenges have yielded extremely cost effective, creative
solutions as demonstrated by the examples below:

o Center for Disease Control CDC) FLU App Challenge: 96 submissions, 9
winners shared $35,000 in prize money. Development of comparable apps
typically costs $40,000 each. CDC realized a $325,000 return on its $35,000
investmenthttp://fluapp.challenge.gov/

! FedSpace is managed ®ZSIT. Theminimum IT steadystate funding is $2.0M.
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0 SMART Apps for Health (Health and Human Services [HHS]): 15
submissions, 1 winner received $5,000 prize. HHS gained Return on Investment
(ROI) of $35,000 worth of apps that enable viewing and printing of simplified
medication instrutons in a dozen languages,
http://challenge.gov/challenges/134/submissions

o Apps for Healthy Kids (U.S. Department of Agriculture [USDA]): Led to the
creation of over $5M worth of softwaradgames in exchange for $60,000 in
prizes. In addition, the challenge resulted in over 100 print articles, 200 web
articles, 50,000 tweets, and 50,000 Facebook postings, which generated
awareness of a top policy and USDA mission priority on a scaleuiffi
achieve via normal press releases and outreach, and at a fraction of the cost.

Initiative FYil
Enacted
Citizen Engagement Platform (Apps.gov/now) $0
Challenges Platform $0
Total $0

4. E-Government Project Management Best Practices

Project Management Best Practices The Project Management Best Practisedesigned to

provide resources and expertise to consider the root causes of problems impacting Federal IT
projects and to identify practical solutions. In FY12, the Best Practices uretiaiil expand

work initiated to establish, identify, and promote best practices in IT personnel management, IT
program management, and IT procurement and to identify barriers to implementation. This

initiative will evaluate and revise existing guidancegisight processes, and reporting

requirements to increase their effectiveness in improving IT implementation outcomes. This
effort resulted in OMB’s 25 Point | T Manageme
December 2010. This program was funded from RY)2&ppropriations.

1 Benefits: Implementation of the 25 Point plan is transforming management of the
Federal IT portfolio. Disciplined, data driven management practices have been put in
place that dramatically improve delivery of IT projects and systemsme and within
budget, to enable achievement of desired agency mission results.

Initiative FY1l
Enacted
Project Management Best Practices $0
Total $0

Section II: IT Dashboard

June 2011 was the third anniversary of the IT Dashboard lauhelTIDashboard continues to
be a valuable tool in driving accountability and transparen&gderalT spending and
management. Using IT Dashboard d#ta, Office of Management and Budgéi\B) and
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agencies have undertaken numerous TechStat accoiiptsdsisions to root out waste and
accelerate the delivery of criticBederalT investments. HighlightsiFY11 included major
improvements to the data schema and continued work with agencigseaadneral
Accountability Office GAO) to improving thequality of the data reported.

New reporting schema

In response to the 25 Point Implementation Plan to Ref@deralnformation Technology
Management, OMB workedasely with agencies during AY to ensure that unnecessary IT
investment reporting req@ments were eliminated and existing requirements adjusted to better
match actual business practices within the agencies. As a result of this work, in July 2011 OMB
published substantially updated IT investment reporting guidance for Exhibits 53 and 300.
These new requirements necessitated several changes to the data schema and in IT Dashboard
functionality. A few exenples of these changes include:

1 Detailed project level information for all major IT investments, providing project and
activity level variage;

1 Updated operational metrics data, to provide improved insights into investments in
operations and maintenance mode;

1 Required reporting of project managers and integrated project team (IPT) members; and

1 Removal of several questions deemed of limitddevady agencies and OMB.

New functionality resulting from these changes will be revealed on the gabiig Dashboard
in coordination with the releasebfh e Pr esi denti3. s Budget for FY

Addressing data quality

The subject of several GAO findings, dat@aracy has improved significantly since inception,

but much progress still needs to be made. In some areas, such as complete contract information,
agencies made substantial progress but work remains in other areas such as
incomplete/inaccurate data, forample:

Activities missing dates,

Rebaselines missing comments,

Percentages complete contradicting dates, and

Investments categorized as Operations and Maintenance (@&Mjuture planning or
acquisition costs.

1
il
il
il

To improve awareness of such datality trends, OMB tracks likely data quality issues on a
regular basis. Also, OMB has introduced additional validations to inrepfe/accuracy of
a gencilegl¥budgetvubmissions.
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Section Ill: IT Workforce

The EGovernment Act requires improvement of the skills utilized by the IT workforce in using
InformationTechnology(IT) to deliver Goverment information and services. IT workforce
initiatives have also yielded success over the past year. To addeesgized need for
strengthening the IT workforce, the Administration created a new job title for IT program
managers, ensuring that the largest, most complex IT investments in the Government were
managed by experienced and talented individuals. Additigrihe Technology Fellows

Program was launched, which will reduce the barriers to entering public service, and provide
access to unique career opportunities in Federal agencies to highly talented technology
professionals.

Additionally, the Chief Infomat i on Of fi cer (ClI O) Council s
49 volunteer member agencies and-gonernmental organizations, is in the forefront of this on
going effort to recruit, develop, and retain a workforce that has the modern skills needed to
successfully accomplish the goals of feederalCIO Council in the following priority areas:

1 Improvements té-ederalstructural and organizational infrastructure

1 Compliance with the Open Government Directive

1 Improvements in cybersecurity and privacy pobion

1 Increassin the efficiency and effectiveness of government operations

To help achieve those goals, the IT Workforce Committee supports and facilitates various
programs and initiatives. Committee members serve on interagency workgroups aiesitia
to improve skills and close gaps in IT workforce capabilities. In 2011, this was done through
initiatives such as:

CIO University, managed by the General Services Administration (GSA):

This unique program, partnering with seven nationlatigwn unversities (Syracuse, George
Mason, George Washington, Carnegie Mellon, LaSalle, University of MaryJancersity

College, and the National Defense University), has transformed the updated-Clirnger
required competencies into specific curricula taededt current and future government IT
executives in accordance with Section 2B8deralnformation Technology Workforce
Development) of the E5overnment Act. Students who enroll and graduate from specific IT
graduate degree programs at any of thesedssities receive diplomas from their institution and
in addition are awarded a CIO University Certificate from@oeernment Degrees offered
include Master of Science in Technology Management, Master of Science in Information
Systems Technology, Mastef Science in Information Management, and others. Typically 40
percentof program graduates a@vernmenemployees (includingedera] state, local or

tribal) and the remaining gfercentare from the private sector. Over 1400 people have
graduated fsm the program over the past eleven years of its existence; in 2011, 305 students
graduated from the program. The National Defense University only recently joined the program,
but in 2011 graduated 138 students.

Cybersecurity Workforce Training and Professional Development:

To ensure proper coordination, cooperation, focus, public engagement, technology transfer and
sustainability, the National Institute of Standards and Technology (NIST) leads the National
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Initiative for Cybersecurity Education (NIClgjogramtd* enhance t he over all
posture of the United States by accelerating the availability of educational and training resources
designed to improve the cyber behavior, skills, and knowledge of every segment of the
population, enablingaasf er ¢ y b e r. Mpnaberg of theo T Woakforce’ Committee serve

on groups within NICE to address these issues. Specifically, Committee memhead toe

effort addressing national cybersecurity digital literacy training and are members ofthe tea
addressing training and professional development programs for the existing cybersecurity
workforce.

In 2011, NIST charged the NICE initiative to develop a taxonomy of cybersecurity roles. Over
the last year Committee members have collaborated witl iICcoordination of thEr

Workforce CommitteelTWFC) initiative on Information Security Workforce Matrices (see
below), and in developing the NICE Cybersecurity Workforce Framework. This is a structure
that organizes cybersecurity work into seven aaieg and 31 specialty areas that provide the
means for understanding cybersecurity functions across every sector of the public and private
sectors. Future NICE work will refine the framework, map training and education to the
documented specialties, aiggntify gaps and associated future needs. The ITWFC Matrix
Project Team continues to work with NICE and will use this emerging framework to select roles
for future Federakybersecurity matrix development. Although the initial matrices published in
2011are not directly aligned with the NICE framework, all future matrices will use the NICE
framework specialty areas.

Cybersecurity Matrices:

The CI O Council’s I nformation Security and
Committees (ISIMC and ITWFC, respectively) announced the release of four of the
Cybersecurity Workforce Development Matrices and the accompanying Cybersecurity
Workforce Develpment Matrix Resource Guide in October 2011. The matrices were created
with input from Subject Matter Experts across multiple agencies during focus group sessions.
The information contained in each of the guage matrices is intended to givederalT

Departments and agencies a common framework for describing competencies/skills, education,
experience, credentials and training needed by performance level for each of the identified roles.
The Resource Guide is intended to assist line managers, busiitdsadears, hiring managers,

and HR professionals engaged in IT workforce development initiatiMes.matrices published

are for the roles of: Chief Information Security Officer, Information Security Assessor, Systems
Operations and Maintenance Profesalpand Information Security Systems & Software
Development Professional.

IT Job Shadow Day:

Each year,ite FederalCIO Council sponsors an IT Job Shadow D&yer 400 high school

students, from the Washington DC Metropolitan area as well as swatbns around the

country, participated in IT Job Shadow Day for 2011. Each agency/school partnership chose
their own best date for the function, and all Job Shadow Days were completed by the end of the
201062011 school yearlT Job Shadow Day is arcademic activity designed to give students

the unique opportunity to observe thederal T work world, learn aboutederalagencies and

“shadow” | T professionals as they go through

to pursue a career in tiederalT field.
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Office of Personnel Management (OPM) Collaboration:

During this period, members of the IT Workforce Committee served as Subject Matter Experts
and focus group participants working with OPM on the Cybersecurity and IT Program
Management Competency Models. Data from the IT Workforce Capability Assessment
(ITWCA) was used to provide and validate data
Management Models as part of theR&int Implementation Plan to Refofrederallnformation
Technology.

Clinger-Cohen Core Competencies Review:

Committee members are cently completing th&overnmentwide biennial review of the
competencies required by 40 USC 11315(c)(3) (Clinger Cohen Act) and 44 USC 3501, Section
209 (EGovernment Act).

Scholarshipfor Service (SFS, coled by the National Science Foundation (NSF) antthe
Department of Homeland Security(DHS):

This program includes scholarship and capdgityding components that attract highliber
students from institutions designated by the National Security Agency (NSA) and DHS as
National Centers of Academic Eadtence in Information Assurance Education (CAE/IAE) and
selected by NSF through a competitive proc@3se Office of Personnel Manageme®RM)

works with NSF by providing placement assistance and coordinating student compliance with
t he pr og reaomposents Eh€ommittee supported this highly successful program by
co-sponsoring two SFS events this past ye&ederaBriefing about the SFS program in
November; and the Annual SFS Symposium and Job Fair in January.

Information Technology Workfor ce Capability AssessmeniTWCA) :

The IT Workforce Committee in partnership with the -Office of Personnel Management (OPM)
administered the 2011 Information Technology Workforce Capability Assessment Survey
(ITWCA) to Federal civilian employees who regdy perform IT functions between January 18,
2011 and March 4, 2011. The ITWCA provided every Federal Executive Branch IT employee
with the opportunity to help shape the future of the IT workferoat only in his or her agency,

but also for the Feder@overnment as a whole.

Purposes The purposes of the ITWCA were to:

1 Assist employees in loatgrm career planning by providing a template by way of the
individual survey results to discuss professional development with their managers;

1 Contributetoth@r ogr ess of each agency’s mission
agency IT workforce in order to effectively plan for the future; and

9 Provide a holistic view of the capabilities and skills across the entire Federal IT
workforce. The input provided by indduals was aggregated to identify the supply of IT
expertise across the entire Federal IT workforce.

Response Ratdn December, 2010, OPM Fedscope estimated there were 103,322 Federal
employees in the Federal IT Workforce. 17,662 Federal employee$8@gencies completed

the assessment, which allowed respondents the opportunity to document the types of specialized
IT activities they regularly perform, and to sesess their own levels of proficiency in various
technical competencies and IT skillBhis represents a response rate of slightly over 17 percent.
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22 separate occupational series were listed in the survey as series which regularly perform IT
functions; in addition to those, almost 1,000 individuals stated that they were in occupations no
normally considered IT, but that they regularly performed IT functions.

Demographics 44.3 percent of survey respondents stated they were 51 years of age or older;
50.5 percent stated that they had over 20 years of Federal and/or military serviafeheAsme

of the survey (Januatylarch 2011), 19.2 percent of the respondents stated that they were
eligible for retirement within three years. The average GS grade of the respondentsias GS
Over 67 percent identified themselves as college graduat

Cybersecurity 42.2 percent of all the respondents stated that they regularly perform
cybersecurityrelated work. 20.4 percent of cybersecurity respondents stated that they were 51
years of age or older. These individuals identified key cybersgcarnpetency training needs

in Vulnerabilities Assessment (35.8 percent), Computer Network Defense (32.3 percent), and
Security Compliance (28.8 percent).

IT Program Management25.9 percent of respondents identified themselves as IT Program
Managers .IT Program Management was identified as:

“.the discipline of organi
[

zing and managing r
together advance accompl i shmen

t of one oOr mo r

40.2 percent of Program Managemenpogglents were in grades @8 and GSl4. 26.6
percent were age 51 or older. 72.9 percent of IT Program Managers held/adodegree or
higher.

IT and Human Capital leadership in agencies and across the Federal Government as a whole are
able to reviewthe ITWCA analysis and use the findings to make informed decisions on the
capabilities, skills, and resources that the IT workforce will need to help agencies successfully
accomplish their missions. Analysis of the survey information will also contribteategies

to recruit, retain, develop and manage a ftriymed and qualified IT workforce to meet current

and future mission requirements.
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Section IV: Disaster Preparedness

The Office ofManagement and Budget (OMB) in consultation with the Depattofen
Homeland Security (DHS)/ Federal Emergency Management Agency (FEMA) is required to
report to Congress on activities that further the goal of maximizing IT use in disaster
management. Three of the@vernment initiatives that are managed by the Deyrt of
Homeland Security (DHS) support disaster preparedness, response and recovery: Disaster
Assistance Improvement Program (DAIP), SAFECOM, and Disaster Management. Each
initiative uses IT in a different way when coordinating and facilitating informaBelow is a
brief description of IT use in each initiative.

Disaster Assistance ImprovemenProgram

Disaster Assistance Improveméirogram(DAIP) maintainsa Governmentwide single portal

for disastersurvivorsto submit electronic applications forsastance. The mission of the DAIP

is to ease the burden on disaster survivors by providing them with a mechanism to access and
apply for disaster assistance through the collaborative efforts of Federal, state, local, tribal and
nonprofit partnersDisasteAssistance.goprovides disaster survivors with a single source for
potential assistance programs, easy access to the application, application updates and disaster
related information.

Following a presidentially declared disaster, individuals in needddfidual assistance can

register for assistance onlinetdtp://www.DisasterAssistance.go¥ach year approximately 50
presidentially declared disasters cause injury and death, destroy homes and,larsingissupt

the lives of hundreds of thousands of people across the naisasterAssistance.gdwrings

together all Federal agencies that offer forms of assistance to simplify the process for disaster
survivors. Users can apply for DHS/FEMA individaaisistance and Small Business
Administration (SBA) loans through online applications and can also receive referral information
on forms of assistance that do not currently offer online applicatidhs

DisasterAssistance.gdWeb portaleases the burdem disaster survivors and increases their
access to disaster relief by creating a continually updated information clearinghouse that
provides information on the benefits most valuable to a disaster survivor, such as housing, food
and employment aid in bdotEnglish and SpanisBisasterAssistance.goeduces the time

needed to apply for aid and check the status of claims while decreasing redundancy in
application forms and processes. The portal ensures that disaster survivors, who may be
displaced or otherise out of contact, continue to receive benefits fromdisaster related
assistance programs. Application information is shared only with those agencies that the user
selects.

2011 has been described by many castionshSece” busi e
January 1, 2011, there have been 86 major disaster declarations across the United States. In each
case, thdisasterAssistance.g®ite has provided immediate assistance to survivors.

Disaster Management

The EGovernmentE-Gov) Act of 2002 mandates that the Government pursue opportunities to
leverage Information Technology (IT) in a cost effective way to enable the Federal Enterprise to
be more citizercentered and markelfriven. The Disaster Management (DM) program is

dedicded to leveraging innovative IT solutions to modernize andevetble Government
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services, increase responsiveness to citizens/business, and enhance Goweideredficiency

and cost effectiveness. The DM pr awilkklitmbfs mi s s
timely, accurate disasteelated information to the public, those affected by disaster, first

responders, emergency managers, and others. The program is essential to the overall FEMA
mission to enable first responders to communicate alf@borate with local resources, while

providing the capability to coordinate upward and outward with supporting resources. The

services of the DM program are designed to minimize loss of life and property by enabling
emergency response personnel to brpathre reatime situational awareness information.

DM will provide a nonproprietary operational infrastructure that acts to level the playing field
allowing disparate thirgbarty applications, systems, networks, and devices to share information

in an penbased standards format. Program activities will enhance public awareness by
providing a unified point of access to disaster preparedness, emergency response, and recovery
information for the general public and members of the emergency management dyraftrthe
Federal, state, local, regional and tribal levels. Portal Integration will allow for more accurate,
timely information availability to all stakeholders. The integration of the website with FEMA

Call Centers provides a greater degree ofsatfice and answers to Frequently Asked

Questions (FAQs). All program activities work to ensure ease of access to services, as well as to
assist those seeking services the ability to obtain support more quickly and effectively.

DM facilitates the developmennd adoption of emergency data exchange language standards
for incident management, thus enabling the emergency response community to seamlessly and
securely share data across disparate information systems. The Emergency Notification System
consolidates mtiple smaller stovgiped notification and alert systems and results in a single
resilient program to provide cost effective capability to provide notifications and alerts as an
Enterprise level service to all DHS.

DM is implementing a disaster assistaknewledgebase as part of a call center/website
integration effort, which will streamline and improve the availability of consistent, timely
disasteirelated information to citizens. The DM Initiative also leads and supports efforts within
FEMA to consolicdte portals and other public facing web properties in an effort to improve
access to disaster related informationdibistakeholdersOwnership of both DMFramework

and DM-OPEN will be transitioned from the DM Program to the FEMA National Continuity
Praograms (NCP) Integrated Public Alerts and Warning System (IPAWBs effort was
completed in September 2011

The DM FY11FY12 plan focuses on supporting the President's @aaninitiative by

providing transparency via the ability to provide timely, finiga accurate information in usable
formats on FEMA websites, through participation and collaboration, development and utilization
of tools, methods, and systems that allow data to be analyzed and accessed easier for decision
making, and web consolidatiowebsite management and outreach, and integration of the
Disaster Assistance Knowledgebase and Call Center/Website Integration. Priorities include:

Continued rollout of the CMS across DHS components;

Consolidation of Web content to more easily accessnmdtion on crossutting national
initiatives that FEMA manages for the benefit of Federal departments and agencies and
the American people, such as the National Exercise Program, National Training Program,

T
T
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lessons learned and corrective action platfogns,ant pr ogr ams, and
coordinating the Federal response and recovery efforts during disasters;
1 Update and enhancements to FEMA mobile site and the FEMA mobile application; and
1 Research, design, and development of emerging technologies.

SAFECOM

Through collaboration with emergency responders and policymakers across all levels of
Government, SAFECOM works to improve myjiirisdictional and intergovernmental
communications interoperability. The SAFECOM Executive Committee (EC) and SAFECOM
Emegency Response Council (ERC) work with existing Federal communications programs and
key emergency response stakeholders to address the need to develop better technologies and
processes for the muitirisdictional and crosdisciplinary coordination of esting

communications systems and future networks.

In FY12, SAFECOM plans to update and deliver the annual SAFECOM grant guidance
document to help maximize the efficiency in which public safety communicaiteted funds
are allocated and spemrovideguidance and support to the Office of Emergency
Communications as it conducts follayp, statewide planning evaluation activitieand povide
guidance and support to the Office of Emergency Communications in its delivery avistate
and tactical techoal assistance to state, local and tribal governments and first responder
organizations.

The SAFECOM websitehftp://www.safecomprogram.gguprovides members of the

emergency response community and othertdoesits with information and resources to help
them plan for effective interoperable emergency communications for disaster preparedness,
response, and recovery. It offers comprehensive information on topics relevant to emergency
response communicationsdafeatures best practices that have evolved frorawedd

situations.
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Section V: Geospatial

To minimize redundant data collection and information, tf@dzernment Act requires the

promotion of collaboration and use of standards for the collection and Bsdearalgeospatial

data and informationThe effective and efficient development, prams and interoperability of
geospatial data and services serve the interest of the Nation and the core missoesabf

agencies and their partners. Through interagency collaboration, common business best practices,
content development, and technolagguirements are identified to enable the development and
implementation partnerships asthndards that improve data quality and utility, ultimately
increasing access to valuable geospatial data.

TheFederalGeographic Data Committee (FGDC) has been aatithe development and
implementation of effective standards, technologies, and policies to promote the sharing of
geospatial dta throughout all levels ofdvernment, the private and nonprofit sectors, and the
academic community.

The FGDC was organized 1990 under the Office of Management and Budget (OMB) Circular
A-16, “Coordination of Geographic I nformation,
FGDC Steering Committee serves as an interagency policy group and consists of Senior Agency
Officials for Geospatial Information from F2derakgencies, including the Executive Office of

the President, Cabinet level and indepenéedieralagencies. The Steering Committee is

supported by the Coordination Group which is made upederalagency geospial program

leads and advises on the dayday business of the FGDC. The 2002 revision of OMB Circular

A-16 assigns the Deputy Director for Management of OMB as-Elwar of the FGDC. The

remainder of this section lists and explaagsivities and acamplishments in FY11

National Geospatial Advisory Committee

The National Geospatial Advisory Committee (NGAC) BealeralAdvisory Committee

sponsored by thBepartment of thénterior to provide external advice and recommendations to

the member agencies the FGDC.The NGAC includes members from all levels of

government, the private sector, Agmofit organizations, and academia. The NGAC promotes
two-way communication on issues of common interest to the national geospatial community and
provides a foum to convey views representativeloh t e partrens and stakeholders. Over

the past year, the NGAC has analyzed and provided recommendations on a number of key
geospati al policy issues. Hi ghl i ght:s of the

1 The NGAC developed recommendations on the Geospatial Platform initiative, The
National Map, geolocation privacy, the National Land Imaging Program, Transportation
for the Nation, and the Lidar/laser pointer issue.

1 The NGAC prepared white papers on logalernmenGeographic Information Systems
(GIS) best practices and best practices for interagency data sharing.

T The NGAC held a series of “spotlight sessi
topics to discuss new approaches and identify best praeincklessons learned. The
spotlight sessions focused on the topics of interagency data sharing, geospatial workforce
development, and National land parcel data.
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In 2012, the NGAC will continue to provide advice and feedback on the development and
implementation of key geospatial topics, including innovative strategies for geospatial programs

and partnerships, the Geospatial Platform, geospatial workforce develpgmerging

technologies, and partnerships witibal governments. These muiliceted activities will be a

maj or focus of the NGAC's work over the comin

FGDC Standards Process
The FGDC endorsed the United States Thoroughfare, Landmark antdARloktsss Data
Standard an&ederalTrails Data Standard.

The FGDC Standards Working Group is responsible for review and recommending endorsement
of standards developed by FGDC Subcommittees/Working Groups and other entities through the
F GD C’ -step st@dards development process. The FGDC standards process was developed to
be similar with the procedures used by other recognized standards development organizations,
including the International Organization for Standardization (ISO), the American National
Standards Institute (ANSI), and the Open Geospatial Consortium.

For EGovernment processes, the Office of Management and the Budget (OMB) and the General
Services Administration (GSA) mandate the use of validat€b¥ernment standards for

acquisition and eployment of EGovernment services. In 2007, the National Institute of

Standards and Technology (NIST) validated FGDC standards@wm\Eactivities, as they have

been developed through a rigorous standards process; consequently, FGDC standards do not
needto be submitted through an additional NIST evaluation panel process.

Geospatial Metadata

The FGDC led a community effort to generate and compile input to the ISO 19115: Geographic
Information— Metadata fiveyear review. The information collected from d@mmunity

provided critical insight into issues experienced when applying the standard to real world
geospatial data and operations. A revised draft international standard is expected to be released
in November 2011 as ISO 19}15Geographic Informatior Metadata Fundamentals.

OMB Circular A -119

OMB Circular A-119 directd-ederalagencies to use voluntary consensus standards in lieu of
governmenunique standards whenever applicable and to participate in voluntary consensus
standards bodies. AccorditgOMB CircularA1 6, “ ... t he FGDC ... wi | | re
development activities to areas of spatial data standardization not covered by other voluntary
standards consensus bodies, as defined by OMB Circelad o . ”

The FGDC Steering Committeeemdes ed t he “ FGDC Pol i €ederdyn Recog
Aut hored Geographic I nformation Standards and
SWG to evaluate and recommend +kederdly authored standards for FGDC endorsement.

The FGDC Policy notes thathile OMB Circular A119 directd~ederaluse of voluntary

consensus standards, it does not expressly define a mechanism for the identification, selection,

and coordinated implementation of voluntary consensus standards. The FGDC exercised this

policy to endorse 64 noifrederdly authored standards that enable interoperability for the

Geospatial PlatfornData.gov,placebased initiatives, and other potential future programs of the
FGDC.
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The FGDC participates in voluntary consensus standards bodies, &sddng©MB Circular
A-119.

The FGDC and its member agencies participate in public/private partnerships on standardization
activities through organizations such as ISO Technical Committee 211, Geographic
Information/Geomatics, the OGC, and International @uitee for Information Technology
Standards Technical Committee L1 (INCITS L1), Geographic information sysfEmsugh
participation in these standards bodies, the FGDC leverages the knowledge, skills, and talent of
the geospatial community in the deyaieent and implementation of standards that enable
information, data, and service interoperability among diverse segments of the geospatial
community.

FGDC GWG Process Alignment

Within theFederal Governmenthe two primary standards bodies that develop and/or evaluate
geospatial standards are 1) the FGDC and 2) the Geospatial Intelligence Standards Working
Group (GWG), chaired by FGDC member agency the National Geosjpagitigence Agency
(NGA).

The FA@C recognizes the need for common standards across the defense, intelligence, and

civilian communities, as these communities establish a common operating environment. This
becomes a key factor, as geospatial business requirements between operatiotia@vaicdaser

together. The GWG provides a conseAsased community forum authorized to prescribe and
mandate geospatial standards for us€édxgeral Governmermtrganizations within the

Department of Defense and the Intelligence Commurite FGDCiste GWG’' s | i nk to
civilian community. Through participation on the GWG, the FGDC leverages the resources of

the military and intelligence communities to review and evaluate the many standards that were
developed through ISO, OGC, and other standarde$.od

In 2011, the FGDC developed a standards review and approval process to align with the process
used by the GWG so that there will be common standards among the defense, intelligence, and
civilian communities. The FGDC implemented the process fohing &ind final, GWG voting
session for 2011.

Geospatial Platform

The Modernization Roadmap for the Geospatial Platform was completed and provides a
framework to describe the concepts and goal s
concludes the updnt planning process for the Platform and paves the way for implementation
activities.

The Geospatial Platform websitetf://www.geoplatform.gopwas launched, including the
Environmental Response Managemenpkgation (ERMA) that allows access to data and
information pertaining to the Deepwater Horizon Oil Spill. The Geospatial Platform is a
managed portfolio of common geospatial data, services, and applications contributed and
administered by authoritative s@es and hosted on a distributed, ckvaged infrastructure, for

use byGovernmentgencies and partners to meet their mission needs and the broader needs of
the Nation.
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Cloud Computing

A number of FGDC member agencies, including the General Servicemitration (GSA)

Federal Cloud Computing Initiative PMO, the Department of the Interior (Interior), the United
States Department of Agriculture (USDA), Department of Commerce (NOAA and the Census
Bureau), and others continued the process of deployindatd Platform as a Service for
geospatial data services and applications. ¢wodreference platforms have been developed,

for the CentOS/openGeo and Windows2K8R2/ArcGIS environments to create stable targets for
shared system certification. Key systeimst are now publifacing include: the Census Bureau
2009 TIGER data service, the National Wetlands Inventory, GEOSS Clearinghouse, and the
ERDDAP particle tracking model system. In a few cases, ttlead deployments also

constitute agency offerings the "CIlO Cloud First" initiative. GSA Infrastructure as a Service
(laaS) certification of the basic cloud infrastructure is being sought as infrastructure to host these
"Platform as a Service" (PaaS) solutions. Rapid deployment of approved platfornuicaidits

is expedited through use of GeoCledelveloped scripts, allowing agencies to deploy new
services within hours. Cobenefit analysis anbestpractices are being prepared by all the

projects to improve uptake ofoudservices by additiondederageospatial applications.

OMB Circular A -16 Supplemental Guidance

The Supplemental Guidance for OMB Circularl® was completed and issued by OMB to all
agencies. The Guidance provides definitions and clarity to selected elements of OMB Circular
A-16 tohelp facilitate the adoption and implementation of a coordinated and effEetiegal
geospatial asset management capability. This management capability improves support of
missioncritical business requirements of thederal Governmemtnd its stakehders. The
Supplemental Guidance primarily focuses on geospatial data as capital assets and provides the
foundation for a portfolio management approach to a National Geospatial Data Asset (NGDA)
Portfolio comprised of NGDA Themes and their associated NGBragets.

Portfolio Management Begins Implementation

A key tenant of the Circular-A6 Supplemental Guidance is having an understanding of the
inventory of National Geospatial Data Asset (NGDA) datasets. The development of the current
NGDA inventory afforé NGDA Theme Leads the opportunity to review, validate, and evolve
those data assets for which their organizations hold stewardship responsibilities. In order to
effectively show how the NDGAs support the business requirements Bétlezal Government

ard its partners, the data inventory needs to compare characteristics such as content, quality,
application, validity, and definition in order to have a consistent process for determining the data
that belongs in the inventory. This initial NGDA inventojiaty identified a baseline

portfolio in support of an emerging fydbrtfolio management process.

The portfolio management implementation strategy serves as a guide for the actions needed to
execute the requirements for the management of the portfdl@GDA datasets. There is a

phased approach for achieving full implementation and it includes continual improvements and
annual reporting on progress. Each phase supports the outcomes identified in the OMB Circular
A-16 Supplemental Guidance. The pditfananagement process consists of six stages:

inventory, selection, organization, management, evaluation, and monitoring. This process also
includes the setting dfederalgeospatial dataset priorities to ensure that NGDA Datasets are
available to suppothe mission needs of tikederal Governmerind its partners, as determined

by Federalagencies and their padrs and as recommended to OMB.
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Section VI: Highlights of Agency Accomplishmentslhat Improve Citizen
Engagement

The Open Government Directieenbodies the spirit of the-Government Act by ensuring

public trust and establishing a system of transparency, public participation, and collaboration. A
core tenet of Open Government is that citizens are equally as capable as the Federal government
ofsiggesting innovative ideas and identifying i
contributions in a way that improves government is challenging. Federal agencies have led the
way to develop platforms, policies and training that facilitate morei@iticexciting, and

meaningful government interaction with citizens. All Open Government activities are built upon
the foundation of making government information more transparent through the release of more
raw data easily accessible by citizens. Inseegpublic participation can aid government

employees in accomplishing their own work with increased innovation and efficiency and spur
innovation. A few highlights of Agency Open Government IT Accomplishments are outlined in
this section.

Department of Agriculture

CropScapei Linking Space and Agriculture

USDA’' s National Agricultural Statistics Servi
service that significantly eases users’ acces
CropScape walsuilt in cooperation with George Mason University using Open Geospatial

Consortium (OGC) standards allowing for web mapthcapability with other geospatial sites.

By applying the best practices in science and technology, this service links spaceauitiegri
CropScape is constructed to disseminate, visualize, query, and analyze the Cropland Data Layer
(CDL) accurately through standard geospatial Web services in a publicly accessible online
environment.In addition, CropScape provides a plethora of¢psuch as interactive data
visualization, geospatial queries and even automated data delivery to services.

CropScape delivers data visualization tools directly into the hands of the agricultural community
—without the need for specialized trainingfta@re or equipment. These resources can be used
by researchers, policymakers and farmers alike to evaluate vital issues facing American
agriculture, such as agricultural sustainability, land cover monitoring, biodiversity, weather
disasters and more.

Sine CropScape was launched in early January 2011, nearly 25,000 visitors have interacted with
the site, including 85 countries and all 50 statéspScape utilization of OGC Web Mapping
Services (WMS) provides the capability of serving maglCDL imagesd other geospatial data
portals for data queries, providing a method for automatic area of interest data delivery and on
demand crop statistics for uses in other applicatioigs://nassgeodata.gmu.¢@uopScape/
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Department of Education

ED Data Express

Since its initial August 2010 launch, ED Data Expite$s://eddataexpress.ed.génas been
serving the public by providing access to higllue educationata in an easyo-use, interactive
format.This year, ED Data Express expanded the data visualization tools, enhanced
documentation, and provided social networking options for users.

Version 2.0 of ED Data Express offers a new visual layout and provieeaibtiic with more
dynamic tools to interact with the data suchaasiapping feature that allows users to view the
data displayed on a map of the United Statedsend line tool, which displays a data element
graphed across multiple school years; amdnditional analysis tool, which allows users to view
one data element based on conditions set by another data element.

In addition, the site has improved documentation and added the ability to share information from
the siteusing social networking tools.

The Department is committed to continually updating the data and enhancing the tools available

to users. Version 3.0 of ED Data Express will include a redesigned State Snapshots section that

is under development and is scheduled to launch this winter.

Depatment of Enerqy

Energy Scientific Research Data

E n e r @ffjcé &f Scientific and Technical Information (OSTI) is now registering publicly
available scientific research datasets create@n®ygyfunded researchers through DataCatie,
international congdium focused on improving access to research data. OSTI, within the Office
of Science, became a member of DataCite in January 2011 to facilitate ad€essjigesearch
datasets. Through this membership, OSTI assigns Digital Object Identifiers (D@is) to
individual datasets to aid in citation, discovery, and retrieval. This "DOls for datasets" service
helps enable achievementii e r gogl to provide open access to experimental data, as set
forth inE n e r 20%1 Ssrategic Plan. In addition, ctieg stable pathways to these datasets
makes the scientific process more accessible and the research moeblepdir future
discoveries.Once included in the Energy Citations Datab@s&w.osti.gov/@ergycitationy,

these often hartb-find datasets are subsequentlyrsbable in Science Accelerator
(www.scienceaccelerator.gp\Ecience.goywww.science.go)y and WorldWideScience.org
(www.worldwidescience.olgscience portals, as well as other major search engines.

Department of Health and Human Services

The Open Government Initiative has created an unprecedgpedunity for the U.S.

Department of Health and Human Services (HHS) to promote transparency, collaboration, and
participation in causes importantitemission.Under Pr esi dent Obama’ s
taken extensive steps to advance opemernmat through more than 80 activities articuldie

its Open Government Pldritp://www.hhs.gov/operAmong the most important of these

activities arats efforts to promote increased access to and innovation utiltaidgta resources,
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improved responses to Freedom of Information Act requests, and promotion of greater
participation inits mission activities through new media applications.

HHS has helped advanéeme r i c a’ s dGovemrmenigendacapdeneatemore

efficient and effectiv&sovernmenthrough greater transparency, participatiamd

collaboration.H H SHealth Data Initiative has made substantial progress improving public
access to HHS' vast data resourtlessesoarned hel ped
through an extensive c¢amp-atilgon ,f” parbd i “‘cmeetmppes
major data resources can now be foundeslth.Data.gowand freely accessed by anyorigis

data is being harnessed by a rapidly growing arragrafvators and entrepreneurs to create

products and services that help consumers find the right care providers, doctors deliver better and
safer care, employers promote health and wellness, mayors makearfetteed decisions, and

much more-while alsohelping to create jobs of the future in the process.

HHS is also proud to partner with the Department of Veterans Affairs and the Department of
Defense to | aunch the “Blue Button” initiatiywv
military beneiciaries to download electronic copies of their own claims or personal health

information for the first time.Over 400,000 veterans and beneficiaries have downloaded their

own data using Blue Button.

HHS is also excited to have advanced the abilityookomers to take control of their own health
care throughHealthCare.goya new website that enables Americans to easily search for health
insurance options that may be right for them, leveraging the most comprehensive inventory of
private insurance plaand public health coverage program information ever
assembledHealthCare.gownvites continuous online feedback from users, helghieg
Departmentvolve the site in a way that best serves the neete @iublic.

H H SOpen Government strategy is aboudrmthan just making data available to the public.

HHS will continue to improve the depth and quality of open data resources available on
Health.Data.gov In addition, in collaboration with a new publicivate partnership, the Health

Data ConsortiumiHiHSwi I | conti nue to actively support tF
innovatorsandente pr eneur s whodaar e utilizing HHS’

Department of Homeland Security

The Department of Homeland Security (DHS) has been hagpieg dialogues to receive
commetns and ideas from the public on cybersecurity and National Preparednestheasing
Gener al Ser vi c eGSA) Anlima coflabosation toapiovadimg as update of the
Deparmnent ' s s o ¢ i and povideng additional aatasess,tata.gov

The Department of Homeland Security and-altleralagencies are working to reduce their
backlog of Freedom of Information Act requests. When the Administration took office in 2009,
the FOIA Office faced significant challenges, including record backlogslalayed response
times. The Department took this seriously, hiring a highly respected Chief Privacy Officer to
improve performance, which it has done successfully on every front:
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Two years ago, the Department faced a backlog of more than 74,000 FOIA requests. Under this
Administration, DHS has reduced the backlog by 84 percent, from 74,879 to 11,383 requests. In
fiscal year 2010 alone, DHS reduced its backlog by 40 percent, eglipsih theGovernment

wi de Open Government Directive’s instruction
year, as well as DHS's own Open Government Pl
year. In the past two years, DHS also redubedaverage time it takes to process FOIA requests

in its system by 58 percent, from 225 days to 95 days. These substantial reductions occurred

even though DHS received more FOIA requests than any lelderraldepartment. In fiscal year

2010, DHS receivei30,098 FOIA requests22 percent of all FOIAs received by tRederal
Government-and processed 138,651 requests, also more than anyetteraldepartment

In addition to enhanced public participation opportunities, the Department has inventoried ove
900 datasets of an estimated universe of 1200 and has developed a dataset candidate pipeline of
over 70.

Department of Housing and Urban Development

Launched the HUDdIle

The Department of Housing and Urban Development (HaD)Inc hed t he HUDdI e,
interactive bilingual blog that replaced the previous blog on the home page of HUD'.gdvh e

HUDdI e” e n aZmtlueisg HUR eanghl@eyee&to post comments and engage in a

conversation with one another. The HUDdle was designed to enable HUBraximith the

public, its stakeholders, anits grantees like never beforédnother big improvement of The

HUDdIl e over the old HUD. gov blog i sFronmhat it’' s
regular bloggers, to guest bloggers, to video blogsspadial behingdhegcenes at HUD

content- The HUDdIle will be the gdio place for news, information, and dialogue about all of

the great work HUD is doing in homes and communities nationwide

Department of Justice

FOIA Dashboard

As its “fhagsht heiolespca@usto|d hedged a new “FOI A
to enable the public to track and measure FOIA compliance for all 97 agencies subject to the
Freedom of Information Act (FOIA)Launched in March, 2011, the FOIA site, found at
http://www.foia.goy serves as a comprehensive public resourc&éwmernmenivide FOIA
compliance data. It displays graphically al/l
FOIA report, including the numbers of FOIAgueests made and processed by each agency, the
disposition of those requests, the time taken to respond, and any backlogs of pending requests.
Agency data can easily be compared and contratiedrs can select the criteria they want to
examine and therun custom reportsThe Department also generates reports that would be of
interest to the public and includes those on the site.

FOIA.Gov also has a significant educational component. There are videos embedded in the site
that describe the FOIA and eapt how it works. The site includes frequently asked questions

and provides contact information for all agencies subject to the FOIA, making it easy to know
where to send a FOIA request. There is also a rkawlyched search function on FOIA.gov
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which alows the public to enter a term and find all the records on that topic that are already
available on agency websites

Department of Labor

Customer Service Modernization Program

The Department of Labdtabor)is working to position itself as a leader mstomer service for
the executive branch. To evaluate the stale afb acustoreer service efforts, address existing
process gaps, and deliver a comprehensive strategy for improving service throughout the
DepartmentLaborhas developed the Customer SeeMModernization Program (CSMP).

Laborhas initiated the CSMP by identifying three agentiesWage and Hour Division, the
Office of Safety and Health Administration, and the Offic&edfleralContract Compliance
Programs to participate in a pilot prografil three agencies are worker protection agencies and
each receive complaints from employees and assist employers with regulatory compliance.

To implement the technological components of the CSMBoris utilizing a modular

development process. Freaiiecontinuous, and close collaboration between the project team
and participating agencies will encourage ongoing process improvements, and performance
evaluation. More importantly, the ability to review outcomes throughout the development
process will dbw the CSMP team to make small or large changes in strategy where necessary.
Instead of waiting months or even years to discover a particular approach is ineffective, a
modular approach will helpabormaintain flexibility, and correct problems and inefficiencies as
they arise.The product will be a better customer service system sooner and at a lower cost.

Finally, as part of the CSMRabor has developed two "Signature Initiatives," which will

engagekey stakeholders and the software developer community in delivering publically

available data thaborcustomers. The Occupational Employment Statistics Challenge
http://challenge.gov/Labor/20@ccupationakmploymentstatisticschallengeandLabors
InformACTION App Challengéttp://challenge.gov/Labor/26dol-informactiorrappchallenge

call on developers to use data frhabors Bureau of Labor Statistics and other agencies to help
people find good jobs, take the next step in their careers, or make educated consumer decisions.

Department of State

The Open Government Partnership

The Op@ Government Partnership formally launched in New York on September 20, PB4 1.
founding governments (Brazil, Indonesia, Mexico, Norway, Philippines, South Africa, United
Kingdom, and United States) endorsed an Open Government Declaration, announced the
country action plans, and welcomed the commitment @d@&rnments to join the Partnership.
The Department of State led the formation of the Open Government Partnership [D&$d.
governments embrace a set of highel open government principlgdedge countrspecific
commitments for putting the principles into practice, and invite civil society organizations to
assess their individual and agtive progress going forward.
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The objectives of OGP are to:

1 Strengthen and increase the visibilitynglw norms around openness, accountability, and
participation inGovernmentwith leadership from a diverse coalition of countries.

1 Showcase the leadership of both developed and developing countries, highlighting
innovations and creative best practicedwatoad appeal, and facilitate the creation of
opportunities for countries to learn from one another and theyoeernmental sector.

1 Secure concrete commitments that will make participating governments more efficient,
effective, and responsive and tharsl their individual and collective embrace of open
government, as well as making open government a forum for the exchange of innovative
practices.

1 Empower civil society as a critical partner in the effort to @tyernmentaccountable
and makesovernmenmore efficient, effective, and responsive to citizens.

The Core Elements of OGP are:

1 ADeclaration. A voluntary and notbinding declaration that expresses shared beliefs
about the role of openness and citizen engagement in fostering accoungabititgting
innovation and growth and improving performance. The declaration compriselewegh
common commitments to changing the way that governments do business, while
encouraging countrgpecific innovations to flourish.

1 Concrete Commitment$o ensurehat the OGP process drives action, the declaration
will be coupled with concrete action plans from governments developed with public
consultation and feedback at the national level. The eight founding OGP governments
will develop their commitments thatare announced simultaneously in September 2011
in an effort to foster the sharing of best practices and raise the level of commitment. A
broader group of governments that demonstrate a basic commitment to open government
will then follow a similar processver the next six months, announcing their own
countryspecific commitments in March 2012.

1 Ensuring Followthrough.The final key element is a process for holding governments
accountable for their commitments. OGP will establish an independent and open
medanism to assess implementation of all country commitments on an annual basis and
encourage international and local civil society organizations to track and assess progress
by participating governments.

Additional information can be found at:

1 http://www.opengovpartnership.org/

1 http://www.state.gov/g/ogp/

1 http://www.whitehouse.gov/thpressoffice/2011/09/20/facsheetopengovernment
partnership
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Department of the Interior

Climate Change

The Department of Open@&eetnmentdlagshp mitiative fodusesamr i or )
climate change. This indtive is focused on delivering improved access to climate change

related data and data derived products such as reports and models for researchers, managers,
government and negovernment partners, watch dog groups and the public at |&rgs.

initiative clearly demonstrates the value of open government and is closely trethtersr

High Priority Performance GoaClimate change is of great interestneerior

stakeholdersindividual bureau efforts on climate change information management ag bei
coordinated in ways that were not previously possiblee identification of critical data sets that
serve as key indicators for a wide variety of climate related impacts provides improved
management capability and an enhanced understanding of teeaade@npacts of climate

change, not just oRederdly-managed public lands, but also for state and privately held

lands. Increased collaboration is being fostered by this initiative in improving the discovery of
and access to climate change informatiBeyond the ability to discover informatiolmterior s
climate change activities will provide new capability to aggregate information and improve
consistency in analytical processingterioris collaborating with internal and external partners

to enhace access to information and informati@tated products such as reports, plans and
models. For more information dnterior s commi t ment to cl i mate chan
http://www.doi.gov/whatwedalimate/index.cfm

Department of the Treasury

Helpwithmybank.gov

The Departmentf the Treasury (Treasurg)so implemented enhanced methods to capture
citizen feedback through an internet site which reinforces the importance of fair and honest
treatmenfor bank customersThe site www.helpwithmybank.govs designed to provide

answers and solutions for customers of national banks and covers topics such as credit cards,
checking accounts, overdraft fees,rtgages and credit reports.

Additionally, the site also advises consumers on how to file a complaint if they are not satisfied
with a resolution from a national bankl'he Office of the Comptroller of the Currency (OCC)
created the On Line Customer Comipt (OLCC) application,
https://appsec.helpwithmybank.gov/olcc_forproviding consumers with the option to submit
complaint via the InternetPrior to the launch of the OLCC, complaints kcbonly be submitted
using US mail, fax and email.

Department of Veterans Affairs

PostTraumatic Stress Disorder (PTSD)Coach Mobile Application

The PTSD Coach is primarily designed to enhance services for individuals who are already
receiving mental hetld care, though it is certainly helpful for those considering entering mental
health care and those who just want to learn more about PTSD.
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PTSD Coach enables users to track their PTSD symptoms, links them with local sources of
support, provides accuratgormation about PTSD, and teaches individualized strategies for
managing PTSD symptoms at any moment.

The application is one in a series of jointly designed resourcesHimDepartment of Veterans

Af f ai r Nationg] Geatgr for PTSDandh e Depar t me Mationad Cent®&@ ®f ens e’ s
Telehealth and Technology. The PTSD Coach was designed t8dmwipe memberd/eterans,

and their families help manage readjustment challenges, while getting anonymous assistance.

The PTSD Coach enables us#o track their PTSD symptoms, links them with public and
personalized sources of support, provides accurate information about PTSD, and teaches helpful
strategies for managing PTSD symptoms on the go.

Since its launch, the PTSD Coachabile deviceappications) have been downloaded by more

than 28,000 users in 54 countries. More than 26,000 of these downloads were in the United
States. The PTSD Coach application serves the needs of Veterans and their families, all over the
world.

Environmental Protection Agency

Apps for the Environment Challenge

This challenge was extremely successful in promoting the innovative tise Bfvironmental
Protecti on Aagaebytbiy pastiePB Reéeived 362 followers for the Apps for

the Environment Challeng&he Apps for Environment challenge addressed several OpenGov

data related objectives including creating opportunities for data owners/subject matter experts to
provide insight regarding their data to developers and interested parties, creating a Ifahem fo
public to suggest data or applications of interest, fostering a community of developers to discuss
ideas and pose technical questions, and providing incentives for interested parties to create useful
applicationsSee related information dtttp://www.epa.gov/appsfortheenvironment/

General Services Administration

The General Services Administration (GSA) Builds the Road to Social media Success

GSA officially encourages the use of social médianhance communication, collaboration, and
information exchange in support of GSA’s miss
Use of Social Media (The Social Media Navigator) and updated an online course including a
mandatory ethics course éducate GSA employees on their responsibilities regarding the use of
social media.Since its publication in May, the Social Media Navigator has been downloaded

506 times fronG S A puslic and internal sitesan average adlmost 100 downloads per month

The GSA Social Media Awareness Training has had 618 completions and the 2011 Annual

Ethics Training Ethics and Social Media has had 4,041 completitmsddition, GSA has

received requests from other government entities to use the Navigator, mosy fecen state

of Kansas.An interggency Social Media Task Foray-led by the Office of the Chief

Information Officer and the Office of Communications and Marketing, promotes the informed

use of soci al medi a t o enc osanatigegublicinal o g, enga
meaningful tweway conversatiors-an innovative way to support custome€SA effectively

uses a number of social media sitéfe dashboard assists in ensuring that GSA leadership has

31


http://www.epa.gov/appsfortheenvironment/

visibility into all public messaging via social @hia applications, creating a collaborative synergy

and enhancing the effectiveness of all social media outréa@A’ s pol i ci es and b
are publicly available avww.gsa.gov/socialmediand all, ncluding the public, are welcome to
contactsocidmedia@gsa.gowith questions.

National Aeronautics and Space Administration

Community and Collaboration through Challenge Platforms

A main focus of the Open Government Initiative is to offer Americans numerous opportunities to
participate in National Aeronautics and Space
mission. Innovation platforms give NASA an opportunity to engage cigxplorers to help

NASA solveits toughest challenges. A recent success story is the Centennial Challenge

program, which awarded the largest prize in aviation history for the development of mere fuel
efficient aircraft and sparked a new electric airplsngeistry and can be found at:
http://www.nasa.gov/home/hgnews/2011/oct/HQ3B GFC_Winners.html

NASA also continues to use online innovation platforms such as Inne€&oiin
https://www.innocentive.com/pavilion/NASAnd topcoder.com
http://www.nasa.gov/directorates/heo/ntl/index.httolengagée he wor |l d’ s bri ght es
help solve tough problems for cash awards. This year, NASA launched an internahagkncy

challenge platform that is used to identify solutions to internally posted challenges by internal
personnel and expertise.

In addition to all the online collaboration platforms, NASA is also looking at ways to bring
communities of innovators together, in person, to solve problems. NeA&Achostof

Random Hacks of Kindness (RHoKitp://www.slideshare.net/opengovpartnership/random
hacksof-kindness9309782 a unique collaboration dedicated to using technology to make the

world a better place. Two events are hosted each year and brirfgetagetre than 1,500

software developers, students, and disaster experts from 20+ global locations for a saekend
“hackathon” to coll abor at evorl disaseo relefichalepngesso me o f
facing humanity.

National Science Foundatia

Social Media

The National Science FoundatiddSF is leveraging multiple social media tools to enhance

public participation in its work and communicate the significance of science and engineering in

t he pdabylivexTae cr e at-&n addidrinhdeaardinsg experiare for the public,

NSF builtamobilempp based on NSF’' s “ Sci emcoer3k6 0 .ngudvt:i niel
Web portalhttp://science360.govthat spotlights research and engineering adesacound the

globe. The app is rich with video and interactive content that illustrates the science behind

things in everyday life, such as climate change, football, and comp@imgtent is either

produced by NSF and its partners or gathered fronmtsstie and research institution®verall,

the app facilitates greater putdbletuserstpshare¢ i ci pat
and comment on NSF news via enaill social media sites

32


http://www.gsa.gov/socialmedia
mailto:socialmedia@gsa.gov
http://www.nasa.gov/home/hqnews/2011/oct/HQ_11-334_GFC_Winners.html
https://www.innocentive.com/pavilion/NASA
http://www.nasa.gov/directorates/heo/ntl/index.html
http://www.slideshare.net/opengovpartnership/random-hacks-of-kindness-9309782
http://www.slideshare.net/opengovpartnership/random-hacks-of-kindness-9309782
http://science360.gov/

Nuclear Regulatory Commission

Social Media Opens New Communications Opportunities

In 2011,NRC has enhanced relationships with stakeholders by promoting a sense of community
though social networking technologiedRC implemented the use of a new public bowl

other social media @isto offer even more ways to interact with and inform the public and raise
awareness about the agency and its mission.

N R C bleg debuted on January 31, 2011, with a welcome message from NRC Chairman
Gregory Jaczko. In addition to access via the Welhltigpis available using mobile devices
(such as smartphones3ince its establishment, the blog has had more than 130,000 views and
has proven especially useful in enabling quick public communications during and after the
events at the nuclear facilities Fukushima, Japan, and during U.S. events this year:

1 On average, the blog has just under 500 views per day; immediately after the event at
Fukushima, views peaked at just over 5,700 in one day.

91 During the week of August 22, 2011, blog posts providéarination on earthquake
response and hurricane preparation at nuclear power plants.

1 Daily views of the blog peaked at more than 1,000 during the Missouri River flooding
event.

Social Security Administration

Online Citizen Participation and Collaboration

For FY11, the Social Security Administration (SSA) has engaged the public in several important
activities, in December 2010, Social Security held two online collaboration and participation
forums to solicit ideas f oOnetfoturaaddressed éenpldyeeB g e nc
and the other the public. In March 2085Ahosted a webinar aimed at colleaged and young
workers entitled, “Soci al Th&webinarfeaturedalivkl: What'’
guestion and answer session with questisubmitted by the public before and during the

webinar and through various means, including the webinamasitesocial media sites.

In June 2011, Social Security participated in a 508 Listening Session hosted by the CIO Council
Accessibility Committee to collect ideas on improving accessibility technologies. In August and
September 201 5SAheld public forums on Accessibility for pgle with disabilities. The

purpose of these forums &8 aactessibilgygpoliesandt he pub
practices related to Section 508SAlive streamed the forums for those who could not attend in
person. Several times throughout ylear, Social Security held Compassionate Allowance

(CAL) Outreach hearings to engage the public about potential additions to the agency listing of

CAL medical conditions.

Through social mediachannglsnd SSA’ s own Open Government por
(http://www.socialsecurity.gov/opgrthe agency notified, encouraged, and directed citizens to

each activity.Depending on the forum, the method of participating varied but included

providing comments on social maditescommenting orRegulations.goycommenting on

designated web pages, and participating in the event either in person, on the phone, or online.
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U.S. Agency for International Development

More USAID Tools and Data Sets Publicly Available on Data.gov

The United States Agency for International Developme&AID) recognizes that highalue

information, published online in open formats can be very valuable to staff and partners

aike., USAI D's Chief I nformati on O&athgoeveghrhigh s r espor
val ue, authoritative data that explains and s
mission. USAID's Greenbook, the authoritative data set of U.S. foreign assistance, continues to

rank among the most downloaded data sets on the siteakvibst 53,000 downloads to

date. New high value USAID data sets and tools addesthta.gowthis year include:

Famine Early Warning System Network (FEWS NEBETYSAID-funded food security and
famine early warning system covering more than 30 of the foodinsecure countries in the
world http://explore.data.gov/Geographnd Environment/Famin€&arly-Warning System
Network FEWSNET-/64rueene

Eastern Horn Market Price Datd his dataset shows monthly market pricing data for 19 staple
cereals from January 2000uly 2011 for Djibouti, Kenya, Ethiopia and Somalia
http://explore.data.gov/Prices/Eastétorn-MarketPrice Data/rvgee6sp

Development Experience Clearingho(B&C). The DEC is the largest online resource for
USAID funded techical and program documentatibtip://explore.data.gov/Foreign
CommerceandAid/DevelopmenExperienceClearinghouse/rvb2jpx.

The USAID Environmental Compliance DatahaSelatabase of environmental iangt
assessment required of all USAID funded activitigp://explore.data.gov/Population/Fhe
USAID-EnvironmentalComplianceDatabase/79gg/sh
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Sedion VII: Compliance with Goals and Provisions of the Act

The EGovernment Act requires all agencies report of their efforts to implement all of the E
Government Act provisions and goals. This section provides an overview of each individual
a g e n c yities duang FYillvto remain in compliance.

Department of Agriculture

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://www.ocio.usda.gov/n_USDA IT_Strategic_Plan.pdf

This plan serves as a framework for the communication and planning which facilitates the
partnerships between the Department ofi@dture (USDA) IT and business communities. It
also promotes effective decisimmaking and dissemination of information to the public.

Enterprise Architecture (EA) Plan:
http://www.ocio.usda.gov/e arch/doc/USDA%20EA%20Program%20Management%20Plan%20
FINAL%20v1%2000.pdf

In FY10, USDA created an Enterprise Architecture Program Management Plarn: FRYIZ)
which provides the core, foundatioreéments for an actionable, thrgear (FY10FY12)
roadmap of progrartevel initiatives and tasks that will mature the EA Program and support
USDA in IT decision making.

Information Dissemination Management to the Public

The USDA Electronic Freedom of mimation Act (FOIA) Reading Room is the product of
collaborationbetween the USDA FOIA Service Center, the Office of the Executive Secretariat
(OES), Washington Communications and Technology Services (WCTS) and’§SDA
component agencies. In FY11, a newpbasis was placed on proactive disclosure of
frequentlyrequested materials and data sets; this is expected to continue and be expanded in
FY12.As part of thisexpansion, the USDA FOIA Service Center and the USB@adizernment
Portfolio Director are colladrating on efforts to establish a processdeterminingpublic
dissemination oE-Government Initiative/Line of Business information

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve thdissemination of and access to agency information by the public
http://w3.usda.gov/comments/contentinventory.html

As a further means to improve the dissemination of and access toatifomJSDA integrated
asearch appliance into its enterprise Internet infrastructure, thus permitting searches of all files
intended for public use on tleebsite This mechanism also conveniently displays prioritized
search results in order of relevan&esponse times) accordance witindustry best practices,

are included with the results.

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.dm.usda.gov/foia_guide.htm
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This gude provides an overview of the provisions of FOIA which govern Federal agencies’
responsibilities and the public's rights. It also outlines how and where inquiring parties should
make a FOIA request, required response times, the conditions for exgeditedsing, fees and
fee waivers, initial request determination, appeals for restricted access, and information
regarding judicial review.

Primary FOIAwebsite http://www.dm.usda.gov/foia.htm

Frequent requests for records are made available to the public at:
http://www.dm.usda.gov/foia_reading_room.htm

The USDA Electronic FOIA Reading Room contains the following library stack&lSDA

Policy Manuals, Regulations, Notices and Memoranda; (2) Instructions Affecting the Public; (3)
Responses to FrequenBubmitted FOIA Requests; (4) Final Adjudicatory Opinions; (5)

Agency Annual FOIA Reports as submitted to the Department of Justid€6) Individual
Electronic FOIA Reading Rooms for nine USDA agencies. Within the reading room, members
of the public can also access the USDA annual reports from 1996 to the present and they may
view contracts and purchase orders established betw&bw ldnd the private sector.

Dissemination of Federal Research and Development (R&D) Funding to the Public

Public websites disseminating research and development (R&D) information to the public,
describing for each whether the website provides the putbtiocnhation about Federally funded
R&D activities and/or provides the results of Federal research:
http://www.usda.gov/wps/portal/usda/usdahome?navtype=SU&nalASERRCH_SCIENCE

A list of research projects is available in the directoriéSapdnce.gowat

http://www.science.gqwo provide easy access to-alicompassing Governmentde research
materials. The guidelines outlined and links provided on USDA's site regulate the scientific
research information used, produced, and published by USDA in order to preserve the
objectiuty, utility, quality, and integrity of scientific research disseminated by Federal agencies.
The Agricultural Research Service (ARS), Economic Research Service (ERS), Forest Service
(FS), Food and Nutrition Service (FNS), National Agricultural StatiSavices (NASS), and
National Agricultural Library (NAL) are particularly noteworthy examples of agencies within
USDA that have made access to research and development information accessible to the public
and employees. Each of these agencies maintaiog/iitspecialized, searchable web site for
research.

Dissemination of Formal Agency Agreements with External Entities to the Public

Inventory of formal agency agreements with external entities:
http://riley.nal.usda.gov/nal_display/index.php?info_center=8&tax_level=2&tax_subject=156&lI
evel3_id=0&level4 id=0&level5_id=0&topic_id=17&&placement_default=0

The National Agricultural Library (NAL) expands public access to agricultural information and
facilitates the successful devel opment of the
partnerships with external libraries, organizatonsand pri vate i ndustry. l
partnerships, please visit National Agricultural Library Partnerships. Additionally, the National

Institute of Food and Agriculture (NIFA) partners with more thantwnmedred colleges and
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universities that comme the nation's Land Grant University System. These universities are
designated to receive unique Federal support
advance knowledge for agriculture, the environment, human health ardeivell and

comnunities. Informationonthe Lam@r ant Uni versity System and NI
available athttp://www.csrees.usda.gov/glinks/partners/state_partners.htmi

National Archives and Records Administration (NARA)- Approved Records Schedules
Inventory and Progress on NARA Bulletin 200602
NARA-approved records scheduléstp://www.ocio.usda.gov/records/index.html

The Office of the Chief Information Officer manages USBRecords Management Program,
for which NARA outlines the major responsibilities that Federal agencies currently have for
preserving electronic records. The USDA has sgsthblished processes andgadures to
ensure the proper management, scheduling, and disposition of USDA records.

Implementation of Electronic Signatures for Interoperability

USDA’'s LincPass credentials meet National I ns
guidelines for eleconic personal identity verification, and will be used in the future as part of
USDA' s electronic signature solution. I niti al

electronically authenticate and authorize users for access to protected Web applidedidn®s * s
new LincPass- eAuthentication single sigan (SSO) service went live on September 28, 2010,
giving USDA employees and contractors single sigraccess to 462 USDA Web applications.
In FY11, USDA processed more thidmee millionauthenticationgach month for employees,
contractors and customers.

Another example of how USDA is implementing use of electronic signatures is the Ethics E

Filing Use of Electronic Signatures. In 2011, the USDA Departmental Management Office of

Ethics (OE) implementedhaEthics Forms Automation (EFA) system to allow for tHdieg of

Public (OGE278) Financial Disclosure Reports for USDA 700 O&8 Report filers.The

Office of Ethics is responsible for ensuring that all statutorily required personnel file their

requred ethics compliance documentation at the right time and inThik includes, for the

relevant parties, OGE Form 278 An n u a | Public Financi al Di scl os

Electronic Means of Enhancing Public Participation in Government

USDA’ s uReglatorfs.gawlelssiteand the complaentary Federal Docket
Management System (FDMS) isthelpar t ment ' s pri mary area of fo
public’s participation in the process of deve
rule-making agenci completed migration to the FDMS on December 8, 2006. As a result, all

USDA Federal Register rules, proposed rules, and notices have been aitddeafor public

commenton ER u | e ma Reguldipns.govsince that time. The wslie has made numerous
improvements over the years to Iimprove the wuse
participation has continued to increase since
posted 1,343 rules, proposed rules, and notice documents and received 9,773tsdramehe

public in response. In FY11, USDA agencies posted fewer rules, proposed rules, and notice
documents- 1,096 in all. But at the same time, USDA received a whopping 122,480 comments

from the public in response. That is afbld spikeinpubli@ccess since the port
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FYO?7. This is a direct demonstration of the p
rulemaking process.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

USDA Office of the Chief Information Office (OCIO) capital planning staff and executive
management work closely with IT investment owners to emphasize business results and citizen
benefits in all departmental IT lHeycle decision making activitiesfrom structured investment
selection events, to executive capital plan reviews, to acquisition plan approvals, ending with
ongoing operational asset analyses. USDA OCIO ensures that key IT investment stakeholder and
partner interests are included at every stethe IT lifecycle by monitoring IT projects for the

regular use of comprehensive and inclusive project charters that encourage stakeholder/customer
involvement, and by emphasizing the use and management of key stakeholder and customer
performance goaland measures in the ongoing execution of IT projects.

For example, of USDA's total discretionary I T
(Est.), twethirds ($1.2B) is nder departmental oversight agjor investments. Thesaajor

investments includmore than 333 individual Performance Measurement Areas; nearly half of

which (152measures) were focused on Mission and Business Results (75 measures) and

Customer Results (77 measures). Of the Customer Results measures: Customer Benefits were
clearly themain focus with 30 percent representation; Timeliness/Responsiveness was also

highly represented at 25 percent of measures; Service Quality appeared as slightly more than 18
percent of measures; and both Service Coverage and Service Accessibility wdistehd 3

percent of the time.

Several specific examples of recent stakeholder and customer performance measurement results
include:

Most
Target | Actual | Target Recent
Unit of for for for Reporting | Actual
Metric Description | Measure | Baseline| FY11 | FY11 | FY12 | Frequency| Results
number
of calls
Number of answered| 1, 1120|114 |120 | Monthly | 114
Complaints within
two
minutes
% of change request
are handled in
compliance with percent |85 85 88 85 Monthly 87

agency policy and
processed within 24
hours of receipt.
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Most
Target | Actual | Target Recent
Unit of for for for Reporting | Actual
Metric Description | Measure | Baseline| FY11 | FY11l | FY12 | Frequency | Results

% of reports

available to
customers on the Percent | 100 100 100 100 Monthly 100
reports website as
scheduled.
Increase total numbe Number

of 130 140 160 180 Monthly 160
of ES customers

customers

Reducing Errors through Electronic Submissions

Grants.gov:The Grants.govAPPLY function has helped reduce errors in grant applications
submitted online through the site. USDA agencies attach an application package with their grants
announcement informing potential applicants of the forms that areedda be submitted with

their application. Applicants access grant application formSramts.goy download and

complete them offline, then upload the finished products iGtlaats.govwsystem for
submissionGrants.govhelps reduce errors by perforrgidata validation, based on information

in the agencies’ application packages, to ens
been appropriately populated. If errors exist, the applicant is notified immediately and is able to
correct the infomation before final submission to the Government. USDA typically receives

more than 10,000 grant applications thro@yants.goweach year.

E-Payrol: USDA’ s Nati onal Finance Center (NFC) exte
and submit data to arfcbm its customers. Specifically, all time and attendance records are

submitted to NFC via electronic transmission and resulting payroll and accounting files are

returned to customers via electronic transmission. Customer data is typically receiveld throug
front-end systems that contain specific edits and accounting code validations in order to

minimize errors in data used to calculate pay. Additionally, NFC has implemented and expanded
services through the use of its Employee Personal Page where Fag#mlems can view their

payroll data, make or modify elections regarding health and life insurance, enter or modify

Federal and State tax information, create and/or update Direct Da[&Rjtresidence address,
andfinancial allotment informationvia theinternet.

Efforts to Comply with Section 508 Regarding Information Management

USDA addresses Section 508 compliance in three major ways. First, USDA has established
Section 508 Coordinators within most agencies and staff offices. These coordinators work
closely with program and technical staff to help ensure that Section 508 standards are being
adhered to at the application level. In addition to these agewmeyefforts, USDA has also
created a senior leadership team that is directly invested inrtiy@iaace process. This team
reports jointly to the Chief Information Officer (CIO) and the Chief Administrative Officer
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(CAO) and makes recommendations concerning the implementation and enforcement of Section
508 requirements to ensure senior executivedeship and systematic accountability throughout

the Department. Finally, USDA establishes compliance requirements and provides guidance and
communication related to the initiative in the form of departmental issuances, e.g. memos,
emails, policy directive.

In addition, there also exists a Section 508 Departmental Lead located within the OCIO. This
Lead helps maintain communication with the General Services Administration (GSA), who
oversees the Governmenide 508 program, and the Access Board, who implemSection

508 technical regulations. The Departmental Lead also works with the USDA 508 Coordinators
to maintain 508vebsites, explore the implementation of new Section 508 technologies, maintain
the Section 508 Coordinators collaboration tool sitalifaie Section 508 training opportunities,
and resolve any Section 508 issues that may arise within the department

Quantifying Cost Savings Achieved through Implementation of IT Programs

Enterprise Data Center Consolidatiom FY11, the Enterprise DatCenter (EDC) effort

focused on migration and closure of agency computer rooms/data centers physically located in
metropolitan Washington, DC. Throughout FY11, nine consolidations were completed or
substantial progress was made.

For the period FYllthrauh FY 15, cost savings achieved thra
Consolidation Initiative are estimated to be $205M.

E-Training: In FY11, the AgLearn program measured an estimated cost avoidance of about
$27M. Considering that the AgLearn budget way aflout $5M, this represents an overall

USDA return on investment of approximately 540 percent. As an example of cost savings, the
number of AgLearn Webinar attendees has jumped from 3,200 in FY10 to a preliminary estimate
of more than 15,000 in FY11. Wmars reduce travel costs and operational inefficiencies; they
can be recorded for later-use, and they leverage current USDA IT assets and capabilities.

E-Payroll: The NFC currently calculates payroll for over 650,000 Federal employees. Since

2006, theaverage number of Federal employees paid each pay period increased by 93,817,

without any significant increase in the IT infrastructubelditionally, rate increases charged to

customers have consistently been kept below the currentinflationrat@ 20 NFC' s aver a
rate for payroll services was $136.20. Using an average 3 percent inflation rate, the 2012 average
rate would approximate to $160.7MLF C’ s pr oj ect ed 20 l-2arealzedr age r ¢
savings of $18.75 per Federal employee paid.

Department of Commerce

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://ocio.o0s.doc.gov/s/groups/public/@doc/@os/@ocio/@oitpp/documents/content/prod01 008

860.pdf

Enterprise Architecture (EA) Plan:
http://ocio.os.doc.gov/ITPolicyandPrograms/Enterprise Architecture/index.htm
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Information Dissemination Management to the Public

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve thdissemination of and access to agency information by the public
http://ocio.os.doc.gov/ITPolicyandProgramgAevernment/PROD0O1_002000

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.osec.doc.gov/omo/FOIA/foiarequest.htm

Primary FOIAwebsitehttp://www.osec.doc.gov/oaiFOIA/FOIAWebsite.htm

Frequent requests for records are made available to the public at:
http://www.osec.doc.gov/omo/FOIA/ereadingroom.htm

Dissemination of Federal Research and Devglment (R&D) Funding to the Public

Public websites disseminating research and development (R&D) information to the public,
describing for each whether the website provides the public information about Federally funded
R&D activities and/or provides the rétsuof Federal research:
http://ocio.os.doc.gov/ITPolicyandProgramsaevernment/PROD01 003924

Dissemination of Formal Agency Agreements with External Entities to th@ublic

Inventory describing formal agency agreements (e.g., contracts, memorandum of understanding)
with external entities (e.g., partnerships with State and local governments, public libraries,
industry and commercial search enginé#fp://ocio.os.doc.gov/ITPolicyandPrograms/E
Government/PRODO1_ 003960

National Archives and Records Administration (NARA)- Approved Records Schedules
Inventory and Progress on NARA Bulldin 2006-02

NARA-approved records schedules:
http://ocio.os.doc.gov/ITPolicyandPrograms/Records _Management/index.htm

In response to NARA Bulletin 20882, The Departent of Commerce (Commerce) reported to
the Office of Management and Budget (OMB) that there are a total of 326 Comnrenmed
systems, of which 245 (or 75 percent) have been scheduled. An additional 48 schedules (15
percent) were submitted to NARA in EY or previously and are pending review and approval.
Commerce continues to vigorously review its records schedules and develop new ones. As the
result of increased emphasis and close coordination with NARA, Commerce has reduced the
number of unscheduledrecord systems to 33 (10 percent).

Implementation of Electronic Signatures for Interoperability

The Travel Management Information System (TMIS+) is used by over 5,000 travelers at the
Census Bureau and provides users the ability to electronically ,qoeatess, and track all
travetrelated documents (including authorizations and certifications)lS+ uses Public Key
Infrastructure (PKI) technology to electronically sign travel documdalisctronic signature
technology for TMIS+ provides a paperleéss/el system and eliminates much of the work a

traveler must do before and after the trifhe traveler uses an #ime document to enter

estimated travel costs, which is then approved by an official by placing an electronic signature on
the data.On return, the traveler enters in the actual expenses for the trip and electronically signs
the online travel voucher.The document is routed to the financial officers who review the costs
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and electronically sign the document before approving the docunresiefdronic payment to

the travel er. TMI S+ is fully integrated into
The National Il nstitute of -Apprava systamdvdl utbizean Te c hn
enduser’s Personal | d elaginiauthenticdtem and for digitally scgning ( P 1 V)

electronic forms.The eApproval system provides NIST staff with the means to electronically
process administrative forms via Web browser, complete and digitally sign the forms, and then
route the forms eleainically for further processingThere is currently one software component

in the eApproval system, BizFlow, which designs and creates electronic versions of existing
paper forms. It also creates workflow routes that are used to atgtdine manual rowg

process.

The U.S. Patent and Trademark Office (USPTO) uses PKI for patent application submissions
(EFS Web) and for trademark applications (TEABhe USPTO uses the Federal PKI bridge to
enable certain PKI transactions to support efficient intertydgya USPTO first obtained the
Federal Bridge Certificate Authority in 2005.

USPTO as well as the Office of the Chief Information Officer digitally signs Federal Register
Notices for Information Collection Requests required under the Paperwork RedAwitiorhis

allows for electronic submission to the Federal Register, reducing by three working days the time
from submission to publication and allows more rapid processing of the Notice.

Electronic Means of Enhancing Public Participation in Government

The Commerce Performance and Accountability Report (PAR) informs the President, Congress,
and the American people of how well the Department of Commerce has managed its finances
and programs. IT performance measures support the Commerce Management Goals.

Commerce uses IT to deliver information and services to stakeholders and to ensure that
performance goals are met in many ways. Following are examples from NIST, the National
Oceanic and Atmospheric Admini str aftEcooamics ( NOA
Analysis (BEA).

In keeping with its mission to enable innovation and help U.S. industry improve its
competitiveness, NIST continues to use IT to provide a wide range of communications and
outreach services for its external stakehold&fs. S Dutreach focuses on translating research
results into lay language and sharing it with the public to ensure the widest possible
dissemination and impact. Over the past year, NIST has accomplished a 115 percent increase in
subscribers to its-mail alerts hrough GovDelivery. These alerts allow more than 56,000
subscribers to requesineail alerts on 149 news topics and to specify the frequency of updates
daily, weekly, etc.NIST is also utilizing IT to collect additional customer satisfaction and
customeiinformation requirements relevant to the measurement and calibration services that it
delivers. This information is being used to strengthen and improve NIST customer service and
related performance measures in these areas.

NIST social media efforts hawaso matured and expandedl.Flickr site has been established to
provide easy access to public domain and other NIST images. Many of the almost 900 images
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(with a total of more than 1,300 views) posted on Flickr so far have links back to articles
descriling research results on the NIS/Ebsite

To tie these Internet offerings to measureable performance improvements, NIST subscribes to a
Governmentwide customer survey for its exterweeébsite The American Customer Satisfaction
Index is used by both commugal and Governmemebsites to chart their progress in meeting
customer needdlt also provides recommendations on ways to improve search engine results and
enhance navigation on the NIST external site.

Using IT to Link Performance Goals to Key Stakehalers, Private Sector, Other Agencies,

and Internal Operations

NOAA' s Office of Oceanic and At mospheric Rese
information needs through feedback gleaned from the scientific community at scientific and
professionatonferences, and from stakeholder forums conducted as part of an ongoing
communication program. Individual laboratories and program offices maintain close contact

through working relationships, cooperative agreements, and other official partnershiksywith
stakeholders (primarily academia, rgovernmental organizations, and Federal scientific

agencies) to bring information to the right people at the right time.

The National Marine Fisheries Service (NMFS) established the National Permits System (NPS)
to accept and maintain all permit applications and related data. All regional and other program
permits systems are housed within this system, which was designed to serve the needs of private
sector stakeholders, as well as other NOAA components. Signifioprovements in data

guality have been realized through the NPS ability to link to external sources, such as the US
Postal Service for address validation; the Social Security Administration to ensure applicants are
still living and eligible to receivegymits; the US Coast Guard to verify vessel documentation
numbers; and the NMFS Office of Law Enforcement to verify that equipment is installed and
operational on those vessels where it is required by law.

The DSFA (trade name, not an acronym) applicdiiorthe NOAA Seafood Inspection Program
(SIP) offers a variety of professional inspection services to assure compliance with all applicable
food regulations DSFA provides customers with singdeint access to request various services
provided by SIP atittps://seafoodinspection.nmfs.noaa.gov/customer/customerlogin Atml
application for SIP generates European Health Certificates and lllegal, Unregulated, and
UnreportedCatch Certificategstimatedo savethe U.S. seafood industry approximately 15

minutes per certificate, which translates int®38, hours and almost $500,000.

The BEA has integrated electronic reporting options for international and Government
investmensurvey data suppliers and upgraded electronic data dissemination for datdrusers.
the area of electronic data collection, BEA maintains a data collection program covering U.S.
direct investment abroad, foreign direct investment in the United Statkll. &ninternational
trade in serviceslin the last five years BEA developed and implemented the eFile system to
support electronic (Webased) survey data collection for all active BEA survéiyise eFile

system reuses data previously collected to mientine burden on businesses and new and
revised surveys are added to it on an ongoing basis.Bureau has noted an increase in
response rates since eFile was implemented.
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BEA uses an online Customer Satisfaction Survey to determine the usefulness,
compehensiveness, and accessibility of all of
customer feedback, BEA launched a new interaeti®sitethat makes it easier for customers to
access, analyze, present, and save BEA data.

Reducing Errors through Electronic Submissions

The Technology Innovation Program (TIP) at NIST utilizes electronic submission for several
data gathering purposes: Proposal Intake, Confidentiality agreements, Technical and Impact
Reviews, and Mailing list information. Electrorsabmission significantly reduces errors by
eliminating the need for TIP staff to manuall
NIST has designed data collection forms which produce arformiatted data stream that is
imported into NIST databasexactly as the person submitting the data entered it. The Conflict
of Interest and Confidentiality form which must be completed by everyone in TIP, along with
anyone having access to proposal data, is submitted electronically with pertinent datadextract
from the form and entered into the database. Electronic submission saves time and prevents
errors in recording addresses, which could hamper delivery of proposals to potential reviewers.

The NIST Office Weights and Measures (OWM) Contact Managemetgr8Y€MS) was

brought online in FY10 and continues to be updated to increase its usefulness and time saving
options. This system allows OWM to replace the manual work previously done to maintain an
MS Access database of over 16,000 contacts that inteithc©WM. Through use of the CMS
system these contacts are able to update their contact information and request training,
documents, and materials from NISTonversely, OWM is able to quickly and efficiently

inform their contacts of Webinars and proc@&sbinar registrations promptly.

BEA developed an electronic data collection system for a joint National Institute of Health
(NIH)/BEA survey that collects data in support of BEA's estimation of the Biomedical Research
and Development Price Index (BRDPAII of these electronic filing processes reduce
respondent burden for reporters and improve internal efficiencies for producing the respective
estimates by reducing the costs of printing, mailing, collecting, and data conversion of paper
forms. Additiondly, the electronic filing process significantly improves the timeliness and
comprehensiveness of the international accounts estimates.

USPTO deployed the Electronic Filing Syst®eb (EFSWeb) for patent application filing and
Trademark Electronic Applicn System (TEAS) for trademark application filing. EA&b
utilizes standard Webased screens and prompts to enable the applicant to submit patent
application documents in PDF format directly to USPTO. TEAS allows the applicant to fill out
an applicatbn form and check it for completeness, and then submit the application directly to
USPTO over the Internet. In addition, the Agency encourages the applicant to pay for their
applications electronically by credit card , through an existing USPTGsdemount or via
electronic funds transfeleEFSWeb provides an Acknowledgement Receipt that contains critical
information, including date stamp, an application number and a confirmation nuiiier.

receipt is electronic and may be printélthe receipt caies the security and authority of the post
card receipt commonly provided in pagiged applications. All electronic processes are
designed to increase the speed patents are granted and trademarks issued, decrease errors, and
improve communication.
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Efforts to Comply with Section 508 Regarding Information Management

Commerce maintains an Electronic and IT Accessibiigpsitethat provides the public and
Commerce employees with information about their rights under Section 508 and Commerce
policies andprocedures to ensure that Commerce information is accessible. The Commerce
Section 508 Coordinator maintains a network of Section 508 coordinators throughout the
Commerce operating units to communicate Commerce accessibility policy and share best
practices Commerce ensures that all of the information owabsites is fully accessible to
individuals with disabilities through its annual Web Certification program.

Commerce operating units review procurement requests to determine if Section 508 agplies an

to ensure compliance?ublic facing Web pages are routinely scanned for compliance with
standard 1li®&de@2i i1t Wedbnet and internet infor mat
automated toolsinternal pages are scanned on demand, and discrepanciesracted as soon

as possible. Training is offered to Web content managers and content providers to emphasize the
importance of Section 508 compliance and the standards of Sectio&&08nerce is

committed to ensuring that Section 508 is fully implemeatsdithat Commerogebsites are

accessible to all.

Quantifying Cost Savings Achieved through Implementation of IT Programs
Examples of cost savings and cost avoidance achieved through implementation of IT programs
follow:

NOAA introduced NOAALInKk, a striggic sourcing vehicle for acquiring IT products and

services, to improve IT acquisition practices across NOAA. NOAALink aims to establish
enterprisewide solutions, standardize common IT products and services, and leverage

purchasing powerThe NOAALink team strives to recognize the most significant cost

advantages possible by closely assessing each and every requirement, including time constraints,
infrastructure applicability, and the likelihood of enterprise consolidafildmough

consolidation of rquirements, NOAA met its FY11 targets to reduce by 3 percent the total

number of contracts awarded and achieve acquisition savings of 14 percent. NOAALink is now
available to Commerce operating units outside NOAA.

NOAA’' s National O c enaes to Somgolidatecparch@sMd@&gain econonias
of scale and reduction in costs, including expanding the list of common software and hardware
for consolidated purchasing to include: Adobe Acrobat, ESRI, NetApp storage, OpenLM,
Printers, Roxio, SAS, CiscemartNet, and desktop / laptop refre3linese efforts have resulted

in cost savings of over $600,000.

Department of Defense

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IR®BtrategidPlan:http://cio-
nii.defense.gov/docs/DodIESR6.pdf

Enterprise Architecture (EA) Plahttp://cio-nii.defense.gov/policy/eas.shitmDepartment of
Defense (DOD) Enterprise Architecture Modernization Blueprint.
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Information Dissemination Management to the Public

The Department is an active participant in the following si@dv Lines of Business (LoB)

Budget Formulation and Execoii LoB, Federal Health Architecture LoB, Financial
Management LoB, Geospatial LoB, Grants Management LoB, and the Human Resources
Management LoB. The specific monetary contributions to and the benefits realized by the
Department through the use of thesBk are highlighted in the FY11 Report to Congress on the
Benefits of the Presaht's EGovernment Initiatives:
(http://www.whitehouse.govites/default/files/omb/assets/egov_docs/FY11l EGov Benefits Re

port_v2.pdf):

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access of information by the public:
http://www.defense.gav

Defense.gois the Department's premier public information site for the dissemination of all
current information on DOD. This website includes URLs to DOD information dissemination
product cadlogs, directories, inventories, and other management tools.

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.dod.mil/pubs/foi/dfoipo/docs/FOIAhandbook.pddOD * s
Freedom of Information (FOIA) Handbook.

Primary FOIAwebsite http://www.dod.mil/pubs/foi/dfoipo/ The Defense Freedom of
Information Policy Office maintains the primary FOIA web site for the Depamt of Defense.
This website also contains links to the FOIA websites for the Department of Defense
Components.

Frequent requests for records are made available to the public at:
http://www.dod.milpubs/foi/rdroom.html Location of documents that are frequently requested
by the public under the FOIA from the Office of the Secretary of Defense/Joint Staff.

Dissemination of Federal Research and Development (R&D) Funding to the Public
Li nk t o oniptooler'sswelSitehttp://comptroller.defense.gav/

The Director, Defense Research & Engineering
Comptroller to ensure that consistent and accurate information on R&liiestis available to

the public. Funding information associated with individual Program Elements (PE) is located

under the Detailed Budget Documents section. DOD also provides information at the transaction
level on all grants to the Office of Managemamhid Budget ' s ( OMB) USAspen
established under the Federal Funding Accountability and Transparency Act (FFATA). In

addition to the Comptrolleverified data on all Research, Development, Test and Evaluation
programs, this information incled a record for each obligating action with an Obfi&cified

set of elements (called the Federal Assistadwards Data System (FAADS) Plusgcause it

adds specific data elements required by the FFATA larger set of data elemeatsd can also

be fourd online through FAADS atvww.census.gov/govs/www/faadsmain.html
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Dissemination of Formal Agency Agreements with External Entities to the Public
Link to the Defense Industrial Base Critical Infrastructure and Key Resources-Spetofic
Plan:http://www.dhs.gov/xlibrary/assets/nigspdefensendustriatbasepdf.

In support of the 2009 National Infrastructure Protection Plan, published by the Department of
Homeland Security under the requirements of Homeland Security Presidential Divective
Critical Infrastructure Identification, Prioritization, and ProtertiDOD is actively engaged

with private sector owners and operators in sharing of information about cyber threats,
vulnerabilities, incidents, and best practices. Additionally, DOD, as the Defense Industrial Base
(DIB) Sector Specific Agency, is initiagna collaborative cyber threat sharing program to share
cyber threat information with the DIB private sector which will allow DOD to comply with the
national cyber security direction and achieve a viable Governpmefate sector reporting
partnership.

National Archives and Records Administration (NARA) - Approved Records Schedules

Inventory and Progress on NARA Bulletin 200602

NARA-approved records schedulesvw.defenselink.milwebmasters/policy/dodd50152p.pdf
This is a |Ilink to DOD Directive DODD 5015. 2,
continues to work with NARA to schedule its systems to implement the objectives of NARA
Bulletin 200602. The principal policy documensed by the Department is DOD Directive

DODD 5015.2,'DOD Records Management Prografarch 6, 2000As of October 1, 2011,

DOD hadthe following electronic information systems scheduled with NARA in compliance

with their Bulletin request.

Army:

1 Approx.27 percent compliance

1 Army Breakdown Total: 1,77¢1,216 do not create records)
1 Systems that create records: 556

1 Scheduled/approveadith NARA: 145. Remaining: 411

Air Force:

Approx.41 percent compliance
Systems thiacreate records: 364
Scheduled: 151

Remaning: 213

= =4 =4 -4

Navy:

Approx. 95 percent compliance

Navy Breakdown (Marine Corps numbers included): Total: 1,88@ o not create any
records)

Systems that create records: 526
Scheduled/approved with NARA93
Remaining: 33

= =4

= =4 A
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Office of Secretary of Defense:
1 Remaining: 63

Implementation of Electronic Signatures for Interoperability

DODI 8520.02, Public Key Infrastructure (PKI) and Public Key (PK) Enabling dated May 24,

2011, updates established policy, guidance, and governance for the use of the digitaiesigna

enable secure electronic transactions. Success has been realized in both the enabling of products
to apply and validate digital signatures as well as the perceived value of the capability

throughout DOD. Digital signatures are used to accompliShD’ s busi ness and mi
requirements. They are used to support DOD’ s
forms processing, and personnel actions.

DOD has enabled the workforce with the capability to digitally sign. The Common Access Card
(CAC) i s DOD’"'s identification card issued to
digital signing PKI certificate unique to each individual.

Electronic Means of Enhancing Public Participation in Government

It is Departmental policy to make regulatory dockets electronically accessible and searchable,
and to allow for electronic submission of comments uRegulations.gav as part of DO
implementatio of the EGovernment Act of 2002. Department administrators establish

regulatory dockets for posting rules and other supporting materials &eglutations.gov

Website to enable the public to comment electronically. All public comments submitted
electroncally, or by mail, are posted to the appropriate regulatory docket on the site. In addition
to rulemakings, the Department posts and accepts public comment on Federal Register notices,
such as Information Collection Requests under the Paperwork Red#ctiand Privacy Act

notices. Participation by the Department in this important initiative provides transparency and
public access in developing regulations, as well as promoting a more efficient regulatory process
within the Department of Defense.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations
DOD High-Priority Performance Goals can be foundhéip://www.Performance.gov

DOD Information Enterpris (IE) delivers services that provide information and capabilities to
enduser communitieboth within the Department and with its many external mission partners

enabling more effective and efficient support
was collaboratively developed with key stakeholders to form the Department's approach to
achieving DOD’"s Information Enterprise. Over

Roadmap (collectively known as DODEnserpisE€ SP&R)
envisioned by the National Defense Strategy, the National Military Strategy, the Quadrennial
Defense Review, and the Department's Global Information Grid (GIG) 2.0 Concept of

Operations (CONOPS) and Implementation Plan.

Reducing Errors through Electronic Submissions

Enabling the capability to electronically submit data in response to surveys, data calls, reporting
and other types of information gathering requests have provided DOD with improved data
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accuracy in realime. Digitally signing sbmissions, whether from an individual or rparson
entity is made possible through the use of PKI certificates. Digitally signing data submissions
provides efficiency, data integrity and nogpudiation.

Efforts to Comply with Section 508 Regarding Infomation Management

DOD Section 508 ManualOn June 3, 2011, DOD’'s CI O signed
Manual 8400.04M: Procedures for Ensuring the Accessibility of Electronic and Information
Technology (E&IT) Procured by DOD Organizations. This doaunraplements the policy in

DOD Directive 8000.01, assigns responsibilities for 508 management, and provides procedures

for the implementation of Section 508.

Increase Education and Training®OD in collaboration with the Federal Acquisition Institute

and other Federal agencies has begun efforts to ensure that DIDi2 courses are accessible

to individuals with disabilities. In June 2011, DOD completed its firdir@ncourse review
initiative in collaboration with the Department of Homeland Seguittite Federal Acquisition
Institute, and the Defense Acquisition University (DAU) to identify, update/revise, and maintain
accessible DAU oitine courses.

DOD Quarterly Public Website Reviewb an effort to improve accessibility of DOD public

information, DOD has quarterly reviews of DOD public websites for accessibility. Using
“website accessibility testing tools,” the Of
websites focusing on the 16 accessibility standards.

GSA Reviews DOD E&IT Solicitation®OD in collaboration with GSA has established an
aggressive “accessible solicitation devel opme
include the appropriate Section 508 language in accordance with the U.S. Access Board

standards and the FAR.

Section 508 Coordinators Meetinghe Office of the CIO conducts quarterly meeting for all
DOD Section 508 Coordinators. These meetings provide updates on DOD and-Wwetkeral
Section 508 actions and activities; identifies Defengke training opportaities on 508; reviews
industry best practices; and addresses 508 issues impacting the Department.

Quantifying Cost Savings Achieved through Implementation of IT Programs

The Department is engaged in ongoing IT management and acquisition reform leffons| t
resultinDODwi de cost savings and avoi dataceater. For
closure/consolidatiomitiatives will result in efficiencies and cost avoidances through reduced

data center operations costs and energy usage. Additignal t he Depart ment’' s wu
communications, such as digital signatures and online forms, has reduced the information

collection burden placed on the public.

Department of Education

Information Technology Strategic Plan and Enterprise Architectue Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://www.ed.gov/about/reports/annual/ocio/irmstratplan.doc
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Enterprise Architecture (EA) Plahttp://www.ed.gov/about/reports/annual/ociefgan.doc

Information Dissemination Management to the Public

ED.govoffers regularly updated information Department grants and contFadsral student
financial aid, education research and statistics, agency policy and programs, and visitors top
tasks (in the How do | find? section). The Department developed an inventory of website
content http://www.ed.gov/notices/egovinventory.htirak required by Section 207(f)(2) of the
E-Government Act of 2002.

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissentina of and access to agency information by the public
http://www.ed.gov/ The Department is committed to providing its full range of information to

the public. A primary vehicle for doing so is the Department's maosigeED.gov The

Department offers a orstop systenfior ordering its publicationkttp://edpubs.ed.govRSS
feedshttp://www.ed.gov/newsand a new-@ewsletter management s, GovDelivery, which

allows citizens to subscribe to Department of Education (ED) newsletters on more than 20

topics. The Department also uses social media sites to help communicate the Secretary's message
and priorities. A complete list of the agencsteial media pages, feeds, and channels is at:
http://www.ed.gov/about/overview/focus/soemkdia.html

Freedom of Information Act (FOIA) Compliance

FOIA handbook: The Departmepttovides a link from its primary FOIA website to the
Department of Justice FOIA Guidettp://www.ed.gov/policy/gen/leg/foia/foiatoc.htmThe
Department provides information to assistuesters to make a FOIA request. The web address
for How to Make a Request isttp://www.ed.gov/policy/gen/leg/foia/request.html

Primary FOIAwebsite http://www.ed.gov/policy/gen/leg/foia/foiatoc.html

Frequent requests for records are made available to the public at:
http://www.ed.gov/policy/gen/igfoia/readingroom_2.html

Dissemination of Federal Research (R&D) Development Funding to the Public

Public websites disseminating research and development (R&D) information to the public:
http://ies.ed.gov/ Themain ED organization that supports ED research and statistics is the
Institute of Education Scienceg#ttp://ies.ed.qoy/

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of fornal agency agreements with external entities:

http://edpubs.ed.gov/webstore/Content/searctaadpttp://www.fsapubs.gov/
http://eric.ed.gov/

http://ies.ed.gov/ncee/wwc/

http://dww.ed.gov/

http://www.college.gov/

https://answers.ed.gov/

http://www.teach.gov/

http://free.ed.gov
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i http://federalstudentaid.ed.gov/opportunity/qguestions.html

The Department has contracted for the following to complement its information dissemination
program:

1 EDPubs and FSAPubs;

1 the Education Resources Information Center (ERIC) for free access tmhalplnic

records of journal articles and other materials;

the What Works Clearinghouse for scientific evidence of what works in education;

Doing What Works for effective teaching practices and ways to implement them;
College.govfor information about plarnng, preparing and paying for college;

Frequently Asked Questions; and

Teach.goywhich aims to increase the number, quality, and diversity of people seeking to
become teachers.

= =4 =4 -8 9

The Department has the following cooperative agreements:

1 Federal Resourcesrf&ducational Excellence (FREE) for teaching and learning
resources and

1 Opportunity.goy highlighting education and training opportunities for unemployed
Americans.

National Archives and Records Administration (NARA) - Approved Records Schedules Inventory
and Progress on NARA Bulletin 200802
NARA-approved records scheduldstp://www.ed.gov/about/offices/list/om/recordsmgmt.html

Of the 107 electronic information systems contagnrederal records, all are covered by a
NARA-approved or NARAsubmitted records retention sched@ehedules for 26 new systems
identified in FY11 will be completed in FY12.

Implementation of Electronic Signatures for Interoperability

The Departmentds an ongoing Email Encryption/Digital Signatures Project that will enable

users to encrypt email that contains sensitive information prior to sending. This project will also
allow users to attach a digital signature to an email prior to sending. AS gaetproject, the
Department has created a key management infrastructure that will enable the Office of Inspector
General and Office for Civil Rights to decrypt encrypted emails to meet investigative
requirements and to support legal and Freedom of Irdftbom Act requests in a timely manner.

This project is scheduled to be completed by March 30, 2012.

Electronic Means of Enhancing Public Participation in Government

The Department continues to seek greater and
rulemaking activities through the use of transparent and interactive rulemaking procedures and
new technologies. The Department participateRegulations.gavan electronic, single,
Governmentwide access point that enables the public to submit commeRisdemal regulatory
documents and to read and respond to comments from other members of the public during the
comment period. The Department accepts public comments on all of its proposed and interim
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final regulations, as well as a limited number of otlegutatory documents, through
Regulations.gav

In addition to usindgRegulations.ggvthe Department has sought to use blogs to obtain input
from the public on regulatory documents. Notably, in 2011, the Department invited public
participation as it developed an approach to the Race to th&adp Learning Challenge
competition (RTFELC). Although the Department was waiving not@edcomment

rulemaking in establishing the priorities and requirements for this competition, ED invited the
public to provide general input on tB®.govblog. In response to this invitation, ED received
199 responses, which were considered in its development of theERTTgrant competition

notceetED subsequently posted on the Department’ s
competition and invited public input on draft competition priorities, requirésneefinitions,
and selectioncriterid hr ough t he Department’s website, mel

comments directly on one or more of the key competition elentebtseceived 349 responses,
which were also considered in developing the finahgetition notice.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

Departmentwide annual plans and performance reports,
http://www.ed.gov/about/reports/annual/index.htoéscribe the goals and intended outcomes of
agency programs and initiativeésanual strategies are published in performance plans in

advance of each fiscal year, and results are reported in annual perfoemdrazeountability

reports following the fiscal year enkh. FY11, the Department implemented several new

strategies to facilitate transparency and improve stakeholder collaboration through improved use
of technology. Specifically, the Department made ifiicant progress in expanding access to
educationrelated data, so that analysis of reports on education data can be done outside of the
walls of the Department. This includes working to present data in formats that are easily
accessed by the generalpagbi hese new tools all ow users to tr
progress on key indicators for early learning, elementary and secondary, and postsecondary
education a the U.S. Education Dashbodridp://dashboal.ed.govand at Ed Data Express
http://www.eddataexpress.ed.goWerformance.gawhttp://goals.performance.gov/agency/ed
identifies the priority gda that will deliver improved educational outcomes for students.

Reducing Errors through Electronic Submissions

In accordance with the Federal Funding Accountability and Transparency Act, prior to FY11,
agencies were required to submit contract datagd-ederal Procurement Data System (FPDS

NG) and separately submit the associated contract accounting informdtl8A&pending.gov
Atthattime, FPDING di d not capture the accounting inf
Purchasing Support System (CP&®)intained it separately. Therefore, twice a month, ED ran a

query to extract this data from CPSS and submit it direcllyS8Spending.gan order to

update ED contract information that was-pogpulated from FPDSIG. This process was

cumbersome and remed extra measures to ensure the quality of ED contract accounting data on

the USASpending.gasite.

In November 2010, FPDNG was enhanced to capture the accountingtlate. addi t i on, E|
CPSS was enhanced to require users to enter the accounting @&8$ and automatically send
the fields to FPDSNG for approval at the time of contract awahd.a result, contract
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accounting data is approved, completed and automatically transferred to theNEP8®Stem in

real time. Today, thePDSNG systemtransrhis al | of ED’ s contract ac
USASpending.goand the monthly query that ED submitted separately is no longer

required.This improved process puts quality first and reduces the risk that ED contract data will

be incomplete or inaccurate wheilewed by the public.

Efforts to Comply with Section 508 Regarding Information Management

The Department has embarked on an Accessibility Enhancement Program. This program is led
by the Under Secretary and supported by the Deputy Secretary and Assistant Secretary for
Communications and Outreach. An Accessibility Task Force has outlinedldexenatiatives

that make up this program: increasing awareness about accessibility and the importance of
accessible websites and electronic documents posted on websites; establishing more robust
accessibility policies and standards; developing toofs @t and training for those responsible

for developing and maintaining content; and establishing processes for periodic review and
evaluation of accessibility policies, standards, and practices at the Department.

The Department has distributed an entegpmemo outlining the accessibility program, 504 and
508 information, and requesting an accessibility team lead from each major office; provided
multiple presentations on accessibility to staff, including Senior Leadership; worked with the
Office of Geneal Counsel to develop ED accessibility policies; worked with Accessibility Task
Force to draft Strategic Plan for Accessibility Improvement; and purchased Adobe Pro for those
responsible for electronic content.

Efforts under way include: evaluating nevol®that improve accessibility for social media;
documenting ED requirements for electronic documents; developing and delivering accessibility
training; and developing standardized contract language to ensure accessibility is considered for
nortiT projects

Quantifying Cost Savings Achieved through Implementation of IT Programs

The enterprise architecture segment modernization planning process has enabled line of business
segment owners to increase the amount of development, modernization and enhancement
funding across the IT portfolio from $45.17M (10 percent of total IT spending) in FY10 to

$64.63M (13 percent of total IT spending) in FY11. The impact of these adjustments is that the
Department has increased its spending for performamgving IT inrovations by

$19.46M. An example of the cost avoidance and cost savings that the segment modernization

pl anning process has enabled can be found in
Grants Electronic Monitoring System developed by the Officeostde@condary Education to

support grants management operations in the Office of Elementary and Secondary Education, the
Department was able to avoid a onetime $300,000 charge for software development and save
$10,000 a year in software licensing costs.

Department of Enerqy

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://energy.gov/cio/downloadsdio-strategieplan
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Enterprise Architecture (EA) Plahttp://energy.gov/cio/downloads/enterpreehitecture
transitionplanapril-2011

Information D issemination Management to the Public
Final determinations, priorities, and schedules for ea@o initiative: www.energy.gov/open
The Department of Energy (Energy) is not the lead agency for any curemt Bitiative.

Information dissemination product catalogs, directories, inventories, and any other management
tools used to i mprove the dissemination of an
public:

http://energy.gov/abotis/webpolicies

http://energy.gov/cio/federakqgulations

http://energy.gov/cio/guidance

http://energy.gov/cio/ombequirements

http://www.0sti.gov
http://energy.gov/mamgment/officemanagement/operationalanagement/freedom
informationact

E

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://energy.gov/management/downloads/froakefoia-request

Primary FOIAwebsite http://energy.gov/management/offioeanagement/operational
management/freedoinformationact

Frequent requests for records are made available to the public at:
http://energy.gov/management/freedorformationact/documents/frequenthgquested
documents

Dissemination of Federal Research and Development (R&D) Funding to the Public
Public websites disseminating research and development (R&D) information abiie p

WWW.0Sti.goy
www.scienceaccelerator.gov/

WWW.0sti.gov/energycitations
www.osti.gov/bridge
www.osti.gov/rdprojects
www.osti.gov/doepatents
www.osti.gov/accomplishments
www.osti.gov/dataexplorer
www.science.gov
www.osti.gov/mobilegallery.html
www.osti.gov/greenenergy
http://m.worldwidescience.org
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To further extend the availability of scientific research results, Energy R&D information is now
accessible through the establishment obiecapplications for mobile devices. Energy has
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developed mobile apps to enable researchers to access a number of databases, including Energy
Citations Database, Information Bridge, ScienceCinema, DOEpatents, and DOE Green Energy.
Searches may be narred/by document type, including multimedia and standard options, with
results downloaded or emailed. There is a mobile ga@ny.osti.gov/mobilegallery.htmfor

easy reference.

The Office of Scienfic and Technical Information launched the Green Energy Portal
www.osti.gov/greenenergin FY10 to host green energy results from research and development
conducted throughout the Department and by Ermgged awards at universities. In FY11,

the portal was enhanced with new semantic s
mapping”. This search technology is applied
the search for more efficient kntedge access and discovery. The DOE Green Energy site
organizes green energy R&D and makes it freely accessible to researchers, scientists, educators,
students and the public.

€ a
t

A mobile version of WorldWideScience.olfttp://m.worldwidescience.otgas been launched,

which will mark another first in the field of federated search. Hosted by DOE in partnership with

the Worl dWi deScience Alliance, these enhancem
of innovdion in combining information and search technologies with a commitment to accelerate
scientific discovery. This commitment is shared by the multilateral WorldWideScience Alliance,
comprised of globalldispersed national and international scientific awthbical information.

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreements with external entitieisp://www.osti.gov/alliances

In partnership with the Science.gov Alliance, the Office of Scientific and Technical Information
(OSTI) hosts Science.gov, an interagency portal providing smgey access to RD results of

14 Federal agencies. Science.gov is governed by a voluntialgarattion of 18 U.S.

Government science organizations which enable the public, science professionals, students,
educators and the business community to find authoritative Government science information. In
FY11 Science.gov added an image search and denabsion of Science.gov was developed,
available at m.science.gov. OSTI partnered with a vendor in the launch of a new multimedia
search tool: ScienceCinema. OSTI broadly disseminates and preserves the Energy Department's
scientific output. This searcbdl uses speech recognition technology to enable searching of
digitized spoken content.

National Archives and Records Administration (NARA) - Approved Records Schedules Inventory
and Progress on NARA Bulletin 200802

NARA-approved records scheduléstp://energy.gov/cio/guidance/records
management/dispositieschedules

Energy continues to implement the initial guidance contained in NARA Bulletin@P06
Energy subntted one schedule for electronic systems to NARA in FY11. This schedule is
pending approval.

Implementation of Electronic Signhatures for Interoperability
Energy has implemented the use of electronic signatures allowing Department officials to sign
documents and carry out business transactions electronically. The use of electronic signatures
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provides assurance that the authors and signatorieshaile and/or electronic files are who they
claim to be and provides significant advantages, such as impsegadty and streamlining
business activities.

Electronic Means of Enhancing Public Participation in Government

Energy participates in the-Bulemaking initiativehttp://www.regulations.gowhich provides

citizens a onatop Internet site to easily access and participate in Federal rulemaking activities.
Citizens can access Federal regulations on the Internet, and search, view and comment on Energy
proposed rulemakings.

Energy also uses the Federal DodWeinagement System (FDMS), a Governmeite
electronic docket management system, in its regulatory business activities.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations

The Annual PerformandReport (APR) provides detailed performance information related to the
Department's suite of performance metrics and a description of the annual result for each
measure.

1 http://www.energy.gov/about/bgdt.htm
T http://www.goals.performance.gov/agency/doe

Energy’ s performance goals are |inked to key
i nternal oper at i on sandAnnudPedarntayce Repdd.tTheaetdecgments P | a
are available for review by the public and posted to:

M http://www.cfo.doe.gov/strategicplan/strategicplan.htm
M http://www.energy.gov/about/budget.htm

Reducing Errors through Electronic Submissions

Hiring Management Enterprise Solution HMES Hi ri ng Management, t he
automated talent acquisition system, reduces the pottedrors particularly during the

category rating procesk HMES, qualifications are largely performed by the system utilizing

category rating. Applicants now submit all of the information electronically. The applicant

answers a series of questionktiag to work experience and education. The system itself now

tallies up the responses to job assessments and derives the score for each applicant automatically.
Veteran’s Preference is adjudicated wiyt hin ea
HM also produces an electronic certificate of eligible applicants for hiring managers.

Electronic Official Personnel File (eOPHENnergy is using the eOPF to automate the handling

and storage of Federal employee official personnel records. The s€ifaFesystem allows

employees to access their personnel records online and be automatically notified when

documents are added to their record, making this information transparent to the employee. This
information is available online, employees can reyi@nsonnel action for processing errors and

report to the HR office for resolution. Employees can also identify missing documents in their
personnel record and notify the HR offidcEner gy’ s eOPF al |l ows el ectro
between Federal ageas reducing the possibility of misplaced or compromised records.
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e-QIP SubmissionEner gy has reduced errorQP.eQPough the
Electronic Questionnaires for Investigations Processing is a seelrbased automated system

which facilitates the processing of the investigative standard forms approved by the OPM and the
OMB.

Efforts to Comply with Section 508 Regarding Information Management

The Office of the Chief Information Officer is responsible for promoting and providing
Information Technology (IT) Services Energyde to persons regardless of disability, and
providing Section 508 Compliance Assistance and Guidance where appropriate.

To date, the OCIO has established a designated Agency Overall Section 508 Coordinator
regponsible for providing a lead role in responding to ad hoc Section 508 requests and in
establishing overall 508 Program implementation strategy. Recent efforts in bringing IT Field
Sites and Headquarters under one Energy Standard Operating Desktopv@lystehance

efforts necessary in establishing full Section 508 Compliance.

Though Energy has experienced success, there have been challenges including enhancing current
Policy, establishing Energy specific 508 guidance, and establishing agreed andrypecessa

funding. In an effort to meet this requirement, Energy works closely with the established Section
508 Charter Working Group responsible for coordinating with Headquarters and Field Site IT
Management in meeting what is anticipated to be a large dtatenecessary in ensuring full
compliance.

Quantifying Cost Savings Achieved through Implementation of IT Programs

An estimated savings of $17M is projected over FFYI5 from utilizing cloud computing to
transform the delivery of commaodity IT servicdransitioning calendar aneheail operations for

5,000 users; modernizing an enterprise resource planning (ERP) system which will retire over 25
legacy systems; a data center optimization initiative; and revitalizing the records management
process.

Department of Health and Human Services

Information Technology Strategic Plan and Enterprise Architecture Transition Plan

Information Technology Strategic Ptan
http://mww.hhs.gov/ocio/ea/documents/hhs_irm_strategic_plan_2007_2012.mlfised plan
for FY13-FY17 is due to be published in FY12.

Enterprise Architecture Transition Plan:
http://www.hhs.gov/ocio/ea/documents/hhs_ent_trans 2009.pdf

Information Dissemination Management to the Public

1 Information on HHS' web communication and new media programs and presence
http://www.hhs.go¥wveb/index.html

1 HHS Web Policieshttp://www.hhs.qgov/web/policies/webpolicies/index.html

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.hhs gov/abou/infoguid.html - foia.
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Primary FOIAwebsite http://www.hhsgov/foial.

Frequent requests for records are made available futiie at:
http://www.hhs.gov/foia/reading/index.html

Dissemination of Federal Research and Development (R&D) Funding to the Public

Public websites disseminating research and development (R&wjriafion to the public
http://www.hhs.gov/about/hhsbudget.htmi#SecretarySebeliusSummarizestheHHSFY2012
Budget FY12 President's Budget for HHS.

Dissemination of Formal Agency Agreements with External Entities to the Public
Information Dissemination Management to the Pulblitp://www.hhs.gov/policies/index.html
HHS policies

Information Dissenination Management toe¢hPublic HHS Agency Newsrooms:
http://www.hhs.gov/aspa/newsrooms/index.html

Information Dissemination Management to the Pulblitp://aspe.hhs.gov/picAssistant
Secretary for Planning and Evaluation Policy Information Center

Information Dissemination Management to the Pulblitp://www.hhs.gov/aft/HHS Agency
Financial Reports

National Archives and Records Administration (NARA) - Approved Records Schedules Inventory
and Progress on NARA Bulletin 200802

The HHS website that contains the publiplysted records schedules is located at:
http://www.archives.gov/recordsagmt/rcs/

Implementation of Electronic Signatures for Interoperability

In conjunction with HHS' HSPR.2 program and the retiut of the Person Identity Verification

(PIV) cards, HHS employees and contractors caeréegye their personal certificates to sign
electronic documents, sign and encrypt electronic mail, as well as securely access sites and
systems across the Government and HHS that have enabled certificate based authentication.
HHS utilizes the Public Key frastructure (PKI) Federal Bridge framework for electronic

signature of electronic mail to enable the exchange of digitally signed messages and documents
with any organization whose certificate authority is cross certified with the Federal Bridge.

The Indan Health Services utilizes signed electronic records as a part of its Resource and Patient
Management System (RPMS) Electronic Health Record (EHR), which permits improved access
to important clinical information, direct entry of data by clinicians anératisers, and clinical

decision support tools at the point of care.

Electronic Means of Enhancing Public Participation in Government

HHS has enhanced public participation in Government by becoming a full partner in the
Governmenwide ERulemaking initigive. All HHS regulatory proposals routinely inform the
public about how comments on the proposals can be submitRaguéations.govSuch notices

of proposed rulemaking provided the public with the opportunity for electronic submission of
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comments, whic the Department is legally required to take into account before moving to issue
a final rule.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

The Centers for Medicare and Medicaid Servi(€&gS) Quality Improvement

Organizatiorprogram promotes higher quality, more efficient health care for Medicare
beneficiaries. The reporting of quality measures encourages physicians to improve their quality
of care and empowers consumers with informatitomake more educated health care decisions.

The goal of the CMS Quality Program Investmeénto provide a common IT platform to

support QIO business operations, promote application, data & information sharing, and to
support management information. Ti@pose of QualityNet Exchange is to improve the quality

of care for Medicare beneficiaries through increased efficiencies in information exchange. CMS
publicly reporting quality measures encourages physicians and hospitals to improve their quality
of careand empowers consumers with information to make more educated health care decisions.

The Indian Health ServicResource (IHS) and Patient Management System (RPMS) is a
comprehensive health information system (HIS) created to support the delivery qtiblii

health care to American Indians and Alaska Natives who attend several hundred Federal, Tribal,
and Urban facilities nationwide. RPMS is critical to IHS operations and integrates practice
management, medical, behavioral health, population healtpeaf@mance reporting functions

into a fully capable electronic health record (EHR) suite.

The FY10 target to derive 63 clinical measures from the Resource and Patient Management
System (RPMS) and integrating the Electronic Health Record (EHR) in altelds Avas met and
exceeded. This measure is designed to improve the quality of care through the use of appropriate
technology and to improve passive extraction of clinical performance data frivt§ R@alth
information system.

Reducing Errors through Electronic Submissions

Changes to NIH policy and systems have had an impact on the efficiency of the grant application
and award processes. NIH grant applicants now submit over 93 percent of grant applications
electronically through the central Federal poi@ants.goy on forms that are shared across the
Federal research agencies. The integration of the applicant's information into the NIH Electronic
Research Administration has increased the accuracy of the information provided to grant
program officers anceviewers.NIH has also moved to fully electronic notices of grant awards,
Financial Status reports, and annual noncompeting progress reports, creating processes that are
more accurate, streamlined and efficient for the scientific community.

The Food andrug Administration (FDAElectronic SubmissionSatewayis an integrated

system that enables the electronic regulatory process between industry and FDA. It stores,
retrieves, and distributes submissions to reviewers and interfaces with FDA databases. The
Gateway has a positive impact on existing practie®liness is increased; paper copies
generated for submission and archiving are reduced; electronic acknowledgments of successful
transmission can be received and saved; and the accuracy of subnssioreased, which can
speed up the new product review process.
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The CDC Public Health Information Network BioSense Program is critical to improving local,
state, and Federal surveillance capaicity the health of communities and the country. It helps
guide public health decision making and action at the local, regional and national level. With
BioSense, the public health community is able to more efficiently track health problems as they
evolve and provide public health officials with the data, inforoma&ind tools they need to better
prepare for and coordinate responses to public health crisis.

Efforts to Comply with Section 508 Regarding Information Management

The Office on Disability and the Office of the Assistant Secretary for Public Affaireeced a
departmental working group to revise and update Section 508 policy. The Assistant Secretary
for Administration was designated the lead to outline a new approach in view of gaps in 508
compliance identified by the Office on Disability and employsgls disabilities.

The HHS Section 508 Program Team reconvened as the Access Board to serve as 508
Governance for activities and issues. The team of Section 508 Coordinators and technical experts
from each HHS operating divisidnttp://www.hhs.gov/od/508coordinatonduct meetings to
address technical questions and accessibility issues, and to share accessibility information
throughout HHS. The Access Board's refresh of Se&f8 regulations are forthcoming, HHS
anticipates developing and disseminating revised Section 508 policy and guidance what
accessibility issues must be addressed and how to plan for and remediate accommodation issues.
Current examples of Section 508 gande include:

1 The HHS Section 508 Program team is developing a Section 508 Acquisition training to
improve the use of appropriate solicitation and contract language when procuring goods
and services for HHS.

1 The Section 508 Training Subgrorgdeased a vieb on Section 508 awareness. The
video is now included ithe Office of the Secretary and the HHS FDA new employee
orientation.

1 The Assistant Secretary for Public Affairs developed training matematew to prepare
documents in various formats that maetessibility requirements.

Quantifying Cost Savings Achieved through Implementation of IT Programs

The EGov Benefits Report summarizes benefits realized and expected from Electronic
Government (EGov) initiatives funded b¥iHS, either as the managimgency or through
contributions to other agencies in accordance with the reporting requirements established in
section 737 of Public Law 11061.

HHS serves as the managing partner of the Grants-gaavernment programGrants.gov is

the Federal Governmet * s singl e website providing inform
awarded by the 26 gramaking agencies and other Federal graaking organizations. The

initiative enables Federal agencies to publish grant funding opportunities and application

packaes onlingwhile allowing over 1 million organizations that comprise the grant community

(state, local, and tribal governments, education and research organizatiepsfiton

organizations, public housing agencies, and individuals) to search for appestand

download, complete, and electronically submit applicatidhs.following highlight the

system’s use and benefits in FY11:
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1 3,847 discretionarfunding opportunities werngosted in FY11, 3,762 of those
accompanying a matching synopsis.

1 The fundng opportunities announced throu@hants.gowvesulted in pproximately $156

billion in grants and financial assistaregarded by the 26 grantaking agencies and

other Federal granmhaking organizations.

257,315grant applications were received andqassed

Over 275,000 Authorized Organization Representativa® registerewith Grants.gov.

Through the governmentide Grants.gov Memorandum of Understanding and Service

Level Agreement with all 26 Federal agenc@stact center operations semit

288,843 calls and 40,450 emails for a total of 329,293 contacts on behalf of the grant

making agencies.

1 Over2,000 peoplavere supported and traingdcluding Federal, state and local grant

administrators, congressional workshops, and grant organizations.

Over 6,000 registration brochures and CD’

Quarterly satellite webcastgere institutedo provide outreach, status and technical and

program management status and support servicing the grant community.

E

E

The collection and analysis of daby FDA staff must occur throughout the entire life cycle of a
product to identify unexpected safety risks associated with the use of a human drug that could
not have been predicted by clinical trials and bio statistical analysis. Reports of thesetedexpec
safety problems, called adverse events, are captured in the Adverse Event Reporting System
(AERS), a critical component of FDA's pesarketing safety surveillance systems for all drug

and therapeutic biologic products. Information captured in AERSvalFDA scientists and
statisticians to search for patterns that may indicate an emerging safety hazard, which is the first
step in analyzing the potential causes and formulating an effective risk management response.

The average cost associated with ilgra submitted Adverse Event Report into a verified record
in the database has been decreasing since FY03 due to FDA efforts to streamline its business
processes and improve the information systems that are used to process records. In FY03, the
cost pereport was $21.91 per report. By FY10, the cost per report was reduced to $7.35. The
overall savings to FDA from electronic submission continues to increase due the increasing
numbers of received reports. In the absence of electronic submissions, thenproggsafor

manual data entry would be nearly double the cost using electronic submission.

Department of Homeland Security

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Department of Homeland Security (DHS) IT Stratdgjian:
http://www.dhs.gov/xlibrary/assets/cio_infotech_strategic_plan_-2003.pdf

Enterprise Architecture (EA) Plahttp://www.dhs.gov/xlibrary/assets/ghsr_report.pdf

Information Dissemination Management to the Public

The following section outlines determinations, priorities and timeline information for each E
Gov Initiative. In addition, the Initiative websites that are used to disseminate data to the public
are listed below (where applicable):
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Disaster Management:

1 Determinationsin 2011, it was determined that it was in the best interest of the
Government to fund the Disaster Management Initiative in the amount of $12,270,000.
9 Priorities:

o0 Continued rollout of the CMS across DHS components.

o To consolidate Web coent to more easily access information on cimsgsing
national initiatives that the Federal Emergency Management Agency (FEMA)
manages for the benefit of Federal departments and agencies and the American
people, such as the National Exercise ProgrampNaitiTraining Program,
|l essons | earned and corrective action p
in coordinating the Federal response and recovery efforts during disasters.

o Updates and enhancements to FEMA mobile site and the FEMA mobile
application.

o Research, design, and development of emerging technologies.

1 ScheduleComplete the above priorities by the end of FY12.
1 Websitehttp://www.fema.gov/about/programs/disastermanageinent

Disaster Assistance Improvement Plan:

1 Determinations: In 2011, it was determined that it was in the best interest of the
Government to fund the Disaster Assistance Improvement Plan Initiative in the amount of
$15,847,536.

9 Priorities:

o Improve the cizen disaster survivor experience in applying for and receiving
disaster assistance by providing a consolidated repository of forms of assistance
(FOASs) and simplifying the application process. Initial completion date for this
item was December 2008. 1021, the DAIP PMO began working on usability
improvements to further improve the Web portal and application process. The
first of the usability improvements will be implemented in production January
2012, with additional improvements to usability, thelaagpion process, and
account creation continuing in FY12.

o Enable i mprovements to DAIP and its par
place to provide disaster assistance. Completion date for this priority was
September 2011.

o Improve the coordinationfanteragency operations to better facilitate disaster
assistance. Completion date for this priority was September 2011.
1 Website:http://www.disasterassistance.gov/daip_en.portal

Information Systems Security Line of Business (LoB):

1 Determinations: In 2011, it was determined that it was in the best interest of DHS to fund
the Information Systems Security LoB Initiative in the amount of $3,026,000.
1 Priorities:
o Establish BPAs for Continuowonitoring Products and Services. Requirements
were completed by September 2011 andgjoimg BPA development continues in
FY12.
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o Deliver an acquisition guide for federal agency use in procuring DNSSEC
services. Priority completed April 2011.

o ldentify Siational Awareness and Incident Response Tier IV product acquisition
targets. A number of targets for SAIR Tier 4 are being considered including
Continuous Monitoring as a Service, tools and services to support secure email
gateways and tools and servitesupport secure wireless networking; work on
this priority continues in FY12.

0 ISS LoB Shared Service Center performance review These are quarterly events,
with reviews held May 2011, September 2011, and December 2011. Status on
Shared Service centerrf@mance is documented quarterly.

o0 Develop an ISS LoB sponsored GOTS product repository for agency reference.
Priority completed May 2011.

International Trade Data System:

9 Determinations: In 2011, it was determined that it was in the best interest of the

Government to fund the International Trade Data System in the amount of $16,000,000.

9 Priorities:

0 Reduce the cost of reporting international trade transactions for business and
processing international trade transactions

o Facilitate compliance with Government trade requirements (e.g., transportation,
public health, safety, export control)

o Enhance national security by facilitating the sharing of information among
authorized agencies

o Provide access to more accurate, congpland timely international trade
information

o CBP has released various interfaces and protocols, including message sets and
implementation guides, to allow PGAs (Participating Government Agencies) to
communicate and share information related to cargoritspand to allow Trade
Members to supply documentation needed during the cargo release process to
Federal agencies electronically. These actions will assist in meeting the priorities

listed; the specific actions and dates are as follows:
A PGA interfacesad interoperability: deployed August 2011.
A PGA web service capability: deployed September 2011.
A PGA message set: deployed December 2011
A Document Image System (DIS) / ACE portal link: March 2011.
1 Website:http://www.tds.gov/

SAFECOM:

1 Determinations: In 2010, it was determined that it was in the best interest of the
Government to fund the SAFECOM Initiative in the amount of $2,098,000.
1 Priorities:
0 Update and deliver the annual SAFECOM grant guidance documiegilipto
maximize the efficiency in which public safety communicaticglated funds are
allocated and spent. Priority completed January 2011.
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o Provide guidance and support to the Office of Emergency Communications as it
conducts followup statewide planningevaluation activities. Priority completed
June 2011.

o Provide guidance and support to the Office of Emergency Communications in its
delivery of statevide and tactical technical assistance to state, local and tribal
governments and first responder orgatiazes. Priority completed September
2011.

1 Website:http://www.safecomprogram.gav/

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.dhs.gov/xlibrary/assets/foia/privacy foia improver@an r.pdf

Primary FOIAwebsite http://www.dhs.gov/xfoia/editorial _0579.shtm

Frequent requestsifrecords are made available to the public at:
http://www.dhs.gov/xfoia/editorial _0424.shtm#1

Dissemination of Federal Research (R&D) Development Funding to the Public
Public websiteslisseminating research and development (R&D) information to the public:
www.safecomprogram.gov

From an EGov perspective, SAFECOM is a communications program of the Department of
Homeland Security. SAFECONMNFovides research, development, testing and evaluation,

guidance, tools, and templates on interoperable communicaélated issues to local, tribal,

state, and Federal emergency response agencies. The Office for Interoperability and
Compatibility (OIC)supports SAFECOMelated research, development, testing, evaluation and
standards. OIC is managed by the Science and Technology Directorate. The SAFECOM website
is www.safecomprogram.gov

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreements with external entities:

DHS enters into formal agency agreements with the following Federal Departments and
Agencies for the purposes of&ov initiatives: $nall Business Administration (SBA), General
Services Administration (GSA), Environmental Protection Agency, Office of Personnel
Management (OPM), Health and Human Services (HHS), Department of Interior (Interior),
Department of Labor (Labor), Departmentafucation (ED), and National Science Foundation
(NSF). Initiatives where DHS is the managing partner, additional agreements exist with state and
local emergency management organizations and other private industry organizations. DHS
participates in the fidwing E-Gov initiatives.

91 Disaster ManagemenHtielps citizens and members of the emergency management
community at the Federal, Local, Tribal, and State government levels by improving
public safety response through more effective and effiagetoperable data
communications and to serve as a unified point of access to disaster preparedness,
mitigation, response, and recovery information.

9 Disaster Assistance Improvement Pl&nsaster Assistance Improvement Plan is a
Governmentwide single portal for disaster victims to submit electronic applications for
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assistance. The focus of the current plan is to provide application services following
major disaster declarations to homeewsmand renters, most of which are typically

referred to SBA for a loan.

Information Systems Security LoBhe Feder al Government’'s inf
security program enables agencies’ mi ssi on
consistently implemerd set of riskbased, coseffective controls and measures that
adequately protects information contained in Federal Government information systems.
International Trade Data SysterdT.DS provides all appropriate agencies a single point

of access to consdkted import information through a secure web portal, and will
continue to expand existing publicivate partnerships in order to seek and share
recommendations and best practices within the importing community.
SAFECOM:SAFECOM functions as the key Fedecoordinator for promoting and

providing support to local, tribal, state, and Federal public safety agencies for the
improvement of public safety response through more effective and efficient interoperable
wireless communications.

Enterprise Human Resate Integration:The EHRI initiative develops policies and tools

to streamline and automate the electronic exchange of standardized HR data needed to
create official employee records asake Executive BranchlThe EHRI toolset and

central data repositonyill provide comprehensive knowledge management, workforce
analysis, forecasting, and reporting across the Executive Branch for the strategic
management of human capital.

E-Rulemakingimproves the access to, and quality of, the rulemaking process for
individuals, businesses, and other Government entities while streamlining and increasing
the efficiency of internal agency processes.

E-Training: E-Training is a Governmeswide initiative focused on creating a premier E
training environment that supports tthevelopment of the Federal workforce and

advances the accomplishment of agency missions through simplified{amaccess to
E-Training products and services.

GovBenefits.gowrovides a single point of access for citizens to locate and determine
potental eligibility for Government benefits and services.

Grants.gov:Grants.gous a single portal for all Federal grant customers to find and apply
for grants online.

IAE-Loans and GrantsThe Federal Funding Accountability and Transparency Act of

2006 (FFATA) requires OMB to “ensure the existe
searchabl e website, accessible by the publ
Federal award. The IAE Loans and Grants initiative supports the FFATA for the
relationship withDun and Bradstreet (D&B) and Data Universal Numbering System
(DUNS) support services. The IAE Program Management Office shall execute any
interagency funding agreements necessary to cover the cost of participating in the
initiative and ensure administratiof the D&B contract.

Integrated Acquisition Environmenthis initiative creates a secure business

environment that facilitates and supports @f&tctive acquisition of goods and services

by Federal agencies, while eliminating inefficiencies in theetitiracquisition

environment.

Budget Formulation and Execution (BFE) LoBie BFE LoB strives to find solutions

that link budget formulation, execution, planning, performance, and financial
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information. Areas of particular interest include technology, btuggrformance
integration, data collection and tracking, financial management integration, and human
capital.

1 Financial Management LoBmproves the cost, quality, and performance of financial
management, reducing naompliance systems by leveraging coomstandards, shared
service solutions and implementing other Governmeéde reforms that foster
efficiencies in Federal financial operations.

1 Geospatial LoBThe Geospatial LoB will identify opportunities for optimizing and
consolidating Federal geosadtrelated investments and activities to reduce the cost of
Government and improve services to citizens.

1 Grants Management LoBY Governmenwide system to support estd-end grants
management activities that promote citizen access, customer servicgeany a
financial and technical stewardship.

1 HR Management LoBZrossagency system that seeks to provide modern;eftesttive,
standardized, and interoperable Human Resource services; providing common core
functionality to support the strategic managenoériiiuman Capital.

National Archives and Records Administration (NARA) - Approved Records Schedules Inventory
and Progress on NARA Bulletin 200802
NARA-approved records schedules:

ComponerdTotal SystemsSystems Scheduled: DHIB1-128, CIS46-39, CBR65-43, ICE-87-
58, FEMA-79-19, FLETG3-2, USSS71-70, USCG92-34,andTSA-98-14.

Systems with approved NARA schedules are available to be viewed from this web site
http://www.archives.gov/recoremgmtrcs/and further information is provided below:

As reflected in the Chief Acquisition Officer (CAO)/Records Management scorecard for the
third quarter of FY11, the number of total systems and systems for which schedules have been
submitted are provided lmsv.

Component Total Systems Systems Scheduled
DHS 181 128

CIS 46 39

CBP 65 43

ICE 87 58

FEMA 79 19

FLETC 3 2

USSS 71 70
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Component Total Systems Systems Scheduled
USCG 92 34
TSA 98 14

All DHS Systems with applicable schedules:

Component | Name Schedule
Human Capital Business Systentsnterprise Integratior

CHCO Environment (HCBS EIE) GRS

CIS Office of the Citizenship & Immigration Services

Ombudsman| Ombudsman (CISOMB) N1-563-08-1

DNDO DNDObids GRS 3, Item 05

DNDO DNDOBIDS/SBIR GRS 3, Item 3
Enterprise Architecture Repositoapd Requirements

DNDO Management System (EARMS) GRS 27, Item 02
Joint Analysis Center Collaborative Information Syste

DNDO (JACCIS) N1-563-09-09
Domestic Terrorism/Ideologically Based Violence (DT]

IA Incident Database N1-563-08-024

IA Homeland Securityntelligence Database (HSIDB) N1-563-07-16-3

IA HSIN - Intel N1-56307-16-3

1A HSIN Next Generation N1-563-08-19-1

1A HSIN-Intelligence Portal N1-563-07-16-3

IA HSIN-S N1-56307-16-3

IA IA-R Contact DB N1-56307-16-2

IA Intelligence and InformatioRusion (12F) N1-56307-16-3

IA IWW 24 Hour Log N1-56307-11
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Component | Name Schedule

IA Organizational Shared Space (OSS) N1-563-07-16-4

IA Pantheon N1-56307-16-5

IA Pathfinder N1-563-07-16-3

Infrastructur

e Earned Value Management System GRS 5, Items 2,3,4

ITSO ISD CRCLExternal Complaints N1-563-07-006
Department of Homeland Security Treasury Informati

ITSO ISD Executive Repository (DHSTIER) GRS 6, Item 1

ITSO ISD Enterprise Architecture Information Repository Grs 27, Item 02

ITSO ISD Enterprise ldentity Manageme@ystem (EIMS) GRS 18, item 22a

ITSO ISD ePerformance GRS 1, item 23
Identity Credentialing Issuance Station and System

ITSO ISD (ICISS) GRS 11, item 4a

ITSO ISD Integrated Security Management System (ISMS) GRS 18, Item 22

ITSO ISD Intranet Quorum (IQ) N1-563-07-1

ITSO ISD Mail Business Intelligence Tool (MBIT) N1-563-08-15

ITSO ISD NBIS - National BioSurveillance Integration System | N1-563-08-18

ITSO ISD Performance Management GRS 1, Item 23a(1

ITSO ISD Physical Access Control Service (PACS) GRS
Procurement Request Information System Managems

ITSO ISD (PRISM) GRS 03, item 03

ITSO ISD Prosight IMS GRS 27, ITEM 1

ITSO ISD Prosight new Periodic Reporting System (nPRS) GRS 27, item 3

ITSO ISD Prosight Periodic Reporting System (PRS) GRS 27, ITEM1

ITSO ISD Real Property Information System (RPIS) GRS 3, item 01
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Component | Name Schedule
ITSO ISD Service Catalog (SVC CTLG) GRS 8, items 6,7
ITSO ISD Sunflower Asset Management System (SAMS) GRS 08, item 05
ITSO ISD TALENTLIink GRS 1, Item 4
ITSO ISD webTA GRS 2, Item 1a
Management| DHS Foreign Access Management System (DFAMS) | N1-563-09-001
Management| DHSAccessGate System N1-563-09-002
Management| DHScovery GRS 01, item 29
Management| Lenel's On Guard (Access Control System) GRS 18, item 22a

GRS 01, item
Management| MAXHR Solution Component €?erformance System | 23a(1)
Management| Personal Identify Verification Management System (P| GRS 18, item 22a

See IDENT (N1
NPPD Air and Sea Exit (Increment 1B) 56308-34-1)

See IDENT(N1-
NPPD Arrival Departure Information (ADIS) 56308-34)
NPPD Automated Biometric Identification System (IDENT) | N1-563-08-34

Automated Identification Management Syste&kIDMS | See IDENT (N1
NPPD (Increment 2C) 56308-34-1)
NPPD Chemical Security Assessment Tedlassified N1-563-07-7
NPPD Chemical Security Assessment Tool Version 2.0 N1-563-07-7
NPPD Chemical Security Awareness Training Program N1-563-08-11-2
NPPD Chief of Staff Dashboard GRS 23, item 05a
NPPD Clarity GRS 27, Item 3
Communication Assets Survey and Mapping Tool

NPPD (CASM) N1-56308-32
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Component | Name Schedule
NPPD Communications Asset Database (CAD) N1-56308-43
See IICP (N1563
NPPD Constellation/ACAMS 2.0 08-14)
Critical Infrastructure Warning Information Network
NPPD (CWIN) N1-563-07-8
Critical Infrastructure/Key Resourc€SI/KRs) Sector
NPPD Clearance Program (SCP) Master Roster GRS 18, item 22a
NPPD CSAT - Chemical Security Assessment Tool N1-563-07-007
CWIN SBU -Critical Infrastructure Warning Informatior
NPPD Network N1-563-07-008
See lICP (N1563
NPPD iICAV - S 08-14)
See lICP (N1563
NPPD iICAV - SBU 08-14)
NPPD Infrastructure Information Collection Program (IICP) [ N1-563-08-14
NPPD Linking Encrypted Network System N1-563-08-25
NPPD Master Station Log (MSL) Glebe Rd N1-563-07-10
See Infrastructure
Information
Collection Program
NPPD NADB - National Asset Databaseéecret (nce)
See lICP (N1563
NPPD NADB- National Asset Databas8BU 08-14)
NPPD National Capabilities Analysis Database (NCAD) N1-563-08-26
See BCONN1-
NPPD NBIS Operational Display System (NODS) 563-08-18-1)
NPPD NEXMSEL Tool GRS 18, item 28
NPPD NICC Insight (Prizm) N1-56308-27
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Component | Name Schedule
NPPDUS-VISIT-Comprehensive Biometric Exfiir/Sea| See IDENT (N1
NPPD (2010) 563-08-34)
NPPDUS-VISIT-Comprehensive Biometric Exitand | See IDENT(N1-
NPPD (2010) 563-08-34)
NPPDUS-VISIT-Unique Identity10-Print See IDENT (N1
NPPD Interoperability (2010) 56308-34)
See PCIIMS (N1
NPPD PCIl esubmissions 56308-36-1)
NPPD Priority Telecommunication System (PTS) N1-563-07-9
NPPD Priority TelecommunicationService (PTS) N1-56307-12
Protected Critical Infrastructure Information Managen
NPPD System N1-563-08-036
NPPD Protective Security Analysis Centé&tSAC N1-563-08-32-1
NPPD PSCD Support Tools (PST) GRS 18, item 27
NPPD PSD Quick Respongeommunications Package (SBU)| GRS 18, item 27
NPPD PSD Quick Response Communications Package (Seq¢ GRS 18, item 27
NPPD Technology Assessment Network (TAN) N1-563-08-42
NPPD Telecommunications Service Priority (TSP) Web N1-563-07-9-1
NPPD TRACS N1-56308-35
NPPD Tripwire N1-563-08-28
NPPD US-CERT Malware In Process
NPPD US-VISIT TechDocs GRS 24, item 11a
VISAT - Vulnerability Identification SeHAssessment See IICP (N1563
NPPD Tool 08-14)
NPPD/FPS | FPS Data System GRS 08, item 06
NPPD/FPS | Web Records Management System (WebRMS) GRS 18, item 14
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Component | Name Schedule
OAT Enterprise Architecture Information Repository Grs 27, Item 02
OIG Investigative Data Management System (IDMS) N1-563-07-5
See IDMS (N1
oIS OIG Enforcement Data System 56307-5)
Operations
Coordination| Homeland Security Information Network (HSINSBU | N1-563-08-19
Operations
Coordination| HSIN Next Generation N1-56308-19-1
Operations | NOC BDS- National Operations Center Briefing Displd NOT MAJOR
Coordination| System APPLICATION
Operations
Coordination| TAF/C GRS 24, item 05a
OPS Homeland Security Information Network (HSIN) N1-56308-19
National Operations Center (NOC) Senior Watch Offig
OPS (SWO)/Tracker Logs N1-563-08-23
OPS Operations Directorate COOP/Personnel Database | N1-56307-14
OPS Repeat and Disruptive Callers Database (RDCR) N1-563-07-15
Transferred to
POL Performance Analysis System (PAS) USCIS
Science and
Technology | Access Commander GRS 20, item 09
Science and | Biological Warning and Incider@haracterization Systel See BCON (N4
Technology | (BWICS) 56308-18-1)
Science and | Execution Performance Invoice Consolidation T-ool
Technology | EPIC/BAIRS GRS 3, item 03
Science and Transferred to
Technology | FirstResponders.gov FEMA
HSARPABAA SBIR GRS 3, Item 3
Science and
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Component | Name Schedule

Technology

Science and

Technology | PREDICT N1-56308-37
Science and

Technology | Project Execution System (PES) GRS 27, Item 3
Science and

Technology | SAFECOM Baseline Searchable DB System N1-563-07-18
Science and

Technology | SAFECOM Website N1-563-08-30-2
Science and

Technology | SAFETY Act N1-563-07-23
Science and | Safety Act Business Process Management Research| See Safety Act (N1
Technology | System (SABPMRS) 56307-23)
Science and

Technology | Staffing Management System GRS 01, item 18a
Science and

Technology | Standardized Policies and Procedur&$2 GRS 20, item 09
Science and | Support AntiTerrorism by Fostering Effective See Safety Act (N1
Technology | Technologies Act Website (SAFETY ACT) 56307-23)
Science and

Technology | Tech Solutims N1-563-07-21
Science and

Technology | Technical Evaluation System for SAFETY Act N1-563-07-23
Science and

Technology | Technology Clearinghouse N1-563-07-22

Implementation of Electronic Signatures for Interoperability

Currently, the Department issues digital cert
and encryption of email and documents. Those certificates are made available to users on an as
needed basis. For example, the DHS Science and Techrol@gtorate uses digital signatures
extensively for securely communicating and transferring sensitive data within S&T (Employees

and Contractors) as well as secure communications with the Department of Energy, Department
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of Defense, and the GovernmeniGdnada. As a result of the HSRR program, now virtually

all DHS employees and contractors will have a digital signing and encryption certificate as part
of their credential. This fact coupled with existing and recent enterprise software purchases will
enable almost any users across the Department to more securely conduct interoperable,
electronic transactions. Pilots are underway in multiple Components and offices across the
Department as the IT infrastructure to support an enterprise digital sigcapability is

underway as a higfpriority initiative.

Electronic Means of Enhancing Public Participation in Government

OMB Implementation Guidance for the@vernment Act of 2002 directed Federal Agencies to
make their regulatory docket informatiorcassible and searchable to the public using the
Regulations.goweb site, the public facing side of the Federal Docket Management System
(FDMS). Through a customizable agency interface, FDMS provides DHS users with the ability
to manage docket materialtgdugh the use of rolbased access controls; workflow and
collaboration processes; creating/managing/revising content; comment management; and
integrated COTS scanning solutioriRegulations.gogerves as a trusted source of Federal
information providinghe public with easy orstop access to all posted agency information.
Since September 2007, all DHS rulemaking activities are posted through
FDMS/Regulations.gavin calendar year A (the latest data availabl®HS posted a total of
6,355 document®tFDMS, 579 rules and proposed rules, and received 1,513 public comments
in Regulations.gav

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations

The Department has been working diligently to ioye outcomeoriented performance
measurement at both the Enterprise and individual IT program levels.

Enterprise Performancefhe Federal Information Security Management Act (FISMA)

compliance measure is not expected to meet the target for FY11 bdwm&$8MA Scorecard

was revised due to new FISMA requirements and other data collection needs, thereby raising the
acceptable level of performance. The Enterprise Architecture maturity score is likely to reach 3
by the end of FY11. As of July 22, 201hrde domains/segments are covered by portfolio
governance.The fourth domain/segment will have its first meeting by the end of the fiscal year,
thus meeting the FY11 target.

Major IT Program Performancefhe Department continues to provide monthly updates on DHS
major IT programs reported on the Federal Information Technology (IT) Dashboard. Through
the IT Dashboard, DHS sharestapdate investment, planning, and performance information for
the existing37 major IT programs across all Components of DHS. These updates can be found
at the following URL.: http://www.itdashboard.gov/

I n compliance with OMB’'s 25 Point lionpl ement at
Technology Management, DHS OCIO implemented the TechStat process used to perform
comprehensive reviews of troubled IT program, identify and document issues, and provide

correct actionsIn FY12, OCIO plans to transfer the responsibility of conduatagmlar

TechStats to the Components. OCIO will still maintain oversight of the TechStat process.

74


http://www.itdashboard.gov/

Reducing Errors through Electronic Submissions

The Department as a whole engages in 462 information collections from the public. Of these,
there are 271 iwhich the information is submitted electronicalljrom an EGovernment
perspective, the best examples of these electronic submissions iGcards.goy
GovBenefits.ggwandDisasterAssistance.gov hrough these websites, applicants submit their
requess for grants, benefits, and disaster assistambés information feeds content management
systems that route the applications for review and apprdved.accuracy of the data in the
applications is important in the award of the grant or benkfdre than just submitting a

scanned image of a form, the individual fields completed on each application reduce the errors
when compared to handritten or verbal submissions. This saves both time and administrative
burden when reviewing and adjudicating tipplecations.

Efforts to Comply with Section 508 Regarding Information Management

The Officer for Civil Rights and Civil Liberties and the DHS CIO continue to collaborate to fully
implement and enforce the provisions of Section 508 throughout the Deptarirhe two

offices worked in concert to establish a Departaveide Section 508 program, run by the Office
on Accessible Systems & Technology (OASTDAST continues to be a catalyst for great
progress in the Section 508 compliance area, performingdiesocanning of Department

systems. OAST operations and services include:

Accessibility HelpdeskStaff a single point of contact for employees with accessibility needs or
guestions regarding 508 compliance. OAST processed 2,551 DHS Accessibility Help Des
requests, a 5.3 percent increase over last year.

Training and Outreach:OAST offers an extensive selection of haids online and customized
training opportunities.The Department successfully trained 1,032 DHS employees (COTRs,
Program/Project Manags, developers) on Section 508 compliance and testing procedures.
OAST conducted t wo-Déaf/Hold & leow Visiog/BliBdeD$S emplayses.
These sessions provided DHS employees the opportunity to identify and share experiences
whereby therevas a lack in assistive services.

Document accessibilityOAST personnel provide assistance to all DHS Components, as well as
various external audiences, in reviewing and remediating electronic document files, including
forms, memorandums, informatior@mphlets, flyers and various reports.

Governance:OAST governance and compliance activities include assessing performance of IT
programs and organizations, as well as managing accessibility risks through detailed process
controls. DHS conducted 362 IAcquisition Reviews for Section 508 complianrethereby
influencing more than $3.5B worth of IT acquisitionghe Department launched DHS

Component Dashboard to assist in tracking Section 508 activities across Components.

Application accessibility assement: OAST provides accessibility assessments, reviews and

evaluations of commercial and Government applications, including Web applications, for
Section 508 compliancelhe Department evaluated 405 IT applications for 508 compliance.
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Examples of additinal efforts throughout DHS include the IT Acquisition Review (ITAR), EA
Center of Excellence, and Paperwork Reduction Act Program Management, in which 508
compliance is built into the IT governance and compliance process.

Quantifying Cost Savings Achievedhrough Implementation of IT Programs

Under OCIO leadership, the Enterprise Architecture team achieved cost avoidance and/or
efficiency improvements of at least $25M by rationalizing the portfolio of IT applications and
standardizing processes and tezbgies in four additional segments of the Homeland Security
EA. The Department of Homeland Security redirects any costs saved through efficiencies to
other priorities.

Department of Housing and Urban Development

Information Technology Strategic Plan andEnterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://www.hud.gov/offices/cio/documents/itstratplan3.pdf

Enterprise Architecture (EA) Plan:
http://portal.hud.gov/hudportal/documents/huddoc?id=DOC_13831.pdf

Dissemination of Federal Research and Development (R&D) Funding to thrublic
Final determinations, priorities, and schedules for eaGot initiative:
http://portal.hud.gov/portal/page/portal/HUD/about/inventory

Information dissemination producatalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public
http://portal.hud.gov/poal/page/portal/HUD/about/inventary

HUD.gov was developed as the information clearinghouse for the public and the Department of
Housing and Urban Development’'s (HUDBQv busines
initiatives already provide the most comrhprequested information under the Freedom of

Information Act and through email and telephone contacts. However, to ensure requested
information is available HUD staffs who routinely respond to customer questions, provide

feedback on any frequently requessinformation that is not already available on HUD's

website. HUD has identified the inventory of information priorities and schedules available at:
http://portal.hud.gov/portglage/portal/HUD/about/inventory

This Web Publication Schedule page also provides a link to HUD's Web Manager mailbox and
solicits public comments and suggestions. As new information becomes available at HUD that is
important to the public, the Departmésntommitted to putting it on HUD's Homes and
Community website. HUD s i nformation dissemi
inventories and other management tools are founddin.govResourcesContact Usand

HUD Userweb pages.

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.hud.gov/offices/adm/hudclips/handbooks/ogch/13271/index.cfm
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Primary FOIAwebsite
http://portal.hud.gov/portal/page/portal/HUD/program offices/administration/foia

Frequent requests for records are made available to the public at:
http://www.hud.gov/office/adm/foia/referencematerials.cfm

Dissemination of Federal Research and Development (R&D) Funding to the Public
Not Applicable HUD does not fund research and development (R&D) activities

Dissemination of Formal Agency Agreements with External Entitieso the Public

Agreements either between or among Federal agencies, or between Federal agency and state or
local governmental agencies or nongovernmental entities, go by many names, for example,
memorandum of agreement, memorandum of understanding, enesaggreements, and
intergovernmental agreement.

Historically, HUD has successfully carried out its mission through its relationships with other
Federal agencies and various business partners, including nonprofit organizations, state and local
governmentshousing agencies, authorities, and tribes; community anddfasgéd

organizations, various housing industry groups including lenders, brokers, appraisers, and
multifamily developers and owners, health care facilities providers, small businesses; fair

housing organizations; and investorBhese partnerships have allowed the development of

various communication vehicles and channels that increase its ability to deliver information to its
customers. Efforts that are resulting in effective communicatrarigde:

Disaster Assistance Improvement Plan (DAIPhe Disaster Assistance Improvement Plan

(DAIP) implementedisasterAssistance.gdw improve the delivery of disaster assistance all
across Federal Government. The initiative includes member agencies that have active disaster
assistance programs as well as those that do not.
http://www.disasterassistance.gov/daip_en.portal

Grants.gov: Grants.gowenables Federal agencies to publish grant funding opportunities and
application packages online while allowing the grant community to search for opportunities and
download, cenplete, and electronically submit applications. By uséngnts.goy HUD was

able to receive and review applications for funding through a single intenfzé/grants.gov/

Integrated Acquisition EnvironmenfE creates a secure business environment that will

facilitate and support cosfffective acquisition of goods and services by agencies, while

eliminating inefficiencies in the current acquisition environment. This initiative will promote
increased efficiency aheffectiveness of goods and services in a cost effective manner, while
providing more access to small business. By using IAE HUD has the capability to access
common systems that support the procurement process (e.g., past performance, central contractor
registration), and share data and expenses with other agencies, thus providing greater
functionality and better information at reduce cbsips://www.acquisition.gav
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National Archives and Records Administation (NARA) - Approved Records Schedules
Inventory and Progress on NARA Bulletin 200602

In compliance with NARA Bulletin 2002, 100 percent of HUDs financial information systems
have been approved by NARA. HUDCLIPS and HUDs Web Management records were
approved in FY11. HUDs Directives/Issuances/Policy files were converted from a temporary
retention to a permanent collection. OGCs Legal record schedule was approved aseonealia
records.

HUD public website to HUD Records Disptish Schedules cdpe found at:
http://portal.hud.gov/portal/page/portal/HUD/program offices/administration/hudclips/handbook
s/admh/2225.6

The publicwebsite to HUD Records Ctinl Schedules can be found at:
http://www.archives.gov/recordmgmt/rcs/schedulasdex.html?dir=/departments/department
of-housingandurbanrdevelopment/réD207.

Implementation of Electronic Signatures for Interoperability

HUD is evolving and maturing its use of electronic authentication tools to support secure access
to systems andata both internally and externally. Internally, HUD has issued FIPS 201

compliant personal identity verification (PIV) credentials to virtually all of its employees and
applicable contractors. HUD is beginning to integrate use of thesfabtar authentiation
credentials with the access controls to HUD’
name and password approach. Externally, HUD has been using electronic authentication tools to
permit secure access to systems and data by customers foy@aasyHUD has initiated a new
project to consolidate and standardize its access control tools using contemporary technologies.
This project will permit HUD to fully utilize the electronic signature capability on the PIV cards
used by employees and contas and reduce the number of system specific user names and
passwords used by customers. The project will also implement better management controls for
providing and revoking accets specific systems and data.

Electronic Means of Enhancing Public Paricipation in Government

HUD continues to support the effort to supetgulations.govthe Governmentvide website

that provides the public a portal to access and participate in the Federal rulemaking process.
HUD has patrticipated in this effort sindeetinception of Regulation.gov in 2002. Since that
time, HUD has posted all of its documents requesting public comment (e.g., proposed and
interim rules) orRegulations.gav In addition, HUD includes language in all documents
published in the Federal Rster alerting the public tRegulations.goas the preferred method

of submitting comments. During the last fiscal year, HUD has received over 20,000 public
comments througRegulations.gav In addition, HUD has actively served on the Executive
Board o\erseeingRegulatios.govand on its various task groups.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

To realize HUD's mission to create Ilgyfrong, s
affordable homes for all, the HUD Strategic Plan articulates five overarching goals. These goals
guide the transformation of HUD to implement pkased policies; drive a balanced,

comprehensive national housing policy that supports sustainablehmeeship and affordable
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rental homes alike; and build the strong and discrimindtiesm communities that serve as the
foundation for opportunity.

The Management Action Plan (MAP) translates the broad goals and outcome measures in
HUD’ s -FYY5lS@rategt Plan into specific, quantifiable targets and actions that HUD plans
to accomplish in the upcoming fiscal year. The MAP focuses on Agency Priority Goals (APGS),
priorities which the Department has committed to achieve by the end of FY13. The MAP also
includes objectives to achieve Goal 5 in the HUD Strategic Plan, Transforming how HUD does
business.

The Government Performance and Results Modernization Act of 2011 require all Federal
agencies to develop a set of APGs against which they will report pragraderly. HUD

identified seven APGs during a series of priority setting meetings with senior leadership during
the spring of 2011, representing some of the core programs of the agency. Four of the seven
APGs are extensions of the FY10/11 APGs (formenigvikn as High Priority Performance Goals
(HPPGS)).

The MAP is not intended to represent all of the work HUD will do towards achieving the
Department’s goals, rather it focuses on the
and strategies relkad to achieving Goal 5 of the Strategic Plan. Further detail for programs and
activities that do not contribute to the APGs or Goal 5 objectives will be reflected in each

program and support area Operating Plans which are still under development. THESFY12/

MAP is designed to:

1 Include both program and plabased activities, outputs and outcomes;
1 Guide the work activities of HUD staff in headquarters and in the field; and
T Ensure that HUD achieves the Department’ s

Reducing Errors through Electronic Submissions

HUD has consistently utilized XML schema and the eCPIC tool to submit data to the Office of
Management and Budget (OMB) to update the Federal IT Dashboard and subsequently ensure its
accuracy, reliability, and timeliness. HUD haeadly made the details of its major investments
available on the dashboard, along with links to detailed financial information, Exhibit 300s, and
other relevant data. HUD is fully committed to the principles of Open Government and

recognizes the importaa®f not simply submitting data to the IT dashboard but of ensuring the
gual ity and reliability of that data. Ranked
was received favorably throughout the Government and among numerous watchdog groups.
Active collaboration with OMB has already revealed certain deficiencies that need to be rectified
and yielded a number of lessons learned that will be useful in moving forward.

HUD has been a leader in Open Government and is committed to making its operetren
transparent and intelligible to the American people. The Department is proud of its efforts to
modernize its IT investment management processes and its work with OMB in releasing
investment data and proactively addressing data quality issues.dHtdinmitted to continuing

to modernize its practices and to fully implement its planned controls that will better ensure data
quality for the Federal IT Dashboard.
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Efforts to Comply with Section 508 Regarding Information Management

HUD has integrated Seon 508 standards into its procurement and system development
standards. All contracts for the procurement of electronic information processing equipment,
Commercial off the- shelf software (COTS) and information processing services have a clause
statirg that all appropriate deliverables must be Section 508 compliant. The Department has
conducted training for procurement officials, project managers and information technology
professionals to assure a complete understanding of the letter and intecttaf S@8.

The Section 508 roles and responsibilities of involved personnel have been stressed in instructor

|l ed classes and all c¢class materi al iI's availab
guidance for each key procurement process @e® Requiring Officials, the Procurement

Office, the Section 508 Coordinator, the Office of Fair Housing and Equal Opportunity, and its
Assistive Technology Program). Carrying out the outlined responsibilities ensures that HUD
acquires the most compliaBtT. Additionally, HUD's web policies state the following:

HUD s websites, including all online applicat
508 of the Rehabilitation Act of 1973, making content accessible to people with disabilities.

Sectian 508 requires that anyone with disabilities must be able to access and use information and
data on a website, comparable to the way people without disabilities can get that information and
data, unless it would cause the agency an undue burden.

Quantifyi ng Cost Savings Achieved through Implementation of IT Programs

During FY12 and FY13HUD currently expects to retire or decommission and receive expected
cost savings (ECS) from these systems once the new capabilities Toatiséormation

Initiative (T1)/IT initiatives are in place:

1 Program Accounting System (PASECS: $411,733

f HUD' s Central Accounting alt@S: B3208R§9% m Syst e
1 Fair Housing Administration Subsidiary Ledger (FHASLECS: $2,525,390

1 Grants Management Prose&GMP) Legacy ECS: $119,000

HUD has not yet quantified programmatic efficiencies that may occur following the
implementation of new supporting technologies for the target business areas. Planning is
currently on the way to determine projected retieat dates and estimated cost savings of
approximately ten additional systems.

Department of Justice

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Ritip://www.justice.gov/jmd/ocio/it
strategieplan.htm

Enterprise Architecture (EA) Plan: The Department of Justice (Justice) Enterprise Architecture

(EA) is an integrated, agenayide Hueprint designed to help Justice use information technology
resources more efficiently and effectively, a
mission programs. The Department Transition Strategy and Sequencing Plan (T&S) documents

J u st iogress towamps the Target Enterprise Architecture (EA). The goal of the T&S is to
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clearly articulate Segment performance and provide a summary of modernization activities. The
intent of the T&S is to enable better management of Justice systems and pragmarst
agencywide plans. The T&S Plan also shows how the Department's investments will address
performance gaps and work to improve Justice capabilities; driving the Department towards the
Target Architecture.

Information Dissemination Management to tre Public

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public
http://www.justice.gov/jmd/ocio/egovschedule.htifhe Department of Justice publishes a
comprehensive web site inventory and priority list that is available for public comment at all
times.

Freedom of Information Act (FOIA) Compliance
FOIA handbookwww.justice.gov/oip/04_3.html

Primary FOIAwebsite www.justice.gov/oip

Frequent requests for records are made available to the publie\atjustice.gov/oip/foia
library.html.

Dissemination of Federal Research and Development (R&D) Funding to the Public
Public websites disseminating research and development (R&D) information to the public:

WwWw. nij.gov/
www.bja.gov/
www.ojjdp.gov/
WWW.it.0jp.gov
www.dna.gov
WWW.0jp.usdoj.gov
www.nij.gov/
www.bja.gov/
www.bjs.gov/
www.0ojjdp.gov/
www.ovc.gov/
WWW.NC|rS.qgov

www.dna.gov
www.smart.qov/

=2 =8 -0_9_9_9_95_42_29_29_-2°_-2_--2_-2-

Dissemination of Formal Agency Agrements with External Entities to the Public
The 2011 inventory describing agreements with
information dissemination program is below:

City, county, and state law enforcemértitp://www.fbi.gov/abowus/cjis/ucr/ucr
Community AnttDrug Coalitions of America (CADCA National Coalition),
http://cadca.org

91 Corporation for National and Community Servibép://www.nationalservice.gov/

1
1
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http://www.nij.gov/
http://www.bja.gov/
http://www.bjs.gov/
http://www.ojjdp.gov/
http://www.ovc.gov/
http://www.ncjrs.gov/
http://www.dna.gov/
http://www.smart.gov/
http://www.fbi.gov/about-us/cjis/ucr/ucr
http://cadca.org/
http://www.nationalservice.gov/
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= =4 =
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Development Services Grouputtp://www.ojjdp.gov/mpg/

Justice Research and Statistics Associatip;//www.jrsainfo.org/

National Center for Juvenile Justice,
http://www.ncjjservehttp.org/NCJJIWebsite/main.html

National Center for Missing and Exploited Children,
http://www.ncmec.org/missingkids/servlet/PublicHomeServlet?LanguageCountry=en_U
S&

National Criminal Justice Associatiomtp://www.ncja.org

National Criminal Justice Reference Service (NCJR&p.//www.ncjrs.gov

National Criminal Justice Reference Sendcaustice Information Listserv JUSTINFO,
http://www.ncjrs.gov/justinfo/dates.html

National Criminal Justice Reference Senddgbrary monthly update of titles on
international topics added to the collectibttps://www.ncjrs.gov/imal.html

Nationd Criminal Justice Reference Servickibrary weekly update of titles added to
the collectionhttp://www.ncjrs.gov/wal.html

National Criminal Justice Reference Sendd¢&rogram for the International Docunten
Exchange (IDE) of justice informatiohttp://www.ncjrs.gov/intlide.html

National Training and Technical Assistance Ceritdp;//www.nttac.org

Pacific Institute folResearch and Evaluatiamttp://www.udetc.org

State Administering Agencies/ww.ojp.usdoj.gov/saa/

University at Albany, School of Criminal Justidgtp://www.albany.edu/sourcebook/
U.S. General Services Administration, Office of Citizen Services and Communications,
www.usa.gov/About.shtml

Urban Institute Federal Justice Statistics Resource Center (FJSRC),
http://fjsrc.urban.org/index.cfm

Bureau of Justice Statistics Listserv, JUSTSTATS

Database aggregators that host the NCJRS AbsDatabase,
DIALOG/Cambridge/EBSCO

Editors of justice and substance abuse periodicals, Criminal Justice Editors' Group
International audience of justice and substance abuse researchers, policymakers,
practitioners, and others, Electronic Mailing Lists

Multi-disciplinary group of NCJRS customers, Consumer Advisory Network
National Archive of Criminal Justice Data (NACJD),
http://mwwwwww.icpsr.umich.edu/NACJD/index.html

Espaiiofor Law Enforcement: @line Training,http://espanolforlawenforcement.gov
Law Enforcement Aviation Technology Program,
http://lawenforcementaviation.org/index.htm/Sheriffs_Association_of Texas __ Border_
Research_Technology Center/Home.html

Mock Prison Riothttp://mockprisonriot.org/mpmidex.aspx

NIJ Consultant Information Systemmttp://www.nijcis.org

DNA Initiative, http://www.dna.gov

The Hague Domestic Violence Projeuttp://www.haguedv.org/

The Rural Law Enforcement Technology Institutep://rleti.org

Electronic Crime Partnership Initiativiettp://ecptus.org/contacts.html
Forensic Sciere Continuing Education Course Likttps://www.forensiced.org/
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National Forensic Science Technology Center (NFSW@)y.nfstc.org

Justice Technology Information Network (SUNET),
http://www.justnet.org/Pages/home.aspx

National Clearinghouse for Science, Technology, and kamwy.ncstl.org

Marshall University Forensic Science Center, DNA Training Pages,
http://forensics.marshall.edu/

Electronic Monitoring Resource Centattps://emresour@enter.nlectc.du.edu/
NamUs Unidentified Personisttps://identifyus.org/

NamUs Missing Personkttps://www.findthemissing.org/

Forensic Training Networlqttps://www.forensidraining-network.com/

Virginia Center for Policing Innovatiomttp://www.vcpionline.org/

West Virginia Universityhttp://elearn.wvu.edu/

Justice Resource Update, Online and hardcopy publication

Institute for Intergovernmental Researbtip://www.nsopw.gov/Core/Conditions.aspx
National Calendar of Crime Victim AssistarRelated Events, HELP For Victim Service
Providers Web Forum, Directory of Crime Victim Services,
http://ovc.ncjrs.gov/ovccalendarhttp://ovc.ncjrs.gov/oveproviderforum/index.asp
http://ovc.ncjrs.gov/findvictimservices/

OVC Gallery,http://ovc.ncjrs.gov/gallery/index.html

OVC CrimeVictims.goyhttp://www.crimevictims.gov

National Crime Victims' Service Awards Nomination Site,
https://ovcncvrw.ncjrs.gov/awards/default.html

National Crime Victims' Rights Week (NCVRW) Weblkttp://ovc.ncjrs.gov/ncvrw/
Office for Victims of Crime Training and Technical Assistance Center (OVC TTAC),
WWWw.ovcttac.gov

1 Institute for Intergovernmental Researhtip://www.nationalgangcenter.gov

1 Institute for Intergovernmental Researhbtip://it.ojp.gov/default.aspx
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National Archives and Records Administration (NARA) - Approved Records Schedules Inventory
and Progress on NARA Bulletin 200802

NARA-approved records scheduléstp://www.archives.gov/recores
magmt/rcs/schedules/index.html?dir=/departments/departofgostice/rg0060

In FY11, the Department of Justice (not including the independent Buf@tiies: of Justice

Programs (OJP), Executive Office for United States Attorneys (EOUSA), U.S. Marshall Service
(USMS), Executive Office for Immigration Review (EOIR), Bureau of Alcohol, Tobacco,

Firearms and Explosives (ATF), Federal Bureau of Investiggdk81), Drug Enforcement
Administration (DEA), National Drug Intelligence Center (NDIC), and the Federal Bureau of
Prisons (BOP) submitted 20 records schedules for electronic information systems (EIS) that
contain Federal records. Accordingtothe Oficé Recor ds and Management
most recent records, the Department currently has 194 EIS that contain Federal records, of which
159 have been scheduled (approved for final disposition) by the NARA, and 25 schedules have
been submitted by Justeen d ar e awai ting approval by NARA.
knowledge, only 10 EIS with Federal records are awaiting draft scheduledustice

Components which managee systems.
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Implementation of Electronic Signatures for Interoperability

Justces begun to plan and i mpl ement the use of
compliance with the Federal Identity Credentialing and Access Management (ICAM) roadmap.

To date, Justice has enabled a small number of Adobe PDF forms in produadtidigital

signing pilots have begun within Justice enabling Adobe PDF documents to be signed using the
PKI signing certificates present on the HSPDcard. Additionally, Justice has established a

technical infrastructure to provide loterm validation 6digitally signed documents. In

parallel, Justice is exploring implementing Digité&i8ng as a Service.

Electronic Means of Enhancing Public Participation in Government

With one single online website, the Federal Docket Management System (FDME&sd¢hab
Department of Justice to improve public access to all rulemaking material. Additionally it
provides a central location for the public to find and comment on Justice regulatory actions that
affect their lives. The components of Justice with more@cegulatory and notice programs are
the Bureau of Alcohol, Tobacco, Firearms, and ExplosihesBureau of Prisonghe Civil

Rights Division, the Drug Enforcement Administration, the Executive Office for Immigration
Review, and the Federal Bureaulmiestigation.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations
Justi ce’ s [8tp://waww.jastce.goyhiRiimpsrstrateqic2002012/index.html

Justice’s Perf or man c éttpadvma.justiceqaviabodt/bpb.ith i t y Repo

Reducing Errors through Electronic Submissions

The Department has been submitting its Office of Management and Budget (OMB) Exhibits 53,

OMB Ex 300A and B, and monthly Federal IT Dashboard updates electronically to OMB

through the Federal IT Dashboard. The Department uses the electronic CapitalgRdadnin

Investment Control (eCPIC) application to collect, validate, and submit its IT Budget and project
management information to OMB. Beginning May 2011, the Department implemented a new

eCPIC Data Exchange (EDX) process to more directly collect Invastméudget information.

The EDX process ensures consistency between budget documents and helps the Department and
Component agencies minimize IT reporting inconsistencies and redundant data entry. This new
processervedo collect the datausedtopram c e t he Depart ment’'s OMB E3

Efforts to Comply with Section 508 Regarding Information Management

The Department of Justice has established an Assistive Technology Resource Center (ATRC)
within the Justice Management Division whose mission gawide accessible electronic and
information technology solutions to Department of Justice employees with disabilities. The
ATRC works with organization managers and employees with disabilities who qualify for
assistive technology to identify appropriatdutions, and assist with obtaining and installing the
solutions, and assisting employees learn to employ those solutions.

The Department’s Office of the Chief I nformat
meetings of a Departmenide Cmt ent Manager ' s f or um. One of
addresses Iis ensuring that the Department’ s p
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technical requirements of Section 508. The Content Manager Forum share best practices, tools,
and techiques for ensuring that web content is compliant.

The Department’'s Section 508 Coordinator rei
with the department’s components to identify
organization. These POCarsed as the leads for obtaining responses from each component to

the FY10 Section 508 Compliance Survey. The results of the survey are being used to develop

an Accessibility Awareness and Compliance training program. The objective of this training
program is to raise awareness of the responsibilities of nearly every employee in meeting the
requirements of Section 508.

n

Quantifying Cost Savings Achieved through Implementation of IT Programs

The Department of Justice has implemented several IT prograbtsatve achieved cost savings

and/or cost avoidangcene example is th#&ustice Transition from JUTNet to Networx. The
Department of Justice awarded the Networx con
JUTNet, in July 2010. Pricing reductions warib effect as of November 1, 2010, providing the
Department with a 14.3 percent savings per month in FY11, as compared to the legacy FTS2001
rates, resulting in a total FY11 savings of $6.32M.

Department of Labor

Information Technology Strategic Planand Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://www.dol.gov/cio/programs/IT StrategicPlan20068TrategiePlan.htm.

Enterprise Architecture (EA) Plahttp://www.dol.gov/cio/programs/DOI ransitionStrateqy
Plan.pdf

Information Dissemination Management to the Public

Final deterrmations, priorities, and schedules for eaeB & initiative: In accordance with
Section 207(f)(2) of the4overnment Act of 2002, the Department of Labor (Labor) posts its
web content publication schedule at the following link:
http://www.dol.gov/dol/aboutdol/content.hinAdditional publication resources are listed under
the FOIA Reading Room attp://www.dol.gov/dol/foia/readroom.htm

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by thdmpublic
accordance with Section 207(f)(2) of the3®vernment Act of 2002,abor posts its web content
publication schedule at the following linkttp://www.dol.gov/dol/aboutdol/content.htm

Additional publication resources are listed under the FOIA Reading Room at:
http://www.dol.gov/dol/foia/readroom.htm

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.dol.gov/dol/foia/guide6.htm

Primary FOIAwebsite http://www.dol.gov/dol/foia/
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Frequent requests for records are made available to the public at:
http://www.dol.gov/dol/foia/readroom.htm

Dissemination of Federal Research and Development (R&D) Funding to the Public

The Employment and Training Administration's (ETA) webkite://www.doleta.gov/reseeln/,
provides information on ETA’s completed, curr
projects. Occupational Safety and Health Administratios ( Onilbbife)
http://www.osha.gov/dte/shaood/index.html provides information about the Susan Harwood

Training Grant Program which is designed to provide training and education programs for
employers and employees on the recognition, avoidance, and prevention of safety and health
hazards in thieworkplaces. Additional information on these grants as well as other competitive

grants can be found on Labor’s Grant Applicat
http://www.dol.gov/dol/grants This database, which wkminched in September 2011, provides
the public a central |l ocation to find award a

competitive grants. Labor is promotingegter transparency to theant makingprocess by
postingthe abstracts of grant appli¢ans, and the contents of all grant applications selected for
award.This site is a work in progress as new features and functionality will be added in the first
quarter of 2012.

On April 15, 2010, Labor launched a website that provides searchable emndotc#ata

produced by the Office of Federal Contract Compliance Programs (OFCCP), Employee Benefits
Security Administration (EBSA), OSHA, Wage and Hour Division (WHD), and the Mine Safety

and Health Administration (MSHAttp://ogesdw.dol.gov/ The purpose of the enforcement
website is “to make the enforcement data acce
criteria, by the public. Since its initial launch new features and functionality have been added.

Disseminaion of Formal Agency Agreements with External Entities to the Public
Labor's inventory of formal agency agreements is published at the following link:
http://www.dol.gov/dol/2011MOUE5ovReporihtm.

National Archives and Records Administration (NARA) - Approved Records Schedules Inventory

and Progress on NARA Bulletin 200802

Labor has 175 approved records schedules covering the retention and disposition of Labor
agency records. In FY11, in accordance with Section 207(e) of the E Government Act of 2002
[44 U.S.C. 3601] and NARA Bulletins 2008 03, Scheduling Existing Electi®atords, and

2006 02, NARA Guidance for Implementing Section 207(e) of the E Government Act of 2002,
Labor submitted one record schedule covering an electronic information system (EIS). During
this reporting period, the total number of EIS is 175, asagll8 scheduled EIS, and the 23
pending EIS. Labor is in the initial stages of improving its communication channels with the IT

progr ams. One of Labor’s upcoming events wild/|
the importance of records managemegigtionship between IT and Records Management,
scheduling an EI S, i n fAonuahiEl$ Suvey, aadthomitd conhpletR A’ s S
the SF 115.

Implementation of Electronic Signatures for Interoperability
In 2007, Labor became the first Cabuetel agency to implement a departmavite system
for the electronic submission of documents to the Federal Register using eSignature procedures.
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On average, Labor transmits-25 submissions to the Federal Register each week using
eSignature procedures. Bying eSignature procedures, Lalias been able to modernize the
document submission process. This has eliminated redundancies, reduced costs, and improved
the quality of Labofs submissions.

Electronic Means of Enhancing Public Participation in Government

Since 2006 Labor has participated in the Governmaa eRulemaking initiative, which is
compried of the FDMS system amgulations.govThe Department has also developed a new
website http://www.dol.gov/regulationghatprovides the public a central point to learn more
about the regulatory process and specific Labor regulatory activities and facilitate access to
Labor regulatory material. This new website also jgtes the public a live web experience
where the Secretary of Labor and other Labor executive leadership staff answered questions
about the Labor regulatory agenda submitted online from the public.

Using IT to Link Performance Goals to Key Stakeholders, Rvate Sector, Other Agencies,

and Internal Operations

Through the preparation of the 202016 Strategic Plan, Labor is developing performance

measures for its agencies that meet the standard of measuring outcomes. Labor is moving

toward developingud performance measure schemes for its worker protection agehi¢iee

there i s some expense and great effort requir
accountability to the publie to report the extent to which employers deliver on the rights and
benefits guaranteed to the nation’s workers an
greatest effect is vitally important.

The Labor Performance Model represents the overall landscape for performance measurement at
Labor. This model startsith the Department Strategic Plan (goals, performance outcomes and
measures) and drills down the hierarchy to the Agency Strategic Plan (goals, objectives and
measures) and then to Program Initiative Plans (goals, objectives and measures). This model
enabks Labor to ensure that initiatives are planned and managed within the bounds of the
Department's Strategic Goals and Performance Outcomes. The model facilitates the integration
of customer and citizen needs and benefits while maintaining executive aligwitiethe

President's agenda and Federal Transition Framework. Further, segment and initiative measures
align with the Federated Performance Reference Model performance areas and serve to detail
performance objectives within the relevant criteria. Thecttire and function of the Labor
Performance Model drives the development of and ensures the successful execution'sf Labor
Annual Performance Plan.

Reducing Errors through Electronic Submissions

Labor continues to implement a Government Paperwbnkiliation Act (GPEA) strategy to

i mprove customer service delivery, support La
nearterm report requirements, reduce paper submission errors through the use of electronic
submissions, and ensure integratioio major management processes. Additionally, Labor

continues to leverage technology to reduce errors and public burden. Some examples are as
follows:

The United States Bureau of Labor Statistics’
an autonated tool that simplifies the reporting from the Bureau's respondents.
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The Employee Benefits Security AdministratisgEBSA) major pension and welfare plan filing
systemreferred to as EFAST2, provides 100 percent electronic filingorm 5500 series
returns/reports. EFAST2 significantly reduces the filing burden and processing time for filers
compared with paper filing systems. By incorporating business logic and allowing filers to pre
validate filings for errors prior to submission, EFAST2 redditieg errors and improves data
quality. Papeprocessing under the legacy system required the manual processing of all
received filings, and sought to correct any filing errors through multiple rounds of
correspondence. Paper processing was, thersidogsct to mail correspondence delays, -data
capture error, human error, and correspondingly slow processing tbtaudgFAST?2

eliminates many of these delays and errors while dramatically increasing processing speeds.
EFAST2 provides filers with redime access to their filing status. EFAST2 also provides new
capabilities fothe publicto access submitted and disclosable Form 5500 filings within one day
of filing receipt. Filing data distribution took as many as 90 days under the legacy system.

TheWage and Hour Division (WHD) has over 150 forms, publications, posters, etc. available in
electronic format on the Internet at the Wage Hour Publication System web site. In addition, two
of WHD's forms, the Electronic WAR0 and the Electronic S8, allowfor direct and complete

data submission via the web.

The Mine Safety and Health Administration (MSH) also continues to support tbasell filing
for its customers, thus reducing public paperwork burden. Currently 100 percent of MSHA's
public-use forms with 5,000 or more respondents provide an electrdmassion option via the
public website.

Efforts to Comply with Section 508 Regarding Information Management

Labor maintains an internal policy as part of its comprehensive Manual Series titled, IT
Accessibility Management (Department of Labor ManuaileSeChapter $00). This chapter
establishes policies and procedures within Labor to implement Section 508 of the Rehabilitation
Act of 1973, as amended (29 U.S.C. 794d). This policy is applicable to all Labor electronic and
information technology, includg information contained on Labor external and internal websites
and also applies to office equipment such as computers, printers, fax machines, copiers, and
other electronic resources such as software applications and telephones. In FY12, Labor plans to
review and update the DLMS Chapte6@0 to include language that reflects both the changes in
the web environment and the Section 508 Refresh's move to harmonize with WCAG 2.0 level
AA.

The Department plans to continue trainings and outreach during BYatzltess project

manager, developer and procurement 508 suppor
preparedness to meet EO 13548, the upcoming Section 508 Refresh and the anticipated White
House Section 508 Implementation plan for Federal Agenciesitiédwhlly, working in
partnership with Department’s procurement off
compliance has not been fully achieved Labor will encourage Project Managers to include a
Voluntary Product Accessibility Template (VPA&$ a deliverable in all IT contracts.

Quantifying Cost Savings Achieved through Implementation of IT Programs

Labor continually strives to position EA as a facilitator of meaningful, misditwen business
transformation as it enables informed decisiaking and provides for the ability to manage
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performance through transition. EA also allows agencies to directly estimate cost savings and
costsavoidance through cost beneditalysis, information validation and sharing, technology
standardization anllusiness process-sngineering. This enables improved program
effectiveness, improvement in the ability to service the citizens, as well as an overarching
improvement of Department spending efficiencies.

The Department’s | T Iprogramassah exanple of merovingtidee r ni z a't
Depart ment ' s s p Basall omemployde feedbackam261il, et was readily

apparent that the current email services implemented across the Department were not meeting
the needs of the employeeafter aralyzing options, it was in the best interest of Lateor

pursue replacing its email system with a cknaded email service. In May 2011, the Deputy
Secretary announced Labor’s intent to pursue
based email service. In addition to providing enhanced valliergroved productivity for

Labor employees, Labor expects to obtain cost savings and cost avoidance when the procured
cloud email service is compared to the costs of the current Labor email envirofiithesé

baseline costs are currently being develodequirements for this cloud email service were
completed in FY11 and Labor is in the acquisition phase for transition and implementation

during the second half of FY12.

Department of State

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://www.state.gov/m/irm/rls/c39428.htm

Enterprise Architecture (EA) Plahttp://www.state.gov/m/irm/

Information Dissemination Management to the Public
Final determinations, priorities, and schedules for eaG@ot initiative:
http://www.state.gov/m/a/ips/c32484.htm

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public
http://www.stategov/m/irm/exhibit300s

T A Ilist of the Department’s major capital [
http://www.state.gov/m/irm/exhibit300s

T A description of the Oftfice of eDiplomacy’
http://www.state.gov/m/irm/ediplomacy

T A Ilist of Department of State’'s electronic
technology (IT) systems containing personally identifiable information at:
http://www.state.gov/m/a/ips/c24223.htm

1 A description of what kinds of personal information the Department of State maintains at:
http://www.state.gov/m/a/ips/c25533.htm

1 The GPO Access / Government Information Locator Service Records (GILS) at:
http://www.gpoaccess.gov/gils/index.html
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T The Department of Statesad: Records Disposit
http://www.state.gov/m/alips/c32492.htm

Freedom of Information Act (FOIA) Compliance

FOIA handbookhttp://www.state.gov/m/a/ipg he link to theDepartment's Information Access
Guide (State’'s FOI A Handbook) is found by cli
http://www.state.gov/m/a/ipgnd then clicking on the first link on the left hand side,

Information Acces Guide. The Departments Information Access Guide includes guidelines for
requesting information under the Privacy Act and for requesting Mandatory Declassification

Review.

The link to the Department's Declassified/Released Document Collections (vétgrenly
requested documents are made availablétis://www.state.gov/m/a/ips/c22798.htm

Primary FOIAwebsite http://www.state.gov/m/a/ips

Frequent requests for records are made available to the public at:
http://www.state.gov/m/alips/c22798.htm

Dissemination of Federal Research and Development (R&D) Funding to the Public
The Departmetnof State does not perform research and development (R&D) activities.

Dissemination of Formal Agency Agreements with External Entities to the Public

The Department of State, through the Bureau of Public Affairs, has entered into the following
formalagre ment s t hat compl ement the Department’ s i
progam.There is no |ink to these agreements beca
public website:

Federal Consulting Group, Department of Treasury, interagency agreementidie pinev
following services through commercial contractors:

1 Website assessments of broken links, external links to inappropriate content, etc., to
improve user experience.

1 Email subscription service to provide the public withteyulate news from the State
Department through GovDeliveryzovDelivery provides the Department with
automated subscription serviceagisitors tostate.gowcan choose from 45 different
categories binformation. When a new document is posted within that category, the
subscriber receives an email that contains the newly posted information.

1 The American Customer Satisfaction Survey provides customer feedback on defined
website components, such asteort and site performance.

1 A webformbased Contact Us system to allow any visitastade.govo browse FAQs
and submit unique questions, which are then responded to by both automated and
personal replies.

1 Hosted video content for the Department of Stateyiding an alternative means for the
public to access critical information.
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The Department of State successfully negotiated Terms of Service Agreements with vendors to
host content on their respecti ve s oaseneel medi a
where an increasing percentage of the general public accesses information.

The Department of State worked with industry so that timely country information and travel
warnings for overseas travelers could be made available for download via mphgatagms

and progr ams. As a resul t, fagpeSmbtermeelertwase nt ' s
available for downloading in June 2011.

Arts in Embassiedittp://art.state.gov/default.aspistre Depart ment ' s website
public/private partnership that facilitates diplomacy by promoting temporary exhibitions and
permanent collections, cultural exchange, and publications. More than 12,000 partners have

j oined State’ s aéarfaccessiblet ThrougtaakDeparfmam agreengent with
Carnegie Mellon, led by the Bureau of Overseas Buildings Operations (OBO), an art in embassy
artist registry is maintained ahittp://aiep.artistroster.org

Starting in August 2011, OBO began the process of taking over the support and hosting of the
registry. The relationship with Carnegie Mellon is set to discontinue on January 1, 2012, at
which time OBO/IM will fully support/host the site.

National Archives and Records Administration (NARA)- Approved Records Schedules Inventory
and Progress on NARA Bulletin 200802
NARA-approved records scheduléstp://www.state.gov/m/a/ips/c32492.htm

Implementation of Electronic Signatures for Interoperability

The Department of State has implemented, and is using, adsigirance Public Key

Infrastructure (PKI) that provides a robust and easily accessed system for digitally signing
documents. Digital signatwsare differentiated from electronic signatures by the fact that they

are cryptographically generated and provide the maximum level of safety anepuination

available. The PKI is designed for users across the Departihidne Depart ment ' s PK
signing of such diverse documentation as email, and documents generated using other word
processing softwareBecause the certificates for use in this system are secured on F2S 140
compliant tokens, users are protected from misuse of their credefhiidigr instilling trust in
individuals’ digital signatures when presente

To ensure a high level of understanding, use, and acceptance of digital signatures among its
employees, the Department of State implemented a formay/pbht validates the use of
electronic signatures within the Departmenhis policy, which addresses the use, acceptability,
and management of risks associated with electronic signatures, provides a roadmap that
structures the deployment of such signesuior organizations within the Department. Due to the
integrated nature of PKI within the Department, should an operational element within the
Department choose to implement PKI as a solution for digital signature, no further technical
assessment is reqed. This policy, entitled 5 FAM 140, Acceptability and Use of Electronic
Signatures, is publicly available at:

M http://www.state.gov/m/a/dir/regs/fam/05fam/5 100/index.htm
1 http://www.state.gov/documents/organization/156501.pdf
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Currently, there are approximately 28 Péflabled applications and five under development at

the DepartmentFor example, the Departmieuses PKI to: encrypt and decrypt email exchanges
between the Department and other agencies; enable the use of digital signatures in a range of

routine eForm documents and dime applications, and to encrypt and decrypt information

exchanges betweengdh Depart ment’s Financi al Center and \
banks.

Electronic Means of Enhancing Public Participation in Government

I n 2011, the Department’s centralized forms p
(e-Forms), partared with Program Offices in many activities that furthered ta&Eernment

Act provisions and goals.-Eorms functionalities were expanded in order to produce process
integrated forms- forms that not only collect information but can share it with migtysers

and make it directly available to applications. The Department is also piloting forms for mobile
devices Some key activities included:

1 Created a form on the Internet that organizations worldwide use to express their interest
in public-private pamerships with the Department. The collected information is moved
to a backend database for sharing, analysis and further processing. The Secretary of
State uses this information in scheduling her visits around the world.

1 Created a registration form andgted it in a cloud computing environment for
interagency staffs, foreign governments and the public to use to register for a security
conference. The form was designed for registrants to complete online and it contained an
automatic address to transfee tregistration information to a Diplomatic Security central
mailbox and then move the information to a database for use. This form allowed
participants, no matter where they were located in the world, to register.

1 Created a form for Department staff toifoDiplomatic Security (DS) of any contact
with Foreign Nationals. In the past, this information was manually entered (often
incompletely) from a form into a classified DS application; now the information is filled
out online and feeds to an applicatidectronically. The data is used for
counterintelligence activities.

Additionally, the Department of State has enhanced public participation and reduced errors
through electronic processing of information:

1 Program Offices submit documents to send to OMB in electronic format, avoiding
transcription errors.

1 Burden data provided ©Office of Directives Manageme(DIR) through the use ofe
Form documents so this information can be directly sent to OMBmMS provide
automatic calculation fields to eliminate errors.

1 E-Forms documents sent to DIR have exclusion parameters to avoid duplicatiens (i.e.
some fields ee locked out when other fields are filled in).

1 Federal Register documents are provided in electronic format so direct submission to FR
of these electronic documents eliminates transcription errors.

1 Public comments are sent electronically to Progranc®fiailboxeswhich reduces
human errors.
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1 Electronic documents provided for public comment requests eliminate errors that could
be associated with verbal/phone responses.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Ageres,

and Internal Operations

The Department provides information regarding information technology performance measures
at http://technology.performance.gov/agency/state/technobyy describes how the

Department links performance goals with other agencies at:
http://goals.performance.gov/agency/dosusaid

From the first |l ink, one c antemeasuresgoale t o t he
investments on the IT Dashboarft{p://it.usaspending.govand from the second to information

on the Department’s performance a+wide i ts contr
initiatives. I n addition , performance information
Congressional Budget Justification (CBJ). That and other kinds of performance information can

be obtained on the Planning, Performance, and Budgets page of thestathgite at:
http://www.state.gov/s/d/rm/c6113.htm

Reducing Errors through Electronic Submissions
The Department of State has enhanced public participation and reduced errors through electronic
processing of information as follows:

1 Program Offices submit documents to send to OMB in electronic format, avoiding
transcription errors.

1 Burden data provided to DIR through the use-&bem documents so this information
can be directly sent to OMB-orms provide automatic calculation fields to eliminate
errors.

1 E-Forms documents sent to DIR have exclusion parameters to avoid duplications (i.e.
some fields are locked out when other fields are filled in).

1 Federal Register documents are providedeaatebnic format so direct submission to FR
of these electronic documents eliminates transcription errors.

f Public comments are sent electronically to
mail” | osses.

1 Electronic documents provided for public commeguests eliminate errors that could
be associated with verbal/phone responses.

Efforts to Comply with Section 508 Regarding Information Management
The Ilink to the Department’s I RM Program for
Technology (IMPACT) ishttp://www.state.gov/m/irm/impact

The IRM Program for Accessible Computer/Communication Technology (IMPACT) serves as

the Department’s resource for achieviiwg el ect
for all employees and customerBhe program includes providing assistance to all bureaus in

their implementation of Section 508 of the Rehabilitation Act, which requires the Federal
Government to make all EIT procured, maintained, or used by thedF&itevernment

accessible to people with disabilities.
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The | MPACT team conducts analysis, testing, a
Section 508 compliant EIT products such as software/web applications, online documents, video

and multimediapductsAl | of fi ci al f or ms eFormsafpleationiale t he LC
508 compliant.

Intraragency collaborations include: the IT Configuration Control Board (IMPACT technical
reviews and analysis are an integral part of the approval proces®opmteployment of products
critical to the Department IT operations), the Office of Civil Rights (providing compliant

guarterly reports of Government disciplinary actions posted in the Internet), and the Office of the
|l nspect or Gener anlprocess (OfGeorvesseasa [3ost inspecioersaequir® IMPACT
508 compliancy evaluations of post websites). IMPACT is a participant in collaborative events
such as the Wounded Warrior Career Fair.

The IMPACT Outreach Lab provides information and training tdoctaers about how to
implement necessary steps to meet the requirements of Sectiomf®8PACT team also
mai ntains websites to enable this information

Quantifying Cost Savings Achieved through Implementation of IT Pograms

The Depart ment ' s-effediveintiaivgs tlrahuse open sourae teshhologies
and COTS products whenever possiblée Department strives to ensure that these programs
are incurring minimal outlays for hardware, software, latvaming, and travel costs.

The Department has instituted a rigorous governance process to achieve cost savings and cost
avoidance through efficient use of IThe EGovernment Program Board-{&ov PB), which

leads the IT governance process, is compo$#ae Under Secretary for Management, who

chairs the Board, and includes the Chief Information Officer, the Chief Financial Officer, the
Chief Procurement Officer, and Assistant Secr
geographic and functiahbureaus. The Board approves each major IT investment and reviews

the investment at each maj or dleadditon, thenBoggdi nt i
approves the Department’s annual I T budget re

Under the policy direction of the-Gov PB, the Department manages IT programs, both major

and minor investments, through the Capital Planning and Investment Control (CPIC) process.
Each IT investment is reviewed annually for the validity of its busic@ss and resource needs

and is compared and evaluated with the other
IT investments are evaluated under three criteria with equal weight: (1) Risk Management (how
well project risks are being managed; (2sCand Schedule Work Breakdown Structure (WBS)

(how well the project’s WBS is defined); and
performance is being managed)he results are submitted to the CIO for further review and
analysis,andadecisio t o post the investments to the Dep

available to the public athttp://it.usaspending.gov

The Department’s Enterprise Power Management,
Server Virtualization Program are three excellent examples of cost avoidance achieved through
IT programs.
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Enterprise Power Managemerithe Department has implemented an Enterprise Power
Management initiative encompassing all Department desktops, baagohased approach. In

July 2010, the Department approved 1E (a power management solution provider) for use on all
Department networks and purchased 1E as its EPM solution to provide shutdown angbwake
services for all Department desktops. During thet Guarter of FY11, the Department

completed a pilot on a select group of IT desktops and expanded deployment to the entire
enterprise. The deployment occurred in two stages: (1) the software image was deployed to a
management server at each site, lmmestically and at overseas posts; and (2) the
Department’s centr al depl oyment team worked w
management agent to all local desktop systems. The Department completed the first stage of the
deployment with 100 peent coverage of sites under Department management. EPM was
deployed to 93 percent of the enterprise desktops by August 31, 2011 and full deployment is
estimated to be achieved by Q1, FY12. The power management cost avoidance realized to date
in FY11 asa result of the EPM initiative totals $863K.

Data Center Consolidation Program The Department’s Data Cent el
focused on consolidating the enterpilieeel domestic data centers. The goals of this initiative

are to reduce energye, reduce server operating costs, limit koegn capital investments and

increase efficiency in automation processes. To achieve these goals, the Department plans to
consolidate domestic servers into four data centers by the end of 2015. Produetiendafer
classification Secret’ and below wil!/ be | oc
(ESOCs)-ESOC East and ESOC Wesgeographically separated and on separate power grids.

Two other data centers in the Washington DC area will be repedp one for development

systems and the other for higher classification systems.

ESOC East, now in full production, supports over 1,900 servers including 878 servers
transitioned to ESOC East in 2010. The virtual infrastructure has been expandgubid Guer

1,000 virtual servers accounting for more than 54 percent of the total servers in the data center.
ESOC West continues to make progress. Construction is nearing completion operational
transition to the center is scheduled to begin in Dece@tikt with final turnover and

acceptance for full operations in June 2012 as a Leadership in Energy and Environmental Design
(LEED) Gold certified data center in June of 2012.

Server and service consolidation is occurring as an integral part of mergirugpaesis. The

Department is simultaneously pursuing cost avoidance and reduction through server

virtualization, adoption of more efficient server hardware platforms, and standardization and
automation of the processes used to support servers. The Departoesded its FY11 target

for Data Center server virtualization. The D
percent and the actual server virtualization was 30 percent. The target for FY12 is 40 percent.

The Department remained within the FYidudget for Data Center Consolidation and exceeded

its cost avoidance goals (i.e. estimated costs avoided exceeded the projected costs avoided).
Cost avoidance was primarily achieved through virtualization. It is estimated that the
Department saved $1.5M FY11 by avoiding the hardware and power costs associated with the
physical servers that did not have to be purchased or powered. State estimates that the
Department will be able to reallocate over $5.8M per year once the transitions are complete and
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steady state has been achieved at the ESOCs. It is also estimated that the Department avoided
$156K in operational costs by having turned down data centers in FY11.

Overseas Server Virtualization Prograriithe Global Information Technology Modernization

(GITM) Program is the enterprisei de | i fecycle replacement progil
infrastructure addressing both domestic and overseas sites. One aspect of the GITM program is

the virtualization of the multiple IT infrastructure servers at masgosts onto a local virtual
infrastructure. Each post currently has roughly 20 physical servers that support the breadth of

t he Department’s I T infrastructure services a
overseas “dismrilkomepdi sesvevefraz2, 300 servers.
by a virtual infrastructure that will consolidate all servers onto an integratesewer platform.

That effort will take a minimum of four years, which is the average life cycle to neditegosts

worldwide.

The Department began the overseas server consolidation effort in the spring of 2009 by
conducting proof of concepts at U.S. Embassy Managua and the IRM Regional Information
Management Center, Ft. Lauderdale, Florida. In Augudd,284sed on the results achieved

during the proof of concept pilots, the Department returned to both sites to perform full
production virtualization pilots. The full production pilots were remarkably stable and as a
result, two additional pilots were schded for the U.S. Embassies in Nairobi and Geneva. In
2011, the Department completed an unclassified server virtualization pilot in Nairobi and went
into production and completed both classified and unclassified installations in Geneva. With the
completbn of the proof of concepts at these pilot locations, the Department is planning to begin
server virtualization deployment in Quarter 1, FY12.

The savings and efficiencies from overseas server consolidation will include reduction in power
consumption (diret for equipment, indirect by way of less cooling required), and less rack
space. In addition there will be savings in the hardware, particularly where the Department can
virtualize some of the additional physical servers that posts have been addidigtlevithange

to the virtual infrastructure. The other major benefit from virtualization will be improved remote
monitoring and administration, which will reduce the excessive workload on local IT staff. On
average, the Department expects to reducehlgsical footprint at each location by more than

50 percent with energy savings of up to 30 percent at each location.

Department of the Interior

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Managent (IRM) Strategic Plan:
http://www.doi.gov/news/pressreleases/upload/IT_Transformation_Plan_062811 v35.pdf

Enterprise Architecture (EA) Plahttp://www.doi.gov/ocio/ The Department of
(Interior) EA Transition Plan (ETP) will be provided to OMB on March 1, 2012. The IT
Transformation Strategic Plan, which marks a major directional shift in IT management at

|l nterior, was accepterim@&ETPby OMB as I nterior’s i
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Information Dissemination Management to the Public
Final determinations, priorities, and schedules for eaG@ot initiative:
http://www.doi.gov/notices_soc.ctm (I'nterior’y9 Schedule of Cont

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public
http://www.doi.gov/archive/ocio/egov/index.html

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.doi.gov/foia/foiahandbook.html

Primary FOIAwebsite http://www.doi.gov/foia/

Frequent requests for records are made available to the public at:
http://www.doi.gov/foia/frrindex.html

Dissemination of Federal Research and Development (R&F-unding to the Public
Public websites disseminating research and development (R&D) information to the public:
1 http://www.doi.gov/ocio/egov/research.html
9 http://search.usa.gov/search?utf8=%E2%9C%93&sc=0&query=%27research+and+devel
opment%22&Ilocale=en&m=&embedded=&affiliate=doivgdilter=moderate&commit=
Search

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory describing formal agency agreements) with external entities:

1 http:/www.doi.gov/archive/ocio/eqov/inventory.html
1 www.usaspending.gofsearch DOI)

National Archives and Records Administration (NARA)- Approved Records Schedules Inventory
and Progress on NARA Bulletin 200802
NARA-approved records scheduléstp://www.doi.gov/archive/ocio/egov/index.html

Implementation of Electronic Signatures for Interoperability

In 2010, Interior inventoried public facing applications and determined that there were no
appropriate uses for digital signatures to secure electronic transadi®o$ September 30,
2011, Interior issued Federal Information Processing Standard (B0R$)ersonal Identity
Verification (PIV) cards with digital signature certificates to over 90 percent of the employee
population. Interior is well positioned to utilize digital signatures for secure electronic
transactions, as applications are plannedimpiemented using that capability.

Electronic Means of Enhancing Public Participation in Government

For FY11, the Bpartment of the Interior us&kgulations.govo publish 1,016 notices, 205

proposed and final rules, and numerous supporting docunmletesior received several

thousands of comments on these publications through the site. The community interested in

Il nterior’s acti vi tiversesThis @mmaurity bepefitedlthyough publige an d
submi ssions to the Regulations. Gov website an
submissions using the Federal Docket Management System (FDMS).
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1 The eRulemaking Initiative outcome for Interior and dliger partner agencies include
the items below.

1 Substantially improved usability for agencies and the public with more improvements
pending.

1 Growing public and agency usage. Visits to and comments submitted through
Regulations.Gov continue to climb aadencies continue to increase their use of FDMS.

Interior provides improved service to the public through an easier and more efficient
commenting process using FDMS.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations
Highlights of accomplishments are listed below:

1 Implemented a digital sigim featurewith the HSPD12 smart card for remote access :

The implementation extends to workstations and mobile devices, including Macintosh
devices. In 202, this implementation will be extended to digital signing and user login
to office automation deviceshis implementation has reduced workloads by enabling a
single authentication source for those staff working remotely. The smart card is an
efficientdevice for enabling the user to connect, use, and get information.

1 Implemented a document repository using a collaboration tool, with authentication
against Active Directory: This data store will reduce the amount of duplicate places files
and documents s@le and reduce authentication mechanisBecument movement,
access, and updates can be tracked digitally and stored for future reference.

1 Implemented an automated inventory system for mobile devices: mobile devices are now
tracked in a mobile device magement system, with inventory and security
compliance.The USGS has seen the rise of these devices for scientific investigation and
enabling an asset inventory system will greatly reduce the methods of inventory in an
automated means.

The accomplishmense s cr i bed above are examples of Inte
delivery of information technology. This commitment is also explained in the IT Transformation
Strategic Plan.

Reducing Errors through Electronic Submissions

Interior has reduced ermthrough the use and participatiorpurblic facinginitiatives and other
structured data formatting tool®ata validation is required for the use of these tools. The
initiatives that provide the most direct benefit to the citizens are:

http://americasgreatoutdoors.gov/
www.benefits.gov
www.geoplatform.gov
WWWw.grants.gov
www.recreation.gov
www.regulations.gov
WWW.uUsajobs.gov

= =4 =8 -8 _9_9_-2
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The cost to upgrade and maintain these solutions are shared with Agencies across the
Government. This minimizes redundancy, increases the efficiency and optimizes the economies
of scale. The outcome of tlieGov initiatives is not only consistent withther e s i dent ' s
Campaign to Cut Waassfoematorut I nterior’s | T

Efforts to Comply with Section 508 Regarding Information Management

Training: Tools and training are available for Section 508 Coordinators and other applicable
Interior employeesA computerbased training module on Section 508 awareness is available
for Section 508 Coordinators, employees and contractors involved with the acquisition process

Web Presencd: nt eri or ensures that its’ websites com
technical provisions. Bureau and Office public Web pages are currently being scanned with the
HiSoftware Compliance Sheriff software.

Bureaus/Offices are posting procurement #aliions on Federal Business Opportunities
(FedBizOpps), which include applicable Section 508 standards: This is the officliale on

registrant database for the U.S. Federal Government. The Central Contractor Registration (CCR)
collects, validates, stes and disseminates data on prospective vendors in support of agency
acquisition and award mission€CR validates the registrant information electronically.

Quantifying Cost Savings Achieved through Implementation of IT Programs
Interior isundertakip a maj or i nitiative, known as the
change the way information technology is managed and offered throughout Interior.

Interior was challenged to develop a plan to realign IT infrastructure and compliance functions
under a single CIO. Interior met that challenge in June 2011. This isfars#d initiative,
meaning savings captured are to be reinvested into next phases of transfor&i@vi. dollars

are expected to be saved from 2618)20.

Each Interior Bueau and most Offices had CIOs. They are now called Assistant Directors of
Information Resources (ADIRs). The ADIRs meet with the OCIO management team on a

regul ar basis as part of a new governance str
prepared the IT Transformation Strategic Plan. Seven out of teegtiyinitiatives have been

prioritized as key opportunities to embrace on an enterprise level to enable optimal efficiency

and cost savings. They are:

A single email system for Intenio
Telecommunications

Account management

Hosting services

Workplace computing services
Risk management

Enterprise service desk (help desk)

=4 =42 =4 -8 -8 -9 -9

Interior has approximately 4 years to transform IT. A detailed implementation plan will be
delivered to the Seetary by December 31, 2011. Performance metrics are being put in place to

99



monitor I nterior’s progress in improving empl
consolidating the IT infrastructure and reducing duplication and costs.

Department of the Treasiry

Information Technology Strategic Plan and Enterprise Architecture Transition Plan

Information Resources Management (IRM) Strategic Plan: Given the opportunities available for

cloud and shared services, the Department is reviewing its existing e@ipns and

associated methodologies such that it can take advantage of these opportunities to improve
coordination and adherence to the Office of M
Agency goals, and Bureau plans. In the case of the IRM StrategictRé current version
includespred eci si onal information and it is not ava

Enterprise Architecture (EA) Plahttp://www.treasury.gov/about/organizational
structure/offices/Documents/Treasury 2011 DCCI_Plan_public_version_508 compliant Redac
ted.pdf Infrastructure reflects the majority of IT spending at Treasursoudh updates of the

Data Center Consolidation Initiative (DCCI) plan, which also emphasizes the transition to shared
services and cloud computing, the Department will continue to document its current and future
architecture.

Information Dissemination Management to the Public

Final determinations, priorities, and schedules for eaG@ot initiative:
http://www.treasury.gov/SitePolicies/Pages/welentory.aspxThe Department exanes

citizen feedback through emails. The Department analyzes the responses from its customer
satisfaction survey questions to determine what information, if any, is missing from the public
website. In addition, a regular review of the search engineaseaikes place to determine

frequently searched words and phrases. The result of this analysis leads to adjustments in the
provided information. The schedule for posting of web content and a comment form are
available on the Depebsitdament s principal publi
http://www.treasury.gov/SitePolicies/Pages/webentory.aspx

Information dissemination product catalogs, directories, inventories, and any other management
tools ued to improve the dissemination of and access to agency information by the Pplablic
websitehttp://www.treasury.gowalso enables customers to subscribe and to receive email alerts
upon site updates (GovDeliver@fter customers subscribe to receive information on
http://www.treasury.govthe Department presents subscribers with information from Treasury
Department bureaus to which they can also subscribe. Press Releasegeaaidther types of
information are also available via RSS feeds.

Freedom of Information Act (FOIA) Compliance

FOIA handbook:
http://www.treasury.gov/FOIA/DocumesiEOI1A%20Handbook%20rev%2010.15.p@ihe
Department's policy is to implement FOIA uniformly and consistently, and to provide the
maximum allowable disclosure of records. Anyone can request access to Department of the
Treasury records; if the requester dos the rules for making a FOIA request, the records will
be disclosed unless they are appropriately protected from disclosure by one or more of nine
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exemptions, or by one of the three law enforcement record exclusions contained in the FOIA
statute.

Primay FOIA website http://www.treasury.gov/foia/Pages/index.aspx Thr ough Tr easur
Enterprise Content Management (ECM) goFOIA initiative, was released in April 30, 2011, for

citizens to post ome requestshttps://www.onlinefoia.treasury.gavlo augment the
President’s emphasis on openness and transpar
access governmental records and establishi#zencentered process to efficiently meet the
public’”s demand for timely informati on. Last
available technologies and selected a #m@smged solution, resulting in increased efficiencies

and greater émsparency of information balanced with the protection ofreteasable

information.

Frequent requests for records are made available to the public at:
http://www.treasury.gov/FOIA/Pagé&eading_room.asp#rong 1 focuses on the public by

allowing online submissions of FOIA requests, Prong 2 is comprised of a cloud tracking solution

to manage the requests and citizens information, and Prong 3 addresses the myriad of documents
involved inresponding to a FOIA request through the use of a collaborative document
management system. The tools were selected because they provided improvements for both the
public and Treasury personnel that process requests, were cost effective, and allowie#t for g
implementation. Together the selected tools are known as goFOIA. The public access, tracking,
and reporting pieces are hosted in the cloud. This allows for flexible access and the ability for

ot her agencies to | ever agaeecilre peivate daud/forthisi nvest m
functionality. To date, one other agency has joined the Treasury cloud, and a second agency is
starting the process to join.

Dissemination of Federal Research and Development (R&D) Funding to the Public
Public websites disseminating research and development (R&D) information to the public: The
Department does not fund R&D Activities

Dissemination of Formal Agency Agreements with External Entities to the Public

Inventory describing formal agency agreensgmiith external entities:
http://www.treasury.gov/about/organizational
structure/offices/Documents/Computer%20Matching%20Agreements%20(CMA).pdf
http://www.cdfifund.govCDFIFund.gov.

The Department has a number of means to disseminate Goa@rmformation to the public.
Among these are:

Computer Matching Agreemenithe Treasury Data Integrity Board, approves matching

agreementghat are subject to the Privacy Amtween the Treasury Bureaus and Offices and

other Federal, State, Local,dan Tr i b al governments to share tax
when disclosure is authorized by léavobtain a benefit or service or to collect a Federal debt.

There are also memoranda of understanding for disclosing federal tax information when
authorizel by title 26 of the United States Code.
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The Department also provides information as authorized by law to persons submitting Privacy
Act requests for Privacy Act records retrieved by an identifier for them.

Transmission of any sensitive information coraplwith the NIST security standards for the
kind of personally identifiable information involved.

Memorandum of Agreement (MOA) Community Development Financial Institutions (CDFI)
Fund has a MOA with the Alcohol and Tobacco Tax and Trade Bureau fanghtiet CDFI

Fund website server. Contractual Services CDFI has a contract with International Business
Machines to provide support for the update of the CDFIFund.gov public facing website that
disseminates information to the public. Department of the Tirgdsbrary has a partnership
with the Library of Congress to digitize historical Treasury Department materials and make
reports and documents publically available on the Internet.

National Archives and Records Administration (NARA) - Approved Records Scledules Inventory

and Progress on NARA Bulletin 200802

NARA-approved records scheduléstp://www.archives.gov/recores
mgmt/rcs/schdules/index.html?dir=3D/departments/departradrihe-treasury While the
Department did not have any additional electronic systems to schedule in FY11, the Department
will continue to schedule newly identified electronic systems on an ongoing basis. Upon
identification, the Department evaluates and schedules these systems at théeliale@be
Department developed an Electronic Records Retention schedule and consolidated disparate
electronic systems lists into a centralized spreadsheet utilizeddkingaThe Department has
provided public access to the information that identifies the disposition authorities for the 1,265
electronic systems. In FY11, the Department allocated considerable resources to bring the
Department into compliance with NARA Betin 200602 initiatives. There were 1,265 major

and minor electronic recordkeeping systems Departwatd at the close of the FY11. The
Department has approved all systems for disposition or submitted schedules to NARA for
approval.

Implementation of Electronic Signatures for Interoperability

Beginning in the second quarter of FY11, the Departmental Clearance Staff, for the Information
Collection Program under the Paperwork Reduction Act (PRA), began to use digital signatures to
transmit the 3@lay Feleral Register Notices (FRNs) to the Government Printing Office (GPO)

to publish for public comments. The Department of Treasury has been successful in the
transmission of digitalhsigned documents to GPO through the Federal Bridge Certification
Authority. Using PIV card readers, ActivClient Middleware, and PKCS#7 software, the FRNs
documents passed GPO' s tests. Treasury coll a
of the Federal Register, and obtained an Agency ID (343) for the Departméme. fdarth

quarter of FY11, the Office of the Chief Information Officer (OCIO) met with bureau program

and clearance officers to introduce them to the electronic FRN project, determine hardware and
software profiles, and explain the processes requiredgizment this project Treasuwyide.

Electronic Means of Enhancing Public Participation in Government

The Department is using a collaboration tool
Paperwork Reduction Act (PRA) information collectjgmogram. The tool,

www.PRAComment.goy is used to solicit comments on any forms or information collections
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used by the public in response to the PRA. The Department of Treasury accounts for 77 percent

of the paprwork burden placed on the public, and the majority of this burden is attributable to
informationgathering required by the tax code. While the statute requires that public notice

must be published through the Federal Register (FR) process, reseamtionhly selected

information collection documentation indicates that the Department receives few, if any,

comments from the public via the FR process. With this introduction of PRA Comment, public
comments have been received, and the Treasury OCIO i®diexgea marketing campaign in

FY12 to increase public participation in comm
collections (ICs) as a means of soliciting input on ways to reduce paperwork burden on the

public.

Using IT to Link Performance Goalsto Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

The Department links performance goals to key stakeholders by ensuring that realistic
“Customer Results” and “Mission and Business
included in all projects and investments that provide or enhance core rrssiel

functionality to the Department. (Customer Results and Mission Business Results performance
measures are two of the four major measurement types defined by the FedepaisEnter

Architecture Program Management Office, as part of its Performance Reference Model. These
two measurement types focus on actual success of outcomes of IT investments.)

Customer Results performance measures are typically attained by:

1 Performing formbcustomer satisfaction surveys that are completed by customers, both
internal (e.g. Federal workers) and external (e.g. citizens).

1 Tracking key indicators where measures are directly tied to customers and the level of
satisfaction is intrinsic to the meas e . For example, the “numb:é
i ssued within 40 days” is a measure that (
that customers are more satisfied the higher this measure is.

Mission and Business Results performance measueetypically attained by:

1 Selecting performance goals that directly measure changes to key program objectives
(e.g. number of Government payments made through electronic deposit).

1 Selecting or defining performance goals that measure efficiencies ioigadion rates
(e.g. Taxpayer Selssistance Participation Rate).

eGowsActsThe at egi ¢

The Treasury Secretary’s Paper|l
the Department’ s

foll owing are indicative of
Paperless Initiative:

The Bureau of the Public Debt (BPD) manages the Retail Securities Services Program, which
exists to enable private citizens and organizations to directly own and maintain U.S. Treasury
securitesBP D’ s Ret ai | Se c investhentsuppodsdhiswission throughiR S S )
various IT systems, such as TreasuryDirect, SaBRe, and Treasury Reamli€es, to deliver
effective retail customer service and products. TreasuryDirect enables investors to set up
accounts online, purchasevs®ys bonds and marketable securities in electronic form, and self
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manage their holdings. RSS met its FY11 target 100 percent for the following performance
metric: Percentage of time to provide financial and accounting data to the Public Debt
Accounting ad Reporting System (PARS) by 7:00 A.M. each business day.

Financi al Management Service
electronic invoicing and payment information portal accessible to all participants in Federal
payment transactions: agencies, payment recipients, and FMS. Thealft€sehe presentation

of electronic orders, receipt of electronic invoices, automated routing and approval (workflow),
electronic notifications, and treasury payment information. The IPP is designed to yield
Governmenwide efficiencies by(1) reducingor eliminating papebased processing by

accounts payable; (2) enhancing Treasury's value and service to its citizens by increasing access
to, and the quality of, payment data; and (3) providing a single, central application in which
Government finance g@rtments can engage with their suppliers, and in which Government
suppliers can engage with agencies. Use of IPP is estimated to reduce costs by $450 million
governmentwide. The Department of the Treasury announced that it is mandating that all
Treasuy Bureaus implement IPP by the end of FY12. Additionally, in FY13, Treasury will

require that its commercial vendors submit their invoices using IPP.

| RS’ Mo d-8le (MeFgPeodranesupports the Treasury and IRS strategic goals by
effectively and eftiently using resources to optimize return filing, expar@d@vernment, and
reduce taxpayer burden. MeF has developed a securdyaset platform for filing tax and
information returns electronically by registered Electronic Return Originators (ER@. T
system uses a browskased and applicatieio-application solution to provide ERO end users
with optimized return filing by reducing the reporting burden on business and providing inter
agency use through use of Excise Takile and Compliance (ETE@yocess, and includes a
data store and application supporting compliance activities by automating the sharing of
authorized payment verification information with state vehicle registration offices. During the
January June 2011 timeframe, nearly 21M netsi were submitted and over 16.4M were
accepted.

Reducing Errors through Electronic Submissions

The Department launched its Open Government webpage at
http://www.treasury.gov/open/Pages/ddfaspxin 2010. This webpage contains a wealth of

i nformation regarding the Department’s open
reading room, Vv arndreporss, rdcards schadide®ngressional testisony

and frequentlypdated information on the various opportunities for public engagement and
participation with the Department.

The Department has increasedlim® transaction capabilities through increased use of
TreasuryDirect where individuals and entities can pursaetail securities directly from
Treasury ahttp://treasurydirect.goyv/

The Department has a solid portfolio ef3dvernment initiatives, including TreasuryDirect, the
Federal Student AiDatashare, as well @#tizen services with the aim to reduce cost, improve
access to information, reduce data entry errors, and reduce the impact on the environment. The
citizen services includes OCC provided direct links to find public information about individual
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banks athttp://www.occ.treas.gov/pubinf.htamd FINCEN provided information on fighting
mortgage fraud and foreclosure rescue scanigtat//www.fincen.gov/foreclosurerescue.html

Many of the EGovernment initiatives are already producing cost savings and transforming the
way the Department conducts business with stakeholders. In addition to developing
transformational E5Sovernment initiatives, by \@raging best practices acquired in the
development of older{&overnment initiatives, the Department is better able to enhance existing
initiatives with additional capabilities that use new technologies and services. This approach
dramatically increasedccess and transparency of existing services, and increased collaboration
with internal partners, external partners, and consumers. The Department continually engages
consumers and other stakeholders to identify how technologies and services may loest impr
the Department’s operations.

Efforts to Comply with Section 508 Regarding Information Management

Treasury is engaged in the White House Monthly Call on Disability, the Federal CIO Council
Accessibility Committee, and the GSA Agency Section 508 Cpoatdis efforts to improve the
Department’s compliance with Section 508. Th
improvement. The first, to ensure that persons with disabilities have access to and use of
information and dat awebsie, thehOCIOMsaupgeadiritsroerent ™ s p u b |
application, HiSoftware Compliance Sheriff accessibility tool, for enhanced capabilities and
robust scanning of TBecend the Departmentpvill implementtvee b si t e s
approved exception to theFd e r a | Desktop Core Configuration
and applications to ensure that Treasury employees with disabilities can access and use

information to be productive. Third, Treasury is in the process of revising its accessibility

progam management policy to supplement the Electronic and Information Technology (EIT)

policy directive http://www.treasury.gov/about/rolef-treasury/orderslirectives/Pages/td87

06.aspx

Quantifying Cost Savings Achieved through Implementation of IT Programs
The Department projects MeF to return nearly $1.5B in benefits through its life cycle.

As of March 27, 2011, for the processing year 2011 (tax year 2010), the volume of electronic
returns filed through MeF reduced processing costs by over $8.022M when comparea$b the ¢

to process them as papeach tax return received electronically and proedsaves $2. From
January 2011 through June 2011, nearly 21M returns were submitted and over 16.4M were
accepted. Error reduction speeds processing time and decreases necessary interaction between
the IRS and the Taxpayer.

MeF reduces the volume of papax returns that the Department must maintain in storage
facilities for record retention purposes. The continued incorporation of additional forms and
schedules onto the MeF platform will allow the IRS to retire the leg&ele@pplications in
approximately one year after deployment of the final MeF release. After deployment of the final
MeF release, currently planned for FY15 (assuming availability of funding), the IRS anticipates
saving more than $8M annually in operating and maintenance costs.
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Theother EGovernment initiatives are either still in implementation and have no cost savings
and cost avoidance information to capture or are still in the process of capturing this
information.

Department of Transportation

Information Technology StrategicPlan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://www.dot.gov/cio/docs/IRM_StrategicPlanFY202712.pdf

Enterprise Achitecture (EA) Planhttp://www.dot.gov/cio/docs/ETS _FY2009.pdf

Information Dissemination Management to the Public
The Department of Transportation (DOT) will continue to suppg®dy managingpartners as
needed in the prioritization and execution of initiative goals and activities.

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agencyatifor by the public
http://www.dot.gov/webpublishing.htrhttp://www.dot.gov/open/

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.dot.gov/foia/foiareferencequide.html

Primary FOIAwebsite http://www.dot.gov/foia/

Public websites disseminating research and development (R&D) informatthe public,
describing for each whether the website provides the public information about Federally funded
R&D activities and/or provides the results of Federal research:

1 FAA: http://www.faa.gov/data_research/research/

1 FHWA TurnerFairbanks Highway Research Centtp://www.fhwa.dot.gov/research/

1 FMCSA Analysis, Research & Technolodptp://www.fmcsa.dot.gov/facts

research/art.htm

FRA Research & Developmeritttp://www.fra.dot.gov/us/content/32

MARAD Research & Developnm Activities:

http://www.marad.dot.gov/environment_safety landing_page/maritime_safety/rnd_act/rn

d_act.htm

NHTSA Research and Evaluation Progrduttp://www.nhtsa.gov/

Research & Developmerttttp://www.phmsa.dot.gov/initiativesandd

RITA Intelligent Transportation Systentstp://www.its.dot.gov/index.htm

RITA RD andT: http://www.rita.dot.gov/rdt/

Cooperative Research Programs (CRP): Airport Cooperative Research Program (ACRP):

http://www.trb.org/ACRP/Public/ACRP.aspx

1 National Cooperative Freight Research Program (NCFRP):
http://www.trb.org/NCFRP/Public/NCFRP.aspx

1 Hazardous Materia Cooperative Research Program (HMCRP):
http://www.trb.org/HMCRP/Public/HMCRP.aspx

= =4
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1 National Cooperative Highway Research Program (NCHRP):
http://www.trb.org/NCHRP/Public/NCHRP.aspx

1 Transit Cooperative Research Program (TCRP):
http://www.trb.org/TCRP/Public/TCRP.aspx

Each of the R&D Information Posting and CRP sites contains enview of the various

research programs within the DOT's OAs. Where grant opportunities are available, information

i's posted. DOT’s grant o pG@rants.gavublicationsareanade al s o
available, as are annual summaries of progesults. In some instances, strategic plans, events
calendars, and public affairs collateral are also available.

Dissemination of Federal Research and Development (R&D) Funding to the Public
Frequent requests for records are made available to the ptiblic

OST: http://www.dot.gov/foia/err.htm

OIG: https://www.oig.dot.gov/foiglectroniereadingroom

FAA: http://www.faa.gov/foia/electronic_reading_room/

FHWA: http://www.fhwa.dot.gov/foia/err.htm

FMCSA: http://www.fmcsa.dot.gov/foia/electronicreadingroom.htm

FRA: http://www.fra.dot.gov/Pages/951.shtml

MARAD:

http://www.marad.dot.gov/about_us_landing_page/freedom_of information_act/foia_ele

c_reading_room/Electronic_Reading Room.htm

T NHTSA:
http://www.nhtsa.gov/About+NHTSA/NHTSA+Electronic+tReading+Room+(ERR)
PHMSA: http://www.phmsa.dot.gov/foiafeeadingroom

1 RITA: http://www.rita.dot.gov/freedom_of information_act/

1 SLSDC:http://www.seaway.dot.gov/FOIA.htm

= =4 =4 -8 _48_9_°

Dissemination of Formal Agency Agreements with ExternakEntities to the Public
Inventory of formal agency agreements with external entitib®©T has Memorandums of
Agreement (MOA) with several agencies:

1 With the Small Business Administration for OA links to Business Gateway for small
business compliance infmation, located atttp://business.gaov

1 With Labor for the Office of Small and Disadvantage Business Utilization to link to
GovBenefits for benefit and assistance programs, located at:
http://www.GovBenefits.gov

1 With the National Science Foundation (NSF) to support the Grants Management Line of
Business Program Management Office (GM LoB/PMO).

DOT has an Interagency Service Level Agreement witlGifamts.govProgram Manageant
Office (PMO) and the Department of Health and Human Services (DHSS). DOT has a MOU
with the Environmental Protection Agency to support the maintenance and operation of the
Governmentwide electronic docket management system known as the Federal Docket
Management System (FDMS), locatedvatiw.regulations.goyv
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The FHWA has a signed MOU with Interior for
Recreation One Stop, located fatp://www.recreation.gav

RITA has an MOU with the Transportation Research Board that enables the National
Transportation Library (NTL) to host the Transportation Research Information System (TRIS)
Online and make the database available free to thecglibk is:
http://ntlsearch.bts.gov/tris/index JA&RITA, through the Bureau of Transportation Statistics,
houses the DOT Geospatial Information Officer (GIO). RITA has an MOU with Interior to
participate in the Geospatial LoB and share Dr@lated information through the Geospatial One
Stop (GOS) site, located dttp://www.geodata.gav

SLSDC has an MOU with the Canadian St. Lawrence Seaway Managéorpotation that

allows for btnational support of the Great Lakes St. Lawrence Seaway Systeatidnal

website www.greatlakesseaway.comthat is linked tavww.seaway.dot.govThis site provides

the general public with Seaway shipping news, port and terminal information, vessel tracking,
cargo statistis and other useful resources.

National Archives and Records Administration (NARA) - Approved Records Schedulesnventory
and Progress on NARA Bulletin 200802

NARA-approved records scheduldgtp://archives.gov/recores
mgmt/rcs/schedules/indexchi?dir=/departments/departmenfttransportation

Implementation of Electronic Signatures for Interoperability

DOT is continuing to refine and implement its Identity, Credential, and Access Management
(ICAM) program to better secure the authenticatioth arcess to DOT systems and applications.
Specifically, DOT's IT security will be improved by authenticating internal users with Personal
Identification Verification (PIV) cards and authenticating external users witkirRévoperable
(PIV-i) credentials ad by utilizing the public key infrastructure (PKI) digital signature
certificate stored on the PIV cards. DOT employees can currently send and receive-digitally
signed emails both within DOT and to and from external partners as well as use the digital
signature features of other word processing software.

Electronic Means of Enhancing Public Participation in Government

DOT has anemorandum of understanding@U) with the Environmental Protection Agency
(EPA) to participate in the Federal Docket Managersgstem (FDMS) at
http://www.regulations.ggwvhich hosts the official dockets for all DOT rulemakings and
adjudicatory matters. DOT also promotes public participation in the rulemaking process via the
RegulationRoom, a pilot project dittp://regulationroom.org

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

The DOT budget process links expendituresratagic goals, which are developed in alignment
with its mission and key stakeholders, including the private sector, other agencies, and internal
operations. The DOT's current set of outcomes are:

1 Safety
1 State of Good Repair/Infrastructure
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Economic Competiveness
Livable Communities
Environmental Sustainability
Organizational Excellence

= =4 =4 -4

Each outcome has performance goals, which in turn have metrics to which each program aligns
its funding. Included in these funding amounts are IT dollars.

To further demortsr at e al i gnment of services and all oc a
management and technology resources, and identify business outcomes and operational

efficiency opportunities, the DOT Chief Information Officer has developed an IT Vital Signs

repoting tool. This tool tracks the DOT's Operating Administrations' performance in several key

areas including cybersediyrand information assurandd, investment management, and major

enterprise IT initiative supportOn a quarterly basis the leadingicetors tool examines these

key performance areas that f uhbldandréporinpe Depar:'t
requirements.

Reducing Errors through Electronic Submissions

DOT I T investment information i learqmdat ed on O
submi ssion process that all ows DOT’s current
IT Dashboard program. This allows DOT to create a series of validation requirements that can be

run against the investment data to ensure it ise@rptoper format and logical. If any errors

occur, the investment data is rejected and a list of specific faults is provided. Investment owners

can therefore quickly locate and correct any issues before publishing their data to the public

facing IT Dashboal. This ensures IT Dashboard users have logical, consistent data/ifich

to analyze and report.

Efforts to Comply with Section 508 Regarding Information Management

Federal Transit Administration offers specialized training to all employees on hoaki®
documents 508 compliant. The training is available to all DOT employees and gives detailed
instructions on how to assess and convert various types of media into 508 compliant media.

Pipelines and Hazardous Materials Safety Administration is restigttheir systems and
content for use by assistive technologies has multiple benefits beyond simply meeting mandates:

1 They value their constituency and desire to have their work available to all interested
citizens. They recognize that accessibly desilgsystems are typically easier for non
experts to use.

1 They believe that having their site structured for assistive technologies positions them
well for wireless and other specialized access devices.

DOT Office of the Secretary, Disability Resource @efiias an IT Directives Review process
that Section 508 practitioners, whether or not they have a similar agency review process, can
draw from. The CIO Office uses a formalized process to develop, review, approve and
disseminate agency IT policies.
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Quantifying Cost Savings Achieved through Implementation of IT Programs

The DOT Operating Administrations have been performing many data center consolidation,
virtualization, and application redundancy cleanup activities in an effort to realize true cost
savings. A few of these efforts are highlighted below:

The Federal Aviation Administration (FAA) is implementing data center consolidation per DOT
FDCCI plans reported to OMBFAA had planned to have four data center spaces closed by the
end of FY11, havever, based on the most recent information available, only two centers are
planned for closure bipne fourth quarter a2012, fifteen adidional are under consideratidor
closure, and three will be in Stage 1 of the closure procedure. Cost savingstaebidance

will occur as the centers are closed in FY¥2hile the FAA has not yet finalized targets for
CY13-CY15, the aforementioned consolidations account for approximately $4.7M in cost
savings, and in addition, the FAA saves approximately $4.&M/gar with server
consolidation/virtualization activities.

Since FY09, the Federal motor Carrier Safety Administration (FMCSA) has utilized VMware
technology to migrate physical serversitite Volpe hybrid cloud and currently saving
approximatey $397,800 annually.In FY12,approximately 24 additional servers are slated for
migration into the hybrid cloud at Volpe, which would add an additional $81,600 to the current
annual savings estimate. FMCSA will also work with developers to migrate sevé&oauis
systems into the Linux virtual environmemtdditional annual savigs from that effort will be
$24,000 FHWA has been working with program and project managers and system owners to
optimize their portfolio.The OA has been evaluating investmeaotdetermine if they are
duplicative, or if they could be merged or replaced by a shared service agreement within or
outside the AgencyRecent IT applications that were identified as duplicative and were either
merged or eliminated because shared seswath another application could be applied have
produced anstimated annual savings of $600,000

Department of Veterans Affairs

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM)agtgic Planhttp://www.itstrategy.oit.va.gov/

Enterprise Architecture (EA) Plahttp://www.ea.oit.va.gov/index.asp

Information Dissemination Managemer to the Public
Final determinations, priorities, and schedules for eaGot initiative:

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agencyatifor by the publicThe

Depart ment of Veterans Affairs’ (VA) final de
information dissemination product catalogs, directories and inventories are located at:
http://www1.va.gov/webinventoryPublic comments can be made via VAslioe Inquiry

Routing and Information System (IRIQ)tps://iris.va.govThe Veterans Benefits

Administration (VBA) provides a direct link to a ey system that allows the public to access

resource materials relative to benefits located at:

http://www.warms.vba.va.gov/vbahome3bk.htm
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Freedom of Information Act (FOIA) Compliance
FOIA handbok: http://www.foia.va.gov

Primary FOIAwebsite http://www.foia.va.gov

Frequent requests for records are made available to the publitpatwww.foia.va.gov

Dissemination of Federal Research and Development (R&D) Funding to the Public
Public websites disseminating research and development (R&D) information to the public:
http://www.research.va.gandhttp://www.cider.research.va.gov

VAs public websites to disseminate research and development information to the public are
located athttp://www.research.va.gandhttp://www.cider.research.va.gov/

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreementshnéixternal entities: http://www.va.gov/advisory

Advisory committees are used extensively by VA to provide advice and guidance on a wide

variety of programs that deliver benefits and
commi ttees operate as another concgoomoént of th
government. Some of VA’'s advisory committees

Federal laws, as carried out by the executive branch, are meeting their intended goals. Other VA
committees have been created by the Secretary of Vefians to assess specific VA policies
or programs.

Advisory committee members are generally acknowledged, by VAs leadership and members of
the Veterans Affairs committees in Congress, as consumer representatives of those millions of
beneficiaries whoskves are affected each year by VA programs. Advisory committees must
operate in compliance with the Federal Advisory Committee Act (FACA). Advisory committee
meetings at VA are generally open to the public, and notices of those meetings are published in
the Federal Register.

One of VAs principal objectives in managing its advisory committees is to ensure that committee
members appropriately reflect the diversity of American society and the veteran population.
Committee members are expected to have thaniealh scientific and programmatic expertise
demanded by the o mmi tareas ef interest and emphasis. Committee members are also
expected to offer unbiased advice and to comply with all Federal ethics standards.
http://www.va.gov/advisory.

National Archives and Records Administration (NARA)- Approved Records Schedules Inventory
and Progress on NARA Bulletin 200802
NARA-approved records schedulésp://www.rms.oit.va.gov/Records.asp

Implementation of Electronic Signatures for Interoperability

VA implemented use of electronic signatures for appropriately secure electronic transactions

through prescription services, disability claims processes, education entitlements, and additional
benefitsasidnt i fi ed on VA’'s online application webs
https://vabenefits.vba.va.gov/vonapp/main.asp
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Electronic Means of Enhancing Public Participation in Government

VA is an active and successfulpar ci pant i n the F&geecyal Gover nme
eRulemaking initiative. Thisfovernment initiative provides the public an opportunity to view

and comment on all proposed VA regulations by visiting a single government website that

displays VA regulatios that have been published in the Federal Register and are open for public
comment. VA uses the Federal Docket Management System to review and post public comments

on the website, including those received by mail or other means. As a result, the public can
actively participate in VA’s rulemaking proce
Office of Regulation Policy and Management in the Office of the General Counsel has a website,
located ahttp://www.va.gov/orpmwhich links readers to the Electronic Code of Federal

Regulations (eCFR) where all current VA regulations can be found. The site also lists all VA
rulemaking documents published in the Federal Register since its establishmewdt ith 230

provides convenient links to copies of those publications and other materials that may be of

interest to the public.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations
Improved Perfaomance in Support of Agency Objectives and Strategic Goals

The VA FY10 Performance and Accountability Report (PAR) is currently posted on the VA
internet site located atttp://www4.va.gov/budget/reportAdditional performance metrics and
reports are available on ASPIREHtp://www.app.hospitalcompare.va.gaid
http://www.vba.va.gov/reports/

Reducing Errors through Electronic Submissions

Electronic forms and applications have been embedded with edits and numerous error checks to
ensure the information being submitted meets minimal criteria to be processed. This helps to
ensure that information soiitted is not rejected because of keystroke or data type errors such as
entering nomumeric data in a field requiring numeric data.

Efforts to Comply with Section 508 Regarding Information Management

VA advanced conformance training, design planning,amr e me di at i on of t he Se
Major Initiatives. VA increased resourcing to participate in 25 integrated project teams to

influence design for Section 508 compliance. VA trained over 500 VA personnel on Section 508

for documentation, collaborationdis, and multimedia through efforts with the Governance

Board and VA’'s | T Workforce Devel opment Offic

VA initiated two projects conformance on VA’'Ss
series of Hypertext Markup Language (HTML) sites. Metratsg 56 servers indicated a need

for accessibility and privacy governance in the collaboration tool environment and VA continued

to remediate the collaboration tool environments with a governance board for oversight of these
remediation efforts. VA awasatl a contract for compliance on HTML sites, beginning a 3 year
effort to analyze al/l VA’'s I nternet and I ntra
compliance. An added capability that VA will be able to demonstrate to the rest of the Federal
Government is the ability of its HTML tool to makecial mediaontent and sites accessible to

disabled users.
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VA created vendor licensing agreements to distribute tools software developers use to test for
conformance prior to deployment; and screen amditi@nt processing tools for disabled
employees. VA worked with various developers in their introduction of and software
development for mobile devices to accessibility requirements. VA began development of design
standards to include accessibility for nielwlevices.

Quantifying Cost Savings Achieved through Implementation of IT Programs

In June 2009, VA implemented the Program Management Accountability System (PMAS).

Under PMAS, all projects must deliver custorfeeing functionality every six monthsr(tess).

This rapid delivery approach is used extensively in the private sector to ensure IT projects
deliver. VA combined rapid delivery with a management methodology that enforces strict
adherence to project milestones. Before PMAS, development prajééts met their milestone

dates an estimated 30 percent of the time. In 2011, they are meeting their project milestones over
80 percent of the time with a cost avoidance of $14M.

Environmental Protection Agency

Information Technology Strategic Plan and Enerprise Architecture Transition Plan

Information Resources Management (IRM) Strategic Plan: The Environmental Protection
Agency (EPA) has made significant progress in developing its IT strategic plan, which is
currently under internal review. The plan ik completed in FY12, and will focus initially on a
more comprehensive approach to portfolio management. The plan also includes an approach for
1) improving delivery of employee services; 2) driving innovative technologies and processes;
and, 3) enhancingybersecurity. At the same time, EPA has implemented improvements in these
areas, to meet evolving needs and challenges.

Enterprise Architecture (EA) Plan:
http://www.epa.ge/oei/EPAEnterpriseTransitionPlanFY2009v1.4.pEPA provided the
current EA plan to OMB on March 2, 2011, as@waiting approval.

Information Dissemination Management to the Public
Final determinations, priorities, and schedules for eaGot initiaive: www.Regulations.goyv
www.epa.gov/open

E-Travel: Through a combination of advantageous TMC pricing and a substantially higher
degree of OBE usage (81 percent), EPAxgected to save over $400,000 in travel management
service fees for reservations in FY11 when compared t&p&pricing and online usage. EPA
continues to process vouchers throughBHieravel Service ETS) and is expected to process

over 68,000 vouchserin FY11. Geospatial LoB. Advantageous pricing from the General
Services Administration’”s (GSA) Smart Buy &en
software to better meet business needs with a much lower annual increase than is possible
without SmarBuy licenses. As an example of this savings, EPA estimates the Agency saves over
$2M per year as compared to the street value of commercial geospatial softwadateand

BFE LoB:The Budget Formulation and Execution Line of Business (BFE LoB) provides EPA
with access to budgeglated expertise, tools and services. EPA has benefited through the
information sharing from other agencies on the various budget systems and software being
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utilized across the government. This effort has created a government only capability for

electronic collaboration (Wiki) through the Budget Community website which allows EPA to

share budget information with OMB (as well as other Federal agencies). EhedBFwill also

provide EPA with increased analytical and reporting capability through the ongoing systems
development, such as MAX Analytics. The BFE LoB provides budgated training to EPA
budget staff related OMB’' s ACAXI statantegtet syst em

FM LoB: The Financial Management Line of Business (E&B) provides the EPA with

standards, requirements, tools, and services to support EPAs financial management activities.
EPA benefitted from information sharing across the Fedematramity on standards and best
practices in implementing financial systems based on commercial software products used across
Government. In FY12, EPAnplementedCompass, a new financial system that replaces EPAs

22 year old legacy system. @pass is basagpon Momentum, £ommercialOff-The-Shelf

(COTS) software. The systeisia webbased, clougeady, open architecture afmaition.

GM LoB:In FY10, EPA completed detailed Fit/Gap analyses of HHS Grants Solutions system
and the Compusearch product Prism Grants. In addition, the Agency completed a cost benefit
and alternatives analysis to determine the best GM LoB solution. Based on thgsfialththe
projected cost of implementation, senior management decided to postpone selection of a GM
LoB alternative until the Agency reexamined its grants process through business process re
engineering and until GM LoB implementation could be sequenmeapariately within an
administrative system overhaul including the contracts, finance, human resource, and grants
systems.

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemioatiof and access to information by the public:

http://intranet.epa.gov/quality/informationguidelines/pdffgdrdelines.pdf
http://www.epa.gov/aboutepa/index.html
http://www.epa.gov/epahome/comments.htm
http://www.epa.gov/newsroom/
http://www.epa.gov/gateway/learn/
http://www.epa.gov/lawsregs/
http://www.epa.gov/epahome/accessibility.htm
http://www.epa.gov/epahome/fag.htm
http://www.epa.gov/epahome/resource.htm
http://www.epa.gov/epahome/topics.htm
http://www.epa.gov/planandbudget/
http://www.epa.gov/epahme/grants.htm
http://www.data.gov
http://www.epa.gov/datafinder/

= =80 _0_9_9_95_42_-29_-29_2_-2°_-2°_-2-

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://epa.gov/foia/guide.html

Primary FOIAwebsite http://epa.gov/foia/

114


http://intranet.epa.gov/quality/informationguidelines/pdf/pdr-guidelines.pdf
http://www.epa.gov/aboutepa/index.html
http://www.epa.gov/epahome/comments.htm
http://www.epa.gov/newsroom/
http://www.epa.gov/gateway/learn/
http://www.epa.gov/lawsregs/
http://www.epa.gov/epahome/accessibility.htm
http://www.epa.gov/epahome/faq.htm
http://www.epa.gov/epahome/resource.htm
http://www.epa.gov/epahome/topics.htm
http://www.epa.gov/planandbudget/
http://www.epa.gov/epahome/grants.htm
http://www.data.gov/
http://www.epa.gov/datafinder/
http://epa.gov/foia/guide.html
http://epa.gov/foia/

Frequent requests for records are made available to the public at:
http://www.epa.gov/foia/frequent.html

Dissemination of Federal Research and Development (R® Funding to the Public
Public websites disseminating research and development (R&D) information to the public:

1 http://www.epa.gov/research
M http://www.epa.gov/ncer
9 http://www.epa.gov/gateway/science

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreements with external entities:

1 http://www.epa.gov/tri/stakeholders/state/state _exchange/index.htm
1 http://explore.data.gov/catad/raw/?Dataset

summary Agency=Environmental+Protection+Agency
http://www.loc.gov/flicc/

http://www.epa.gov/agstar/index.html

http://www.airnow.gov/

http://www.epa.gov/asmdnerl/

www.noattacks.org

http://www.epagov/otag/bwc.htm

http://binational.net/index.html

www.chesapeakebay.net

www.epeat.netwww.energystar.gov
http://www.exchangenetwork.net
http://www.ncai.org/EPA_Environmental Exchange Net.208.0.html
http://www.frtr.gov

www.greensuppliers.gov

http://www.mnrg.gov

http://www.epa.gov/waterspace/
http://www.epa.gov/oppfeadl/international/naftatwg/
http://schoolipm.ifas.ufl.edu/

http://npic.orst.edu

http://www.p2.org/

http://www.epa.gov/gasstar/index.htm
http://www.northeastdiesel.org/
http://www.epa.gov/tri/stakeholders/state/state _exchange/index.htm

=A== _-0_9_9_9_9_42_292_29_9_92_-2_2_2_-2_-2°_-2°_-2_-2._-2-

The Toxics Release Inventory (TRI) Data Exchange is a collaborative effort among states and
EPA to provideaeattime access to higher quality TRI data while saving time and resources. The
TRI Data Exchange uses EPA's Central Data Exchange to automatically send copies of
electronic TRI submissions to participating states and territories. Presently, 42 states ha
established formal agreements with EPA to receive data through TRI Data Exchange, and more
are expected to join the program in the coming months.
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http://www.epa.gov/oppt/sf

http://www.epa.gov/pesp
http://www.epa.gov/highgwp/semiconduciaiic/index.html
http://www.epa.gov/region10/psgb
www.regulations.gov
http://www.epa.gov/highgwp/electricpowsf6/index.html
http://www.epa.gov/highgwp/magnesiusto/index.html
http://www.smogcity2.org/
http://www.supplierspartnership.org
http://www.triadcentral.org

http://usbiotechreq.nbii.gov
http://www.epa.gov/highgwp/aluminwpfc/index.html
http://www.westcoastdiesel.org/
http://explore.data.gov/catalog/raw/? Dataset

Summary Agency=3DEnvironmental+Protection+Agency

=4 =2 =0 _-0_9_9_9_5_24_-29_-2._-2_-2-_--°

EPA has exnsively leverageBata.govin order to help community action groups and citizens
hold informed discussions about environmental issues at local and regional levels. EPAs total
contributions tdData.govinclude 1,602 raw data sets, 258 geo data sets, and 65 applications or
tools. EPA is routinely cited as the greatest contributor of data dettdayov

AgSTAR Programhttp://www.epa.gov/agstar/ied.html Each agreement improves the access
to and dissemination @overnmentnformation to the public in order to help achidvé> A’ s
mission by combining itexpertise with that of partners to reach additional audiences.

FLICC/FEDLINK: http://www.loc.gov/flicc/ Through Interagency Agreements with
FLICC/FEDLINK at the Library of Congress, EPA National Library Network libraries are
members o©OCLC Online Computer Library CentédCLC). OCLC is a 42 yeanld

coopeative community of over 72,000 libraries in 170 countries. Through OCLC services,
libraries, archives, and museums across the globe share their unique resources through a Web
scale infrastructure. This service facilitates access for the public to Agesayrces and sharing

of library collections by including bibliographic records of EPA Library collections in WorldCat,
a publicly available database of bibliographic and institutional metadata.

Attack Asthma www.noattacks.orgThis web site is part of the national childhood asthma
campaign that EPA sponsors through a cooperative agreement with the Advertising Council. The
Ad Council's mission is to provide timely and the best public service information to the media
and the public. The Ad Council has a special focus on issues that adversely affect children and
families.

Best Workplaces for Commuteristtp://www.epa.gov/otag/bwc.htnThe Best Workplaces for
Commutersige is in collaboration with the Department of Transportation and will be solely
hostedby the EPA Office of Transportation and Air Qualt§thin the next year.

Binational.net http://binational.net/indektml. This collaboration between the U.S. EPA and
Environment Canada provides a single window on joint Great Lakes programs.
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Chesapeake Bay Programvww.chesapeakebay.ndEPA is the lead agency in thederal

state Chesapeake Bay program. The program has a joint website that is supported by an EPA
grantee, the Alliance for the Chesapeake Bay, on behalf of at least aFéolezakind state
agencies.

Electronic Product Environmental Assessment Teohw.epeat.netEPA provided funding via

a threeyear EPEAT siteyjww.epeat.ngt cooperative agreement to the Green Electronics
Council for the creation of a registry of products megtive EPEAT standard, a process for
verifying that products meet the standard, and marketing of the standard and the registry. This
site provides purchasers with easy access to the EPEAT Product Registry and manufacturers
with a way to gain market advantagnd recognition for greening their products. The tiyese
cooperative agreement expired this year, and the Green Electronics Council is now financially
sustainable in its own right, and continues to maintain the EPEAT website.

EnergyStar www.energystar.goMENERGY STAR is a joint program of the U.S.
Environmental Protection Agency and the U.S. Department of Energy helping the public to save
money and protect the environment through energy efficient produtizractices.

Exchange Networkhttp://www.exchangenetwork.nahd

http://www.ncai.org/EPA_Environmental Exchange_Net.208.0.hfrhkese Websites inform

states, territories and tribes about the Exchange Network and its grant program. While EPA
provides the funds under the cooperative agreements with the Environmental Council of States
and the National Congress of American Indians (WCi#e websites are maintained
independently of EPA.

FederalRemediation Technology Roundtable (FRTRtp://www.frtr.gov. Federal

Remediation Technology Roundtable website is used to share information on characterization
and cleanup resulting from EPA partnering with ofeederalorganizations includin@OD,

Energy Interior, and NASA.

Green Supplier's Network in collaboration witept. of Commercewww.greensuppliers.gov

Green Suppliers Network is a joint effort of the U.S. Environmental Protection Agency, U.S.
Department of Commerce, and the National Institute of Standards andolicaphn

Manufacturing Extension Partnership Program. By partnering with the Green Suppliers Network,
manufacturers can learn lean manufacturing techniques coupled with sound environmental
strategies, called the Lean and Green Advantage.

Midwest Natural Resurces Group http://www.mnrg.govFederakagencies partner to bring
focus and excellence to Federal activities supporting the vitality and sustainability of natural
resources and the environment.

Midwest Spatial Decisn Support System Partnershipttp://www.epa.gov/waterspacdhis
partnership with universities and states promotes the development and dissemination of web
based spatial decision support systems to hetpagewatersheds in the Midwest.

NAFTA Technical Working Group on Pesticides
http://www.epa.gov/oppfeadl/international/naftatvidie NAFTA partnership with Canada and
Mexico increasesilateral efforts of the regulatory harmonization of pesticides regulation.
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National IPM Information Sourcehttp://schoolipm.ifas.ufl.eduSite funded by grant or

contractor to assist the University of Florida reduce the risk of pests and unnecessary pesticide
use by promoting integrated pest management (IPM) in schools and providing support, resources
and training.

National Pesticide Inforation Center (NPIC)http://npic.orst.eduThis is a cooperative effort
with Oregon State University.

National Pollution Prevention Roundtable(s) (NPPRtp://www.p2.org/ This progct involves
Energyand various organizations that share the same goals of pollution prevention, research and
education.

Natural Gas STAR Programhttp://www.epa.gov/gasstar/index.htEach agreement improves
the access to and disseminatiorGaivernmentnformation to the public in order to help achieve
E P Amission by combiningts expertise with that of partners to reach additional audiences.

Northeast Diesel Collaborates http://www.northeastdiesel.orgfhe Northeast Diesel
Collaborative (NEDC) combines the expertise of public and private partners in a coordinated
regional initiative to significantly reduce diesel emissions andargpublic health in the eight
northeastern states. Stakeholders include Region 1, Region 2, and external stakeholders.

Office of Pollution Prevention and Tosic Partnership with Canada, Mexico and the Center for
Disease Control.

P2 Framework / Sustaable Futures http://www.epa.gov/oppt/sfThe Agency has an ongoing
Cooperative Agreement with Purdue University's Indiana Clean Manufacturing Technology and
Safe Materials Institute Pesticide Enviromtsd Stewardship Program (PESP),
http://www.epa.gov/pespThis is a voluntary partnership program to reduce pesticideAibkt

of partners can be found on the websR&C (perfluorocompounds) Reduction/Climate
Parnershipfor the Semiconductor Industhgtp://www.epa.gov/highgwp/semiconductor
pfc/index.html Each agreement improves the access to and disseminatmvefnment
information to tle public in order to help achie#eP A fission by combinings expertise with

that of partners to reach additional audiences.

Puget Sound Georgia Basirttp://www.epa.gov/region10/psgBartners includdJ.S. EPA,
Environment Canada, BC Ministry of the Environment, Washington State Department of
Ecology, Puget Saud Action TeanRegulations.gowww.regulations.gov As a Federalide
effort mandated by Section 206the 2002 EGov Act, www.regulations.govs outside of EPA's
web domain.

Regulations.goprovides citizens with onrstop, Internet access to and the ability to comment on
all Federal rulemaking and nenlemaking actions promulgated by all Federal Departments and
Agencies. The eRulemaking Program also operates a secure login skederalagencies,
www.fdms.gov which supports more thd®,700users from 39 Departments and Independent
Agencies. The Departments and agencies collectively promulgate more thaer&&htof
Federakulemakings.
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Science.gav http://www.science.govs an interagency initiative by Iederalagencies,
including EPA, launched in 2002 to serve the information needs of sattective citizens.
Science.gois a gateway tGovernmenscience information and research results, providing a
search of over 50 scientific database$0Q selected websites, and 280lion pages of science
information, and is a gateway to ovet@0 scientific websites. Participating agencies form the
voluntaryScience.go\Alliance which governscience.goVSF6 (sulfur hexafluoride) Emission
Reduction Partnerghfor Electric Power Systenigtp://www.epa.gov/highgwp/electricpower
sf6/index.hinl. Each agreement improves the access to and disseminaGavefmment
information to the public in order to help achidvd®> A mission by combinings expertise with
that of partners to reach additional audiences.

SF6 Emission Reduction Partnership flle Magnesium Industry
http://www.epa.gov/highgwp/magnesitsib/index.html Each agreement improves the access to
and dissemination gbovernmentnformation to the public in order to help achidvd® A’ s
mission by combiningts expertise with that of partners to reach additional audiences.

State Coalition for Remediation of Drycleaners (SCREtjp//www.drycleancoalition.org

Coalition members are states with mandated programs and funding for drycleaner site
remediation. Current members are Alabama, Connecticut, Florida, lllinois, Kansas, Minnesota,
Missouri, North Carolina, Oregon, South Carolifannessee, Texas, and Wisconsin.

Strategic Agricultural Initiative (SAI) Toolboxhttp://www.aftresearch.org/sailn conjunction

with American Farmland Trust, the SAl is EPA's outreach program to demeretichfacilitate

the adoption of farm pest management practices that will enable growers to transition away from
the use of highisk pesticides.

Suppliers' Partnership for the Environmemntww.suppligspartnership.orgThis is a
partnership with the automobile sector.

Triad Resource Centerttp://www.triadcentral.orgTriad related information is a result of a
partnership with USACE, ANL, and other TriRdactitioners.

U.S. Regulatory Agencies Unified Biotechnology Welsitg://usbiotechreqg.nbii.goVEPA,
USDA, and FDA are partners, USGS hosts the site.

Voluntary Aluminum Industrial Partnership (VALPhttp://www.epa.gov/highgwp/aluminum
pfc/index.html Each agreement improves the access to and disseminaGmvefnment
informationtothep bl i ¢ i n or der inissiorhbyg dmbinirgitskexpertiseewitteE P A’ s
that of partners to reach additional audiences.

West Coast Diesel Collaborativittp://www.westcoastdiesel.orgPartners:
http://www.westcoastdiesel.org/partners.hirhe West Coast Collaborative (Collaborative) is an
ambitious partnership between leaders from Federal, state, and local government, the private
sector, and environmental groups committed to reducing diesgssions along the West Coast.
Partners come from all over Western North America, including California, Oregon, Washington,
Alaska, Arizona, ldaho, Nevada, Hawaii, Canada and Mexico. The Collaborative is focused on
creating, supporting and implementinigskl emissions reductions projects.
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National Archives and Records Administration (NARA)- Approved Records Schedules
Inventory and Progress on NARA Bulletin 200602
NARA-approved records scheduléstp://epa.gov/records/policy/schedule/index.htm

Implementation of Electronic Signatures for Interoperability

EPA's Central Data Exchange (CDX) provides a set of environmental information exchange
services that can be used by multiple stakedrsld- EPA program officesstate enwonmental

agencies, local andlbal agencies, and other federal agencies. These exchange services include
but are not limited to registration, electronic signature, archiving, security services (identity
management,udhentication, authorization) quality assurance, standard transmission services,

data transformation, discovery services (to locate and use services) supported by one group and a
common help desk.

As EPA and other agencies face the challenge of meetmgrgy mission requirements with

declining resources, shared environmental exchange services are one way to drive down
development and operating costs. Shared services leverage what has been designed and built to
be used by a number of stakeholders basesl gerviceoriented IT architecture—essentially

“bui |l d o nc Ehgeused thesershareg &xchange services allows agencies to better
focus their limited IT resources on their own unique requirements rather than developing
duplicativeservices andustom approaches.

Electronic Means of Enhancing Public Participation in Government

Reguldions.gov www.regulations.govThis public website provides orstop Internet access to

view, download, and submit comments on all Federal regulations. In FY11, the public submitted
505,000 comments via thegulations.goweb form.Regulations.goveceives an average of

850,000 visitgper month In FY11, EPA posted 1,034 proposed and final rulemakings, 1,002

notices, 18,087 supporting documents, and 78,657 public commeRegatations.gavin

addition, EPA posted videos and displays on a series of rulemaking andi@making actias
onRegulations.gav i ncl udi ng EPA’s Tri bal PodDOTty i n Jar
proposed fuel economy labels in November 2010.

Regulations.gov Exchangeww.regulations.gov/exchang€&he Reguhtions.govExchange is an
integrated application that offers the public a new way to participate and collaborate with the
Federal agencies on tRegulations.gowebsite. It enables agencies to hostina discussions
forums and collect public feedbackdaconsideration. This year, the eRulemaking Program
hosted multiple online discussions on topics, including: agency best practices in increasing
public participation in the regulatory process and the President's Executive Order 13563.

Regulatory Developnmé and Retrospective Review Tracker (Reg D@RRT
http://www.epa.gov/regdarrifThe Reg DaRRT website provides information to the public on the
status of EPA's priority rulemakings and retrospective reviewsistirex regulations. The
retrospective reviews section was added in response to Executive Order TBBGRher

section of Reg DaRRT provides information early in a rulemaking's development process (i.e.,
before a proposed regulation is issued) and ofiéess that indicate which rulemakings may be

of interest to specific stakeholders. The goal is to help stakeholders understand what rulemakings
may be forthcoming so they have adequate time to participate and prepare any comments they
may wish to submitReg DaRRT links to Hdlepth information ofRegulations.gav
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Reg Stathttp://www.epa.gov/regstatReg Stat offers statistical data in the form of charts, tables
and brief summary overviews to inform the public about the types of documents EPA publishes
in the Federal Register annually.

Small Entities and Rulesking http://www.epa.gov/rfa/EPA launched a redesigned site in 2011
to provide more usdriendly information that small businesses need. The site focuses on
potential regulations that are expected to significantly impact small entities. Also, it offays a
that relevant small entities can setiminate to be a part of an RFA process where EPA gathers
information about such regulations.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

The link below provides the set of measures EPA currently uses to measure performance of IT
related enabling support prograrhip://epa.gov/planandbudget/results.html

In being open and responsitethe public, EPA created the Enterprise Customer Service

Solution (ECSS), used by over 30 EPA programs to provide information and better service to the
public at a lower costECSS has two components, Frequently Asked Questions (FAQs)} and E
mail Alert Service (EAS) FAQs is a sefservice application that manages incoming inquiries

and EPA responses while building a knowledge base to create new FARQselfservice

application has reduced the number of incoming inquiries and, consequently, thie cost

providing the information, as well as guaranteeing consistent answers, thus reducing errors. EAS
allows users to subscribe to receive email notifications when there is new information about
environmental topics of interest to them. It provides perfogeaneasures for the number of

visitors that have used the FAQ sséfrvice application, as well as the number of emalil

notifications sent through the EAS subscription service. EPA can measure the total number of
inquiries and average response times; awl long it takes to respond to inquiries that requires
individual handling (http://www.epa.gov/epahome/faqg.hjtm

Reducing Errors through Electronic Submissions

EPA's Central Data Exchange (CDX) usesuimber of methods to ensure quality data when
submitted to the AgencyFirst, when implementing a web form approach to reporting data,
guality checks are embedded or called from the web form and compared to acceptable data or
values as the user is in thepess of submittingln addition, many reporting data flows

leverage the XML standard allowing for rudimentary quality assurance checks against XML
schemas Some EPA programs have adopted the extended capabilities of XML schemas
(schematron) so that [z batches of data complete a full quality check prior to being accepted
by EPA

The EPA developed web services so that CDX can call authoritative data sources, such as the
Facility Registry System and Substance Registry System, to reduce typos or eyiaateou

entry. The kinds of quality assurance checks from these processes range from basic
mandatory/optional fields to more complex data types involving allowable values or code sets
The purpose of these quality checks is to ensure as clean as pdstlpeior to coming into the
Agency An underlying instrument that helps facilitate these processes is the establishment of
data standards for environmental information across EPA Progilamashumber of respects,

this ensures the Agency is speaking tanguage enabling better query results in the future.

121


http://www.epa.gov/regstat/
http://www.epa.gov/rfa/
http://epa.gov/planandbudget/results.html
http://www.epa.gov/epahome/faq.htm

Efforts to Comply with Section 508 Regarding Information Management

EPA works to ensure the accessibility of the Agenegbsites, software, hardware, video and
multimedia, and telecommunicatiobg providing resources to information users with
disabilities, information developers, and information managers. For more information about
EPA's role in ensuring accessibility refer to:

1 The Section 508 Accessibility paghttp://www.epa.gov/accessibility/
1 The EIT Tools resource padetp://www.epa.gov/accessibility/procurement/index.htm

1 The Assistive Tetnology resource
http://www.epa.gov/accessibility/technology/index.htm

Quantifying Cost Savings Achieved through Implementation of IT Programs
Below are severaxamples of how EPA Baachieved cost savings and cost avoidance through
IT programs:

T EPA completion of the network optimization
costs by over 50 percent from $179 to $83 per megabit. These cost savings enabled a
doubling of EPAWANcapagit t o support server consolidat
existing operating budget. WAN capacity is a critical path dependency for consolidation.

1 EPA recompeted labor contracts responsible for approximately 44 percent of server
operations. The new contragj model provides for increased competition through a
multi-award contract with annually renewable tasks. Reduced labor costs enable EPA to
accommodate approximately $1.5M in annual
existing operating budgets.

1 Whencompared with the cost &ederalgencies developing and maintaining their own
independent systems, the eRulemaking program saves the taxpaydr 8428 5 year
period.

1 Advantageous pricing from GSA Smart Buy enables EPA to expand its usage of
geospdal software to better meet business needs with a much lower annual increase than
is possible without the SmartBuy licens&PA estimates saving over2oer year as
compared to the street value of commercial geospatial software and data

1 Through ETrawel, a combination of TMC pricing and a substantially higher degree of
OBE usage (8percen}, EPA is expected to save over $400,000 in travel management
service fees in FY11 when compared to-RieS pricing and online usag&PA
continues to process vouars through ETS and is expected to process over 68,000
vouchers in FY11.

General Services Administration

Information Technology Strategic Plan and Enterprise Architecture Transition Plan

Information Resources Management (IRM) Strategic Plan: IRM Stcaldgn:
http://www.gsa.gov/portal/category/2244HeGener al Ser vi c eGSARAdmMi ni str
Strategic Business Pl an of ne8tihatéd public&lidhtd&teof s b e
December 2011 to be responsive to business needs and leverage new and emerging technology
and best practices. The 202015 Plan will ensure th& S A tusrent and future IT solutions

directly support and align with GS#owerall goals of Innovation, Customer Intimacy, and
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Operational Excellence. Tiseverbusiness capability areas, especially, Secure IT Services and
Knowledge, DatéDriven Decision Making, serve as the foundation for this progressive approach
to strategic planing, for which the expected outcome is improved IT investment management.

Enteprise Architecture (EA) PlarGSAs Enterprise Architecture public info:
http://www.gsa.gov/portal/content/105229

GSA's Enterprise Architecture documents are posted at its intesegbortal, Insite. 2011 has

been the year of revitalization for GSAs Enterprise Architecture program. Enterprise
Architecture (EA) at GSA is a partnership with the business lines. The g partnership is

to identify and develop solutions designed to meet changing business needs. EA brings together
people, processes and technology to facilitate-dat@n decisiormaking in order to improve

the quality of GSAs information technologyflportfolio.

Information Dissemination Management to the Public

Final determinations, priorities, and schedules for eaGot initiative: GSAs FY10/11 Exhibit
300s are posted & S A public websitehttp://www.gsa.gov/portal/content/10511&so
located atG S A puslic website is the F¥2 Congressional Justification, in which the E
Government appropriation is discussed on pageslBR5
http://www.gsa.gov/portal/content/1024a3Y12/13 are predecisional and not postegisatgoy
however, were sent to OMB as requested on September 23, 2011.

Information dissemination product catalogs, directories, inventories, and any other management
toolsused to improve the dissemination of and access to agency information by the public
http://www.gsa.gov/portal/content/112067

Freedom of Information Act (FOIA) Compliance
FOIA handbook: GSAs FOIA handbook, FOIA Report, and online electronic FOIA request are
located at the FOIA website at www.gsa.gbtip://www.gsa.gov/portal/category/21416

Primary FOIAwebsite GSA's FOIA handbooki-OlA Report, and online electronic FOIA
request are located at the FOIA websitgsat.gov http://www.gsa.gov/portal/category/21416

Frequent requests for records are made available to the pulfB&As FOIA handbook, FOIA
Report, and online electronic FOIA request are located at the FOIA webg#a. gov
http://www.gsa.gov/portal/category/21416

Dissemination of Federal Research and &elopment (R&D) Funding to the Public
GSA does not have R&D authority.

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreements with external entitifsrms of Service Agreements:
http://forum.webcontent.gov/?page=TOS_agreements

A coalition of Federalagencies (led by GSA's Office of Citizen Services and Innovative
Technologies) negotiated Terms of Service (TOS) agreements Wwithad range of social media
providers who offer free services to users in order to resolve issues with existing standard Terms
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of Service that are problematickederakagencies. Having these agreements in place alleviates
the need for agencies to néigte individually.

National Archives and Records Administration (NARA)- Approved Records Schedules
Inventory and Progress on NARA Bulletin 200602

G S A ’esordsschedulesare locatedt:
http://w3.gsa.gov/web/c/file.nsf/4b6aaf8da00cdb5¢85256325005e3d48

G S A OenView Records Prograisilocated athttp://www.gsa.gov/portal/content/104098
(See Section 1)

Implementation of Electronic Signatures for Interoperability

GSA has avell-establishe@-Signature program with FAS that has been in operation for 5.years
In addition, GSA has been operating a digital signatures working group which reviews the
currentusage of electronic and digital signatures in the agehhbg. group assesses the

capabilities of various tools available to GSA usdrkeir efforts include a review of best
practices, laws and policy documents related to the use of digital signafaeplanning has
resulted in a roadmap of use of digital signatures within G&&SA Order [CIO 2162.1,

Digital Signatures] was published by the CIO December 2, 2010 declaring digital signatures as
the preferred method of signing documenite Orders available electronically on GSA InSite
Changes are also being made to various existing policy documents such as the GSAM to clarify
language concerning the signing of documents.

Electronic Means of Enhancing Public Participation in Government
GSA always usefegulations.govo gain public comment on its GSA and FAR regulations.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies, and
Internal Operations

The GSA IT Strategic Business Plan planning, implementadimth measurement processes link
performance goals and measures to key stakeho
sector best practices, other agencies’ best p
operations in delivery of informaticand services through use of IT.

The GSAOCIOgarterly “I n tPragk eBGGIl Rex i e®mwist’i cal suc
referenced il S A 20402012 GSA IT Strategic Business Plan godlkese include such
measures as:

Percendf IT strategic initiaties completed on schedule
Percenbf investments with cost variance withinJ percent
Percenbf investments with schedule variance withiaGpercent
Percenpf EA segments completed

Percenof IT Project Managers validated (Per CIO Council)

E I

Long tem performance goal measures include:

1 IT portfolio compositiorreduction of the O&Mpercenf total
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1 Percenbf new business capabilities funding (i.e. DMEYArs A postfolio compared to
other agencies

Reducing Errors through Electronic Submissions

GSA's PDF and Formnet Libraries of approximately 500 Standard, Optional, and GSA forms
located atvww.gsa.gov/formsare fillable,savable XML -capable, 50&ompliant, Esignature
capable, and may be submitted elecically.

The PDF versions are FDG&mpliant as well; that is, they are useable by any individuals via
the free Adobe Reader software, which requires no IT Help Desk intervention.

Since 2002, the Integrated Acquisition Environment (IAE) has offereuditéojio of nine
acquisition services which facilitates all phases ofRba@eralcquisition lifecycle for buyers,
sellers, and the publiebringing transparency and visibility to the procesEederalacquisition.

These services evAdhpted Ac oumi it &08, ddettodr@peedhty . | n |
meet new challenges, a fourth strategy was adéled g g r eTghaet e“.a’ggr egati on” s
focuses on both business services and data in the acquisition lifecycle. The functions performed

by the currat IAE applications will be migrated to a set of acquisition business services that will

be implemented consistent with Servideented Architecture concepts and technology, and will
leverage open source software and open source software developmeniotogibe.

Aggregating and leveraging a set of common services such as reporting and database

management will greatly simplify the IT infrastructure.

Managing a few databases, as opposed to the current nine, will reduce data redundancy and
errors, contribute toward establishing a more secure platform, improve data integrity and reduce
the cost of ownership and operation.

Efforts to Comply with Section 508 Regarding Information Management

GSA has incorpotad key initiatives in its FY2 Strategic Program Plan, to improve compliance
with Section 508 of the Rehabilitation Acthe first of 4 objectives includes developing a
Section 508 course curriculuimthe GSA OrLine University This curriculum included a total
of 5 training courses designed to aid employees in building accessible office docuhents
final course will focuses on Fundamentals of Giving An Accessible Presentation, to ensure
maximum accessibility of information to an audience.

The second initiative includes robust usability testing of websites an@m@ications

throughout the developmental phases of the lifecy@l& A bngstop resource lab incorporated
usability testing methamogies and best practices, with the goal of improving-asetered

design and optimizing the user experientethis lab,GSAwill engage in writing for

comprehension and plain language practices, such as active voice, shortening sentences, use of
comnon words and deploying easy-read design feature§ hese techniques also serve to

enhance accessibility @& S A bnéine presence

The third and final initiative for this year is to procure Section 508 analysis and testing,
evaluation and reporting seceis for websites and web applicatiofiie scope of this
procurement will allow GSA offices to acquire services as needed and on a pay per task basis
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The contractor will essentially perform independent verification and validation testing processes
thatinclude Section 508 error violation identification and analy$ise findings during testing
will be evaluated and recommendations for remediation will be generated in a final report.

Quantifying Cost Savings Achieved through Implementation of IT Programs
GSAexpecsthat usimg the cloudbased Mail systemwill reduce email operation costs by 50
percentover the next five years and save more than $45%a2 the agency in that time.

The E-Gov Benefits Report summarizes benefits realized and expectedtfeainonic
Government (E5ov) initiatives funded by GSA, either as the managing agency or through
contributions to other agencies in accordance with the reporting requirements established in
section 737 of Public Law 11061.

GSA is a Managing Partner ftre followingE-Gov initiatives:
E-Government Travel Service (ETS)

1 Increased cost savings associated with overall reduction in Travel Management Center
(TMC) transaction service fees;

Advantageous strategic source pricing through egos®rnment purchasijnagreements;
Improved business process functionality as a result of streamlined travel policies and
processes;

Eliminated over 250 disparate, pajiven systems costing $180annually;

Increased online adoption from less thgpebcentin 2003 to 6&ercentas of July 2011,
saving close to $M annually;

Reduced traveler reimbursement cycle time from 28 days to 3 days;

Leveraging commercial technology to position @avernmentor future technology

such as cloud computing.

= =4 = =

E

Electronic Federal Asset Sal@-AS)

1 ProvidesFederalgencies with a standardized mechanism tcGalernmentowned
property A single portal allows agencies to reach a broadstomer base and obtain
greater exposure for their assets during disposatomating the disposal press has
reduced cycle time, saving storage and transportation expanses;

1 Investigating movingsovSales.goto a cloud computing environment to provide
savings.

Integrated Acquisition Environme(iAE)

1 Increasing transparency through data sharing tbleretter decisions in procurement,
logistics, payment, and performance assessment;

1 Creating a simpler, common, integrated business process for buyers and sellers that
promotes competition, transparency and integrity;

1 Modernizing acquisition tools to leksge investment costs for business related processes;
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National Aeronautics and Space Administration

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://www.nasa.gov/offices/ocio/IRM_Plan.html

Enterprise Architecture (EA) Plan:
http://www.nasa.gopdf/282059main_NASAEnterpriseTransitionPlanv3.2FINAL.pMdrsion
3.2 was most recently updated in May 2009, and includes updates to reflect changes in the
Agency EA program. The Plan reflects segment architectures associatéaentational
Aeronauticand Space AdMNANSA) Lirses aof Business (LoBs) afid mission support
crosscutting segments within the agency.

Information Dissemination Management to the Public

Final determinations, priorities, and schedules for eaGot initiative:
http://www.nasa.gov/about/contact/information_inventories_schedules.N#&ABA provides a
link for the public to acceds A S Afinal determinations, priorities, and scheduds its main
webpageWww.nasa.goy, pages accessible to the public with URthat end imasa.goyand
each of the NASA Centexr web pages. The link is calleNASA InformationDissemination
Product Inventories, Priort i es and Schedul es.”

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public
http://www.nasa.gov

NASA'’s Office of Public Affairs determines which Government information is made available
and accessible to the public through the NASA Web Portal. The Office of Public Affairs releases
information based on its news value and interest to theanaedi public. As the release of this
information is timed to its news value and is highly variable in content, the Agency does not
maintain a fixed schedule or list of priorities. In terms of final determinations, priorities, and
schedules available for plic notice and comment, the public and the news media provide
feedback to the News and Multimedia Division on a daily basis via telephonenaaiti enaking

a formal comment period unnecessary.

Freedom of Information Act (FOIA) Compliance

FOIA handbookhttp://www.hq.nasa.gov/office/pao/FOIA/EQO_FOIA_Ref Guide.@dASA
continues to proactively comply with th&lectronic Freedom of Information Act Amendments

of 1996 In past years the Agency set up a specific Electronic FOIRQE) Reading Room

for posting documents relating to the Columbia accident. Releasable portions of several NASA
contracts have also been posted in the reading room. These and other Agedsyhao®been
electronically posted for: (1) meeting the multiple requests for similar records; or (2) the
anticipation of public interest for agency records.

Primary FOIAwebsite http://www.hg.nasa.gov/office/paoc/FOIA/agency/

Frequent requests for records are made available to the public at:
http://www.hqg.nasa.gov/office/pao/FOIA/agendidditionally, each NASA FOIA Requester
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Sewice Center has and maintains separate electronic reading rooms, which contain records
posted that have been previously released.

Dissemination of Federal Research and Development (R&D) Funding to the Public
Public websites disseminating research andldpweent (R&D) information to the pubtic
http://ntrs.nasa.gov/

The NASA Technical Report Server (NTRS) is a comprehensive source of NA8#ent and
historicalFederdly funded research and development (R&D) aerospaseaitt and engineering
resul t sR&DNAdIWSSIions produce a wealth of important scientific and technical
information that is essential to the Agency, to U.S. aerospace companies and educational
institutions, and to the Nation. The NTRS is aegnal part of gathering and disseminating this
missionrelated information. NTRS promotes the dissemination of NASA Scientific and
Technical (STI) to the widest audience possible by allowing NTRS information be harvested by
sites using the Open Archivestiative Protocol for Metadata Harvesting (GRMH).

Dissemination of Formal Agency Agreements with External Entities to the Public

An updated inverry will be deployed during F¥2 and will be available on
http://www.nasa.gov/offices/ocio/IRM_Plan.htmtiASA’ s 2011 Strategic Pl &
partnerships with international, intergovernmental, academic, industrial, and entrepreneurial
communities and recognize their role as important contributors of skill and creatiMtxt® A’ s

missions and for theropagation oits results. To further Open Government goals, NASA has

developed a new inventory of sample agency agreements with external entities (e.g., partnerships
with international space agenci€gderalagencies, State/local governments, univiesi public

libraries, industry and commercial search engines). This inventory will be an interactive,

searchable infgraphic, slated for deployment in October 2011.

National Archives and Records Administration (NARA)- Approved Records Schedules

Inventory and Progress on NARA Bulletin 200602

NARA-approved records schedules:
http://nodis3.gsfc.nasa.gov/displayDir.cim?t=NPR&c=1441&s=NASA finalized an

inventory of its electmoic information systems and determined whether they coRtaderal

records, and whether proper retention schedules already existed. Of the 2,187 information
systems identified in the Agency, 1,330 were determined to contain records. NASA continues to
crede and submit to NARA retention schedules for those records determined to be unscheduled.
Some new schedules have been approved and 1,236 of NA$#&ems now have appropriate
retention schedules. All the systems were divided into 54 subject categarigshadules

developed or revised for submission to NARA where necessary for the records within the system
to be covered. The Agency now has approved schedules fop@@eéhiof the categories of

systems. The Agency continues work on developing propa$edisles for the remaining 3.7
percentf the subject categories of systems containing 94 systems or applications requiring
schedules.

Implementation of Electronic Signatures for Interoperability

NASA has replaced its Centbased, x.500 infrastructufer Public Key InfrastructureRKI)
certificate discovery and validation with the NASA Enterprise Directory, which is fed directly
from the authoritative source of all identities for PIV smartcard issuance and access
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managementThis change has allowedrfmore seamless integration of encrypted and
electronically signed-enail throughout NASA.Now that the revised NIST SP 8073 provides
guidance for management of key history on PIV smartcards, NASA intends to prototype the
inclusion of encryption and signg certificateon their PIV smartcards in 8. The inclusion

of encryption and signing certificates on smartcards will provide enhanced capability to facilitate
expanded use of electronic siguares in future applications.

Electronic Means of Enhancng Public Participation in Government

NASA’ s b e n e-Rulemaking irotiativet ate éargdty focused on public benefits.-One

stop access to NASA and otlferderalagency information on rulemakings and sratemaking

activities is included in the merthan 21 documents posted dRegulations.gawvDirect budget

cost savings and cost avoi delRedesaDockes ul t fr om N
Management SystenrDMS) andRegulations.ggvwenabling the Agency to discontinue efforts

to develop, deployand operate specific individual online docket and jputdmment systems.

Over a fiveyear period, NASA is estimated to save over $700 thousand over alternative options

that would provide similar services.

Another approach that NASA is using to engageptiitaic is OpenNASAIfttp://open.nasa.gdyv

a collaboratively written public blog by NASA employees about the Agency that presents open,
transparent and direct communication about the space program. Team OpenNASkesbainss
learned, and what others can learn from them. Because the OpenNASA authors blog on their
own time (and therefore do not represent NASA), the site allows a dialog to occur not only
within the internal NASA community but also between the public aA8A The goal of
OpenNASA is to help the Agency become more transparent, authentic and direct with its
communication to the public, to help create a participatory space ageneythat actively

engages people from all backgrounds and perspectives

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

NASA's 2011 Strategic Plan unveils the Agency
has updated its annual performance plans (APPs) totrdflemew direction. In concert with

this effort, NASA is transitioning to a new performance framework with a focus on increased
transparency and accountability. References to IT performance goals can be found under
Objective 5.2.2: Provide informationctenology that advances NASA space and research

program results and promotes open dissemination through efficient, innovative, reliable, and
responsive services that are appropriately secure and valued by stakeholders and the public. The
NASA FY12 Performaoe Plan can be found at the following link:
http://www.nasa.gov/pdf/533366main_ NASAFY12_ Performance -B0hpdf

Reducing Errors through Electronic Submissions

N A S Aihtegrated human capital solution enables information to flow from the hiring process
through onboarding, tats personnel payroll systenProcess automation has eliminated
redundant manual data entry and associated erfalditionally, automatically ppulating entry
forms allows new employees to validate their information prior to submission into the badging,
identity management, and payroll processHse personnel data warehouse provides
information to employees and managers to support both deansikimg and data quality

control, since users can identify any errors for correction.
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Instead of manually entering data directly into the Federal Procurement Data System/Next
Generation (FPDSIG) NASA utilizes its interface from the Contracts Managemend e
(CMM-PRISM) to populate the majority of the required data fields. NASA is also the only
Agency that reports its Grants data to FPRS and the majority of the data is provided through
a custom interface thus promoting more timely and accurate ¢atding. In support ofe-

Gov s Open Government initiative and the Feder g
(FFATA), NASA implemented functions within the CMMRISM application to derive the
predominate Treasury Account Symbol (TAS) for all NASA adgaand interface it directly to
the FPDSNG. This function replaced a process containing a manual step by Contract
Procurement Offices and increases efficiency and data quality for reporting TAS teNKPDS
andUSASpending.gov

CMM-PRISM also includes anterface to Online Representation and Certifications (ORCA)
website enabling NASA Contract Specialist to download Contractors ORCA data for inclusion in
their electronic award document or print out for hard copy files.

Efforts to Comply with Section 508Regarding Information Management

1 InJanuary 2011, NASA published its first ever Agemggle Electronic and Information
Technology Accessibility policy;

1 In April 2011, NASA OCIO completed the development of a 508 Awareness training
module thawill be integratednto the agency's training suite (SATERNJhis
integration is scheduled to be completed by December, 2011; and,

1 The NASA OCIO is working with the NASA Office of Diversity and Equal Opportunity,
specifically Center Disability Program Managdwsstreamline requests for
accommodationand accurately report those requests in the form of Agency metrics to
the Agency 508 Coordinator, Chief Information Office, and Director, Office of Diversity
and Equal Opportunity.

Quantifying Cost Savings Achieed through Implementation of IT Programs

Deployment olN A S Adutemated, integrated on boarding process enabled NASA to provide
badges, access and equipment to new hires within the first two days dPhoeto
implementation of this process, it took average 30 days for a hire to receive the tools and
access needed to be a fully performing employlde agency was able to mitigate the lost
productivity cost, estimated at ovavidannually that was caused by excessive delays in
efficiently provisionng each new hire.

SAP/Real Property Mgmt (RPMThis effort integrated the management of Real Property with
the Agency’ s Cor e fmenrgegrationaal the $hgividtabassetteveh(asset a |
capitalization and depreciation). Prior to thegration, manual Journal Vouchers (JV) were
utilized at the summary level. This process was prone to human error.

SAP/Materials Mgmt Initiative (MMB CostAvoidance Removing the legacy NASA Supply

Mgmt System (NSMS) from the Agency mainfr ame
software suite (SAP) will allow this platform to be decommissioned as planned (6 months after

last shuttle missioa-January 2012). Otherwistive costs were estimated at $4.2M annually. The
Agency was already licensed to utilize the SAP software.
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National Science Foundation

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRBjategic Plan: Includes the EA Transition Plan.

Enterprise Architecture (EA) Plahttp://www.nsf.gov/oirm/dis/

Information Dissemination Management to the Public
Final determinations, priorities, and schiedufor each E5ov initiative:
http://www.nsf.gov/policies/egov_inventory.jsp

Information dissemination product catalogs, directories, inventories, and any other management
tools used to impnee the dissemination of and access to agency information by the:public
http://www.nsf.gov/discoverieghttp://www.nsf.gov/news/overviewsand
http://www.nsf.gov/awardsearch/

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.nsf.gov/policies/oqgc1009.pdf

Primary FOIAwebsitehttp://www.nsf.gov/policies/foia.jsp

Frequent requests for records are made available to the public at:
http://www.nsf.gov/publications/odahdhttp://www.nsf.gov/policies/foia.jsp

Dissemination of Federal Research and Development (R&D) Funding to the Public
Public websites disseminating research and development (R&D) information to the public
http://www.nsf.goy http://www.nsf.gov/recoveryandhttp://www.research.gov

The National Science Foundatidd§F publishes informatiombout howrFederdly funded
research and development grant dollars are being spent and what results are achieved.

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreements with external entities:
http://www.nsf.gov/about/partnerahdhttp://www.nsf.gov/statistics/about.cfm

NSF supports collaborative projects involving academic institutjomgate industry, and state
and local governments; works closely with otRederalagencies; and supports participation in
international scientific efforts.

National Archives and Records Administration (NARA)- Approved Records Schedules
Inventory and Progress on NARA Bulletin 200602
NARA-approved records scheduldstp://www.nsf.gov/policies/records/index.jsp

In FY11: NSF trained agency records custodians o#partment of Defense () 5015.2
approved ERM system, Documentum, which manages retirement, retrieval, and transfer of
physical records. NSF initiated Phase Il of the Documentum implementation to support
management of electronic records, including transfer to NARA. NSF is tiogswith NARA

on records management implications of social media and will seek approval of a relevant record
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schedule. NSF continually evaluates new systems for records content, schedules them as
appropriate, and updates business practices.

Implementation of Electronic Signatures for Interoperability

NSF has implemented electronic signatures across all of its key mission support systems,
including FastLlLane, NSF' s |l egacy system for t
Foundation; iendeadkeatl, sNSH'esm used by staff to m
grant awards; anBesearch.ggv NSF’' s moder ni zation of FastLan:e

In addition, NSF has established streamlined interoperability across its business applications for
both internal and exteahusers With this functionality, NSF provides simple and secure entry

into and transfer between its systems. Internally, NSF staff with approval authority can
electronically approve and sigif on awards and related activitieBor external users, NSF
established single sigon credentials, which allow members of the research community to use
the same credentials for logging into all external NSF systems, including FastLane and
Research.ggwand to electronically sigaff on propsals and awartklated activities such as
financial and progress reportddditionally, Research.gowot only supports NSF credentials but
also credentials issued by the U.S. Department of Agriculture.

In order to further increase interoperability foe research community, NSF recently joined the
InCommon Federation to provide simpler and easier access to online se@mes
implemented, the research community will be able to securely accedRdsstarch.goand
FastLane using their unigque IDs gpalsswords from their home institutions.

Electronic Means of Enhancing Public Participation in Government
NSF is a participant in theovernmentwide eRulemaking Program, and contributes to its
cost. The Foundation typically publishes only one to thyeposed regulations per year.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

NSF’'s ability to fund science and engineering
business process#sat support the agency each and every ddese processes are fully

supported by electronic business solutiovthile NSF has been a leader in technology solutions

to supporits mission,it remairs focused on institutional transformation through txeéty and
innovation and by continuingsr ol e per forming as a “model orga
goal f r om-AYBKStrasegidPian. 1

NSF's Open Government Plan serves as the road
integrate public partipation and collaboration into itore mission, thereby enabling NSF to

become more innovative and efficiemistorically, NSF has made data and services readily

available to the publithroughitswe bsi t e as wel |l as thrsandgh one ¢
technology platforms-Research.gavinnovative tools available online througesearch.gov

improve the interactions betweErderalagencies, including NSke National Aeronautics and

Space AdministrationNASA), the Department of Defense, and Metional Institute of Food

and Agriculture (NIFA), and ease the administrative burden on the research organizations that

submit applications to and receive funding from these agenResearch.goglso makes
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information that was not previously availalelectronically accessible to thousands of
individuals at these organizations.

Research.godelivers important benefits to stakeholders by increasing the speed with which
agencies communicate important information to applicants and gra@té®holdertave
commented on the amount of time and efRetearch.golias saved themResearch.gov
currently provides information about research awards, outcomes and newsworthy highlights.

Reducing Errors through Electronic Submissions

Since 1995, NSF has susséully supported electronic submissions throughout the proposal and

award management lifecycle, including submission of proposals andwasd reports through
FastlLane, NSF's |l egacy system for the researc
FastLane was designed to streamline and improve the way NSF does business with the research
community and to reduce the administrative burden on the research community and NSF staff by
electronicallyenabling formerly papebased processesn addition, FastLane greatly reduced

proposal submission and award management errors by providing basic electronic checks to help
ensure that submissions were in compliance with NSF regulathaiditionally, electronic

reporting capabilities have made it easier ffier Foundation and grantees to track and complete
reporting requirements and have led to more timely submissions of required reports due to
automated notifications of due and overdue r e
NSF continues to succeslly support over 55,000 electronic proposal submissions and

electronic posaward reporting submissions each year from a grantee community of over

250,000.

Additionally, while the research community continues to leverage FastLane for electronic
submisions to NSF, the Foundation is investing in the future of its grants management solutions
throughResearch.gavResearch.gomodernizes FastLane and offers a modern technology
platform for the research community and the public to access informatioro dnaiciess with

NSF and otheFederakesearch agenciedlade possible bR e s e a r cclittinggedge 6 s
technology, the Foundation is looking into opportunities to further reduce errors in electronic
submissions through broader, more robust checks and validations.

Efforts to Comply with Section 508 Regarding Information Management

NSF strives to ensure its information systems are accessible to all, including individuals with
disabilities and those without reasonable access to advanced technologies, and to make every
document on NSF web pages accessible to the widest possible audierameomplish these

goals, NSF has recently implemented the following initiatives to improve compliance with
Section 508 of the Rehabilitation Act:

NSFi nitiated an interagency agreement with the
Information Service (NTIS)to provide digitization services, including bulk scanning and

CD/DVD duplication support, for conversion of printed, historical, and legacy documents to high
guality, searchable digital files that are easily accessible on a complisieg theseservices in

FY11, NSF successfully digitized printed versions of National Science Board books produced
between 1950 and 1995 and has begun the process of digitizing historical records, including NSF
Annual Reports.
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1 NSFpartnered with the General Servidegdministration (GSA) taconductmultiple
Section 508 meetings and training classes at NSF to increase staff awareness of Section
508 compliance requirementBlSF also partnered with the Library of Congress in FY11
to host a series of four webinars on 88t 508 requirements; the end goals were to
foster information exchange and share best practices for Section 508 implementation and
compliance between agencies.

1 NSF installed a Braille printer to create printed documents in a format accessible to
individualswho are blind or have low vision, and began updating videos published to
NSF websites to ensure each includagtioning and/otext file transcripts.

Quantifying Cost Savings Achieved through Implementation of IT Programs
Research.gotielpsFederalkgencies avoid the costs of developing and implementing online
management services while supporting efforts to promote their common research

mission. Research.goalso fulfills FederamandatesKederal Financial Assistance Management
Improvement ActPresident's Management AgendaGiBvernment Act, anBederalFunding
Accountability and Transparency Act) and enhances agencies' management services by
organizing information into a single access point throughout the management business process
Use ofResarch.govreduces staff time spent fielding requests for status and policy information;
increases standardization and decreases manual input with electronic intake of progress and
financial reports; and provides an audit trail via electronic reporting ahatlientication.

Nuclear Regulatory Commission

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Ritp://www.nrc.gov/readingm/doc
collections/nuregs/staff/sr1614/v4/sr1614v4.pbé agency is coordinating the IT Roadmap and
the IT/IM Strategic Plan to reflect the same themes aimed at meeting agency objectives.

Enterprise Achitecture (EA) Plan: Thluc |l ear Re gul a tNRE)ynfor@ationmi s si on
Technology (IT) Roadmap, most recently revised in February 2011, presents the agencies EA
transition strategy. The agency is in the process of updating this document to bettethrefl

current and planned modernization initiatives as well as other relevant G&W®B/&nment

priorities. NRC expects to complete the new revision of the IT Roadmap by the end of December
2011.

Final determinations, priorities, and schedules for each Esov initiative
Final determinations, priorities, and schedules for eaGot initiative:
http://www.nrc.gov/readingm/copiesdocs.html

Information dissemination product catalodgsectories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public

1 Freedom of Information Act [FOIA] Guiddttp://www.nrc.gov/readingm/foia/foia
request.html

1 Nuclear Regulatory Commission Informatidritp://www.nrc.gov/readingm/doc
collections/gercomm/infe-notices/
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T N R GGovernment Information Locator Servidgtp://www.nrc.gov/readingm/doc
collections/qils/

1 Privacy Act Systems of Recordgtp://www.nrc.gov/readingm/foia/privacy
systems.html

1 Privacy Impact Assessmentgtp://www.nrc.gov/abouhrc/plans/privacympcat
asess.html

1 Public Meeting Scheduléttp://www.nrc.gov/publignvolve/publicmeetings/index.cfm

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.nrc.gov/readingm/foia/foiarequest.html

Primary FOIAwebsite http://www.nrc.gov/readingm/foia/foia-privacy.html

Frequent requests for records are made available to the publitpatwww.nrc.gov/reading
rm/foia/recentrequest.html

Dissemination of Federal Research and DevelopmerR&D) Funding to the Public
Public websites disseminating research and development (R&D) information to the public

9 http://www.nrc.gov
1 http://www.nrc.gov/readingm/doccollections/nuregs/contract/index.htmi
1 http://www.nrc.gov/abouhrc/requlatory/research.htmi

NRCs publicwebsiteas a whole disseminates R+D information to the public.Weélgsite

provides information about Federally funded R+D as well as the results of Federal research,
specifically through the following pages: Publications Prepared by NRC Contractors (NUREG
seriescontractor reports) Research Activities

Dissemination of Formal Agency Agreements with External Entities to the Public

Inventory describing formal agency agreements) with external enhi®S has formal agency
agreements with several external entitfet complementl R &'information dissemination
program.NRC uses the U.S. Government Printing Office*s agreement in place to participate in
the Federal Depository Library Program and its sales progi&@.also is required to send to

the Library of Congrss File Center 15 copies of all its published NUREGSs. The agency also
supplies publications to the National Technical Information Service, which provides another
point of public access for users. The U.S. Department of the Interior/Federal Consulting Group
provides an online customer satisfaction survey for usédsRC public website NRC uses the
results of this survey in planning for and prioritizing improvements to the site. The agency also
contracts with Online Video Service for Web streaming o€alinmission meetings and some
public meetings

National Archives and Records Administration (NARA)- Approved Records Schedules
Inventory and Progress on NARA Bulletin 200602

NRC Comprehensive Records Disposition Schedule, issued March 2005, descrituss(neco
any format) that had a NARApproved records retention schedule as of March 2005. This
document, as well as any new NRC records disposition schedules post NLeREJs on

N R C websiteat http://www.nrc.gov/readingm/recordsmgmt.htm| NRC Manageent
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Directive 3.53NRC Records and Document Management Progkéanch 15, 2007, does not

report on the transfer of electronic records but includes instructions on implementation for
formatand mediaNRC did not submit records retion schedules to NARA in AYL. As stated

in the report the agency submitted on these activities in September 2011, 114 systems have been
identified, 99 have approved schedules, and 13 are pending approval.riiamw vascheduled

but are in draft and going through NRC internal concurrence process.

Implementation of Electronic Signatures for Interoperability

For its electronic signature prograNRC implemented Public Key Infrastructure (PKI) digital
signatures sing X.509 standardsased digital certificates amdected to fund the PKI service
and provide the digital certificates free of charge to approved particif@detsons who desired

to submit forms and documents electronically used their digital certificate to authenticate to
N R C Elsctronic Information Exchange system and to digitally sign their electronic submittal
forms. The digital signatures allow&RC staff and administrative judges to have full
confidence that submitted content was not modified during transit or processing.

In pursuit of efficient interoperabilittRC engaged in a technical discussion with the
Government Printing Office and the Office bEtFederal Register to participate in the program
for electronic submission of notices. Last y&dRC investigated a new PKCS #7 digital
signature application developed by the Federal Identity, Credential, and Access Management
subcommittee of the Chiefiformation Officers Council This year, the agency implemented

this application for select individuals who have the need and authority to digitally sign NRC
submissions to the Federal Register.

Recently NRC has authorized a new project to gather eleatreignature requiremendgiency

wide. The project will compile the requirements and use these data to develop a comprehensive
electronic signature infrastructure designtonNRC s n e e d s three to fiveybaes n e x t
The project will also designsolution to allow for the longerm archival and validation of

electronic signatures BIRC which also meets NARA requirements for electronic records

archival.

Electronic Means of Enhancing Public Participation in Government

NRC fully participates intte Federal -€&kulemaking Initiatie athttp://www.regulations.gav

NRC has created dockets on thigbsitefor all documents it has published in the Federal

Register since December 200MRC has migrated datadm its legacy system to

Regulations.goto provide access to more thanydars of NRC rulemaking dockets, including

all public submissionsNRC also posts t&Regulations.gowll stakeholder comments on

guidance and other nemlemaking documents requesjicomment that are published in the

Federal Register, as well as supplemental background information and supporting documents for
high-interest agency actions.

To increase public awareness of new NRC rulemaking actitiR€,provides a listserv on its
websitethat alerts subscribers when a new NRC rulemaking docket has been opened on
Regulations.gavThe public can also subscribe to updatedl®C s r ul emaki ng page
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Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Othekgencies,
and Internal Operations

OMB has determined th&RC need not set agency priority goals. TRMRC does not report on
performance aPerformance.gav

Performance information appears¥mR C website

1 Plans, Budget, & Performandettp://www.nrc.gov/abouhrc/plansperformance.html
1 Performance and Accountability Repe#ft Y10 (NUREG-1542, Volumel6):
http://www.nrc.gov/readingm/doccollections/nuregs/staff/sr1542/v16/

The NSTS tracks the transfer of responsibility for sealed sources of radioactive materials

spanning the life cycle of the source, from manufacture through shipmeipt,rdeeay, and

burial. It supports controlled authorizations and accountability for licensed suppliers and

licensed recipients of sealed sourc&he implementation of the NSTS satisfies the commitment

to Congress to develop soutracking capabilitiesand satisfies the call in the International

At omic Energy Agency’s Code of Cowigkgources.f or a

The NSTS helps:

1 Monitor the location, possession, and disposal of radioactive sources of concern
throughout the coury.

Improve accountability and give better information to decisnakers.

Detect and act on tracking discrepancies through the use of automated alerts.

Conduct inspections and investigations.

Communicate radioactive source information among Governmentass.

Respond in the event of an emergency.

Verify legitimate import, export, ownership, and use of radioactive sources.

Further analyze hazards attributable to the possession and use of radioactive materials.

= =4 -8 -8 -9 -9 -2

In January 2009, all users of Category 1 amddioactive sources in the United States began
reporting their source inventories and transactions, as required®yRPBart2 0, “ St andar ds
Protection against Radiation,”™ or equivalent

Reducing Errors through Electronic Submissions
NRC has enhanced its electronic submittal capability to facilitate the electronic transmission
process.The use of electronic submissions has been highly effective in reducing errors.

NRC uses its electronic submission capability to prewvite means to receive and manage
complex electronic document submittals in anticipation of major license applications for new
nuclear power plants, license renewals for existing nuclear power plants, and adjudicatory
artifacts for upcoming and ongoing peedings, and for tracking the transfer of responsibility
for sealed sources of radioactive materidlbe electronic submittal process is invaluable for
managing the interaction among internal NRC organizations and with external organizations.

Electront submission has been instrumental in alloWNHRC to achieve significant operating
goals for the receipt, possession, and distribution of high volumes of complex docuitents
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electronic submittal capability ensures the optimum flow of documentdiR@) efficient

processing of documents according to NRC policy, and effective distribution of the information
to NRC business units, thus enabling the agency to achieve its mission of protecting people and
the environment in a more efficient manner.

Efforts to Comply with Section 508 Regarding Information Management

NRC does have service provisions for people without access to the IntBiREtmaintains its

Public Document Room (PDR), where members of the public can read copies of NRC publicly
availablerecords The PDR has a felgased copy service; copies can be ordered in person,

through email, or by telephoneThe PDR has a tefree telephone number (8@97-4209) and

staff to assist members of the public who do not have Internet addes®DR &ff can also

provide bibliographies based on subject searches of the public databases to give users an idea of
the documents that are availablehe PDR staff may also refer people to the nearest public

library for further assistance, since most pubbedries now have Internet access.

In FY11,NRCdeployed its redesigned publiebsite The agency implemented best practices
in the redesign, including Section 508 complianiceaddition, upon completion of the redesign,
NRC verified its compliance wi Sectionr608 by responding to the U.Bepartment of Justice
Section 508 survey that tested thebsitefor Section 508 compliance.

NRC s creating a charter for a Section 508 working group, with representatives for the different
areas of responsibiit(e.g.,procurement, training, Web content management, application
development, complaints) within the agency, to share information and coordinate improvement
of Section 508 policy, procedures, and guidardRC is also increasing the number of Section
508 training courses, starting with freely available ones.

Quantifying Cost Savings Achieved through Implementation of IT Programs
The following illustrates cost savings and cost avoidance achieved tiR@Gh s
implementation of IT programs:

1 NSTSOverthe 5year period ending in FX5, the projected cost avoidance and cost
saving for the NSTS is $47.

1 Enterprise Content Management Systérhrough 2012NRC s ent er pri se con
management system will accomplish document processing turnaround-$evelce
commitments with estimated cost avoidance dfl&llars in document processing
contractor fulltime equivalent staff.

1 eTravel: In FY09,NRC successfully implemented theTeavel system, a Presidential
Priority | nit i-@dvernmentpigrach.eefravél pkBvides a Eommon,
automated, and integrated approach to manage the travel functiorFetiiral
Governmerit s c i v i | .iOCwartheatygearmpeariodersding in FXY3, NRC projects
cost avoidance and cost savings through its useTodvel of $1.6v dollars.

1 System InventoryProposed accreditation boundary realignments meet new system
authorization requirements specified in National Institute of Standards and Technology
Special Publication 8087, Revisioil , “ Gui de f or Applying the
Framework td~ederalnformaion Systems:A Secur ity Life Cycle Ap
February2010, achieving an approximate cost avoidance ofN$®¥ not having to fund
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new system authorization projeddRC EA and computer security teams developed this
solution

Office of PersonnelManagement

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://www.opm.gov/abut_opm/reports/OPM_IT_Strategic_Plan_FYHIR) pdt

Enterprise Architecture (EA) Plaihe Office of Personnel Manageme®RM) updated its
Enterprise Architecture (EA) Plan in February 2008 but has not yaspatlthe plan to its
website.

Information Di ssemination Management to the Public
Final determinations, priorities, and schedules for eaG@ot initiative:

E-Training:

1 Go-Learn:http://www.golearn.gov
1 USA-Learning:http://www.usalearning.gov/USALearning/index.htm

Recruitment Oné&top:

1 USAJOBS webite: http://www.usajobs.gov/
1 USAJOBS Federal IT Dashboard info (successor to RecruitmenSpg:
http://www.itdashboard.gov/investment?buscid=600

Enterprise HumaResource Integration (EHRI):

1 EHRI websitehttp://www.opm.gov/eqovieov/EHRI/
M EHRI Federal IT Dashboard infaottp://www.itdashboard.gov/investment?buscid=596

Human Resowe Line of Business (HRoB):

1 HR LoB website:http://www.opm.gov/egov/HR_LOB/index.asp
 HR LoB Federal IT Dashboard infottp://www.itdashboard.gov/investment?buscid=594

E-Clearance:

1 eClearancde-Gov initiative has completegumerous accomplishments since inception.
Currently, background investigation transformation and upgrade initiatives are being
managed through the EPIC Transformation program with Federal IT Dashboard at:
http://www.itdashboard.gov/investment?buscid=597

OPM manages several@overnment Initiatives and publishes information about them at the
respective websites. Priorities and schedules for several initiatives are available on the Federal IT
Dashboard.
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Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public

= =4 =4 -8 A

= =4 =

1
1

The publications data bad#tp://apps.opm.gov/publications/pages/searchall.cfm
Key agency data baségtp://www.opm.gov/open/Data.aspx
The agency’ s hEgD/ivwiw.opnedov/eborm/g e :

The agency’ s el ehtp/imevwmdpro.gov/eosathtmifregading.asp m:

Links to frequently requested documents:
http://www.opm.gov/open/resources/MostRequested.aspx

OPM FederaRegister noticesttp://www.opm.gov/fedregis/index.asp

Federal Employment Statics: http://www.opm.gov/feddata/index.asp
Visitors can use OPM s Subject I ndex
http://www.opm.gov/topics.asp

Answers to frequeit asked questions (FAQS):
http://www.opm.gov/open/resources/DidYouKnow.aspx

t

o
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OPM' s website offers an atprsvavww.oppnfgovi nf or mat i

OPM publishes information disseminati on

Open Government website, in the agency’ s

reading room, and in a publications data base that is available to the publi

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.opm.gov/efoia/foiaguide.asp

Primary FOIAwebsite http://www.opm.gov/efoia

Frequentequests for records are made available to the public at:
http://www.opm.gov/efoia/html/reading.asp

Dissemination of Federal Research and Development (R&D) Funding to the Public

Public websiteslisseminating research and development (R&D) information to the pGibtigl
does not perform any research and development (R&D) activities.

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreementith external entities:OPM utilizes several resources to

effectivel

dissemination program. As noted earlier in this report, the agency established an Open

Government pla and website in FY11 where the agency disseminates information of broad

di

el

interest to the public. For example, the agency provides: Data bases of interest to the public are
located athttp://www.opm.gov/ope/Data.aspx

National Archives and Records Administration (NARA)- Approved Records Schedules
Inventory and Progress on NARA Bulletin 200602

The OPM Records Magement Program is located at:
http://www.opm.gov/RecordsManagement/policies/index.asp
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Implementation of Electronic Signatures for Interoperability

OPM has a policy on Electronic Signatures that was established in May 2004. This policy has
established a framework to allowfiefent electronic signatures for business applications and
information collections whenever the use of electronic transactions is practical.

Electronic Signatures are accepted on personnel actions with the approval of OPM. Control
procedures have also lmeput in place to ensure the authenticity of data on the form, including
the electronic signature.

As part of Enterprise Human Resources Integration (EHRI), the use of electronic signatures has
been incorporated into the Entrance on Duty procedures.

Electronic Means of Enhancing Public Participation in Government

OPM patrticipates in eRulemaking which increases access to and participation in developing
regulations and other related documents that can impact the public. OPM also promotes more
efficient andeffective rulemaking through public involvement and continuously leverages
feedback provided by the American people to identify new policies, develop procedures, and
improve processes.

OPM encourages public engagement through its Open Government site, OpenOPM, which is
located atttp://www.opm.gov/open/The site includes an area for members of the public to
submit questions and comments aboBMarelated topics.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,
and Internal Operations

OPM ensures that all of its IT systems and services are customer focused and linked to the
performance goals in the OPM &#gic plan. The lorterm performance goals of OPM are 1)
Hiring Reform, 2) Telework, 3) Security Clearance Reform, and 4) Retirement Claims
Processing.

OPM tracks the i mplementation of the strategi
Director asgins one or more strategies identified to an OPM executive who will champion its
implementation. This individual will be responsible for developing detailed yearly operating

plans until the strategy is successfully implemented. The yearly operating i idistinct

actions with planned completion dates, along with performance measures or indicators to gauge
progress. The Office of the Director reviews these operating plans several times a year to ensure
that the necessary resources are being allotatde strategy and sufficient progress is being

made. To ensure transparency, operating plans are posted and periodically updated on the OPM
website.

OPM works to determine where technology enablers will enhance the performance, value
provided, and servecto customers. OPM provides missfogused solutions that prioritize
mission investments based on their alignment and support of OPM strategic goals.

The OPM HighPriority Performance Goals are locatedip://www.opm.gov/gpra/opmgpra
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Reducing Errors through Electronic Submissions

OPM has reduced errors through the use of electronic submissions by increasing its use of
automation. For example, in B9 OPM selected the eCPIC tool to help preparedpit@l

Planning reports and Federal IT Dashboard submissions for public review. The eCPIC tool

supports the selection, control, and evaluation phases of the IT capital planning and investment
control process and provides a ssicumenting business case iiovestments which helps to

eliminate errors. It also includes a central repository of cost, schedule, risk, and {retsiech
business performance information about invest
portfolio is reviewed and updatedutinely using the tool.

Efforts to Comply with Section 508 Regarding Information Management

OPM has conducted numerous efforts to comply with Section 508. For example, the agency

ensures that Electronic and Information Technology (EIT) acquisitioroarpliant with

Section 508 standards by including standard Section 508 compliance clauses in all OPM
contracts. I n addition, OPM includes control s
Section 508 compliance. The controls must be triggereddafty OPM web pages are

published. Furthermore, for all EIT that is not procured but developed internally, OPM requires
thataseicer t i fi cati on of 508 compliance be compl e
EIT, and that an Independent Verificatiand Validation be performed by an independent third

party to confirm that the setfertification is valid.

Quantifying Cost Savings Achieved through Implementation of IT Programs

OPM is continuing to utilize a multiyear Enterprise License AgreemenltdéAdaptable Data
Base System (ADABAS) with fldine maintenance payments resulting in a cost savings of
$1.32M. This agreemesstablished an end date of EXcoordinated with the decommissioning
of the Personnel Investigations Processing System (RiRBhe move to the replacement
system, the Electronic Information Privacy Center (EPIC), which will eliminate reliance on
ADABAS in favor of a much less costly produddther enterprisavide license agreements up
to FY16 with various companies such asa€le on IT products have resulted in a $3.2M cost
saving.

The Human Resources Line of Business (tB) cost benefit analysis reflects the savings

realized by the Federal Government as agencies migrate their legacy HR and payroll systems to
HR Shared Seige Centers (SSCs) or payroll providers. The current net present value for total
cost savings and cost avoidance related to thé.dBRamounts to over $1.37B over a 10 year

period from FYO5 through FY15. The cost benefit analysis also identifies addibemedits and
considerations, which increase the current net present value of the total savings to over $3.4B.
Additionally, the HRLoB initiative will continue to generate approximately $200M istco

savings annually after FY15.

Small Business Administraion

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan:
http://archive.sba.gov/aotsba/sbaprograms/OCIO/sba_ocio_2007_2011.html
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Enterprise Architecture (EA) Plan:
http://archive.sba.gov/aboutsba/sbaprograms/OCIO/ocio_ealhimslsite provides SBA's EA
Transition Plan, Blueprint, EA Policies and Prosess, and segment architectures.

Information Dissemination Management to the Public

Final determinations, priorities, and schedules for eaGot initiative:
http://yes2007.sba.gov/sites/ocio/policy/egov/Pages/Home.88#x participates in and makes
financial contributions to nearly a dozer@®vernment initiatives. The Agency has memoranda
of agreements (MOA) and/or Interagerfdgreements (IAA) with the managing partners of each
these initiatives.

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by thelpeblic

Sma l | Busi ness /Asnmay noda df disseminaing(in®iBnation is through its
websitehttp://www.SBA.gov Additionally, SBA uses GovDelivery which allows the public to
subscribe to receive email updatand newsletters from SBA, and several social media tools to
reach a wider audiencht{p://www.sba.gov/sociahedig. SBA maintains an inventory of its

web content ahttp://www.sba.gov/sitemagandhttp://www.sba.gov/abotgbaservices/thesba

website

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.sba.gov/abotgbaservices/foia

Primary FOIAwebsite http://www.sba.gov/abotgbaservices/foia

Frequent requests for recom@® made available to the public laitp://www.sba.gov/abotgba
services/7589

Dissemination of Federal Research and Development (R&D) Funding to the Public

Public websites disseminating reséaand development (R&D) information to the public
http://www.sba.gov/abotgbainfo/11419 The Technology Program Offi@®ordinateshe

Small Business Innovation Research (SBIR) Program and thik Busaess Technology
Transfer (STTR) Program. Through these two competitive programs, SBA ensures that the
nation's small, higitech, innovative businesses are a significant part df¢deral

Governmens research and development efforts. Eldvederadepartments participate in the
SBIR program; five departments participate in the STTR program awardgtp$&enall high
tech businesses.

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreementith external entities:References to external
agreements executed by SBA are located througiout. SBA.gov.

National Archives and Records Administration (NARA)- Approved Records Schedules
Inventory and Progress onNARA Bulletin 2006-02

NARA-approved records schedul&BA presently has 27 approved electronic systeRiEA
submittedoneelectronic schedule to the National Archives and Records Administration
(NARA).
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Implementation of Electronic Signatures forinteroperability

SBA continues work on iteechnical implementation ofgignature capability with an internal
PKI infrastructurewith planned completion of SBAvide logical access usingS®D12 PIV
cards set for FY2. This infrastructure will be useaff selected applications, including
personnelelated applications.

Electronic Means of Enhancing Public Participation in Government

SBA is an active participant in electronic rulemakimyuring FY11, SBA created 28ilemaking
dockets through the Fedéocket Management System (FDMS) for inclusion on
Reulations.gov One of these docketSmall Business Size Standards: Professional, Technical,
and Scientific Services proposed rule generated 1,400 public comments.

Using IT to Link Performance Goals toKey Stakeholders, Private Sector, Other Agencies,

and Internal Operations

To provide transparency, SBA makes available documents critical to effective operation,
including the administration’s strategic plan
recomnendations for improvement, and financial reports. This information provides a thorough
understanding of how SBA is working toward its mission to help small business owners succeed

in a responsible and focused manner.

SBA’ s St r:ahttp:Bwyviv.sba.ol/aboegbainfo/11572

SBA’s I nformati on T éatp:Hwwa.Eba.goy/coSdntisibat e gi ¢ Pl a

informationtechnologystrategieplanitsp-20122016

1 Annual Performance Reparhttp://www.sba.gov/content/f2012congressionabudget
justificationandfy-2010annualperformance

1 Performance and Budgétttp://www.sba.gov/abotgbaservices/217

1
1

Reducing Errors through Electronic Submissions

SBA's Office of Business Development manages the Business Development Management
Information System (BDMIS) into which 8(a) firms are required to submit forms and documents
electronically.

BDMIS reduceserror in the 8(a) program application and annualdewification processes. Prior
to BDMIS, applicationdor admission to the 8(a) programeresubmitted on paper to the

SBA. Once admitted to the program for a period of nine years, the maferialsnual re
certificationwere submitted in a hardcopy feat. When these materials were received by the
SBA, the data was +keeyed intoS B A internal 8(a) program processing and tracking
system.This rekeying process wasme consuming and error pran&he introduction of
BDMIS allowed the SBA to completebliminate such data4leeying errors.Using BDMIS,

8(a) program applicants and certified 8(a) firms enter their information directly into the
electronic forms required for processing and tracking 8(a) program participhkiore-keying

of databy a thrd party takes place.

Efforts to Comply with Section 508 Regarding Information Management

In FY11, with the launch of a new SBA.gov website, SBA took the opportunity to recommit to
providing information in a forntaaccessibléo all members of the publi The revamped
SBA.gov focuses on providing content in HTML rather than PDF or other document formats
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which may not always be accessible. A new website content review process was instituted and
SBA undertook additional efforts to ensure Section 508ireauents are incorporated into

relevant procurement contracts. SBA continues to make improvements to its Section 508
program.

Quantifying Cost Savings Achieved through Implementation of IT Programs
SBA has implemented and-exaluated two major IT progms (HSPB12 and Loan
Management and Accounting System) resulting in a significant cost savings or cost avoidance:

ThelLoan Management and Accounting System (LMAS) investment was approved to modernize
SBA’s | oan management a mncesstullyccompleting worggonsay st e ms .
number of initial projects, SBA revaluated the LMAS program and decided that the agency and

its contractors cannot complete the remaining work of the project in an acceptable timeframe, for

an acceptable cost, and withasteptable level of risk. Thus, SBA terminated the LMAS

investment during FY11 and redirected funding to smaller, more manageable projects known
collectively as the Loan Management and Accounting System Incremental Improvement Projects
(LMAS IIP). Thesesmaller projects will be separately funded, and will provide more

meaningful deliverables and decision points as the strategy is executed.

The SBA estimates that the development costs for the new approach will total $39M as
compared to the original LMAB8evelopment budget of $156M, and that work will be completed
in approximately 2.5 years, as compared to the original LMAS schedule of 9 years. In addition,
SBA estimates that the total life cycle costs for the new approach will be $94M as compared to
$217M for the original approach.

Il n the September 2010 report to the Office of
Advisory Board (FSAB), SBA estimated that the LMAS IIP development costs would total

$42.67M. The LMAS IIP strategy was approved by FSABanuary 2011. With the approval

of the strategy, SBA initiated market research that resulted in the development cost estimate

being reduced from $42.67M to $39M.

The SBA made progress toward the modernization of our loan management and accounting
sysems in FY11 with the completion of the Oracle R12 Upgrade (R12) project in May 2011.
The R12 project was the first LMABP project to be completed.

In FY11, SBA initiated the Incremental Migration of User Interfaces project to migrate the user
interfaces from the mainframe environment to the Oracle/Cold Fusion/Java environment. During
FY11, SBA began retiring screens resulting in 5 percent of the functionality being migrated from
the mainframe environment to the Oracle/Cold Fusion/Java environmeaddition, there were

1 million fewer transactions on the mainframe from June to July as a result of the screens
migrating to the new environment.

As SBA’' s vi si-llPprojects is bemgimdleMéntd, the agency is also
implementing a data centeonsolidation strategy. In support of the data center consolidation
efforts, SBA closed out its hosting contract with SRA. In FY11, SBA has entered an inter
agency agreement with the Department of Homeland Security for LMABosting services.

145



During FY11, SBA implemented its acquisition strategy for several of the LMAS IIPs by
awarding the following contracts:

1 DSG was awarded a contract to assess and implement the strategy for the Migrate from
Sybase to Oracle project

1 SRA was awarded a task ordesstgpport the Root Cause Analysis project

1 Select Computing was awarded a contract to assess the COBOL code

TheHomeland Security Presidential Directive 12 (HSPR2 ) i ni ti ati ve expedi't
to enable IT solutions that directly address line of lrssmeeds for disaster response,

automated small business services such as electronic (and paperless) workflow services, and
reduction in other existing investments for help desk operations and password management.
During FY10 SBA made a strategic decistoradjust HSPEL2 implementation strategies from

a strictly internal issuance process to working with the General Services Administration (GSA).
SBA re-baselined the HSPD2 investment and moved into an Infeggency Agreement with

GSA for a Managed Sepe Offering with their Office of Integrated Technology Services to
providePersonal Identity Verificatior{P1V) card issuance for SBA. This change in
implementation strategy and based on the number of cards that SBA has activated to date, the
cost is aproximately $409 per card which is a savings of $1,205 from the $1,614 estimate that
was previously reported.

Social Security Administration

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Managem¢@RM) Strategic Plan: Th8ocial Security Administration
(SSA) Information Resources Management Strategic Plan document link is
http://www.socialsecurity.gov/irm/

Enterprise Architecture (EA) Plaithe EA Program Plan is an internal document and is
currently not available othe SSAwebsite. SSA is currently in the process of updating a newer
version of the IRM.

Information Dissemination Management to the Public

Information dissemination product catalpgsectories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by theS8#lic
provides and disseminates information using multiple channels. These include the Internet, press
releases, gper publications, mailings, briefings, and fagdace meetings, articles in Social

Security Update and webinars on a wide range of topics listed at
http://www.socialsecurity.gov/webinar§he proceses and channels used to disseminate this
information follow the agency’ SSAO®ffmofni cati on
Communications. The following lists Internet links that are available to the public. The primary
link is http://www.socialsecurity.goyivhich provides access to general agency program and
benefits information and services along with famency related links. It also contains a link to

the websites Policies & Other Important Inforratpage at
http://www.socialsecurity.gov/websitepolicies.hfithis page describes the policies and linking
guidelines and includes a link to the Web Content Inventory page.
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Social Security also maintains demograptpecific websites. In 2011, SSA updated its site for

American Indians and Alaska Nativéstp://www.socialsecurity.gov/aiarSSAadded a
completelynewsectiooal | ed Tr i bal Communications and po:c
Consultation and Coordination Plan, Tribal Directory and Video Service Delivery Locations

Serving Tribal Communities. In additioBSAhasalso added a special website for Afriean

Americans and # Deaf or Hard of Hearing.

The Web Content Inventory padetp://www.socialsecurity.gov/pgm/inventory.htaescribes

the priorities and publishing schedules for all information on the webAlso,
http://www.socialsecurity.gouinks to the online forms page,
http://www.socialsecurity.gov/onlinéhe publications pagéitp://www.socialsecurity.gov/pubs

the press release pagétp://www.socialsecurity.gov/pressoffice/pressrel.hamd the Office of

the Actuary pageittp://www.socialsecurity.gov/OACT/The forms and publications pages

provide the public with online access to forms and informatidme press release page includes

links to all agency press releases am@ets And Figures pagd.he Office of the Actuary page
provides the public access to actuarial publications, solvency estimates, cost of living adjustment
data, benefits calculators, and beneficiary and trustee information.

Freedom of Information Act (FOIA) Compliance

The link, http://www.socialsecurity.gov/foia/index.htrieads to the SSA FOIA website. It
provides public access to the agesdyOIA Reading Roon S AFQ4A Regulations, FOIA
Guide, Annual Reports, Frequently Requested Documents, Manuals and Instructions, and
Privacy Impact Assessments.

Dissemination of Federal Research and Development (R&D) Funding to the Public

Public websites disseminating research and development (Ri&fdymation to the publicSSA

has cooperative agreements with the Retirement Research Consortium (RRC), which is

composed of worldenowned retirement research cent&8SA provides funds to the RRC to

promote retirement research and to inform the pw@riat policymakers about Social Security

issues. Information developed by the centers is on their individual websites. The
http://www.socialsecurity.gov/policygage contains information concerning tie@®and

provides |links to each center. This website a
disability research, an@ld Age, Survivors, and Disability Insurancé@ASDI) andSupplemental

Security Income$S)) program statistics.

Additional websites available to the public regarding research include:
http://www.socialsecurity.gov/policy/docs/contractreports/index.hivhich provides reports for
extramural ressrch conducted by contractors; and
http://www.socialsecurity.gov/disabilityresearctvhich provides information to the public about
Federdly funded research and development activities@oglides the results éfederal

research

Dissemination of Formal Agency Agreements with External Entities to the Public
Inventory of formal agency agreements with external entit®®SA shares information in
accordance with laws and regulations, tghahers do their business more efficiently and
effectively. SSAexchangsdata with hundreds of state and local governments thriégigh
agreements and makavailable public statistical information through public use files in a

147


http://www.socialsecurity.gov/aian
http://www.socialsecurity.gov/pgm/inventory.htm
http://www.socialsecurity.gov/
http://www.socialsecurity.gov/online
http://www.socialsecurity.gov/pubs
http://www.socialsecurity.gov/pressoffice/pressrel.htm
http://www.socialsecurity.gov/OACT/
http://www.socialsecurity.gov/foia/index.htm
http://www.socialsecurity.gov/policy/
http://www.socialsecurity.gov/policy/docs/contractreports/index.html
http://www.socialsecurity.gov/disabilityresearch/

variety of formats. Withirthe agency, a number of organizational components have
responsibilities for various types of exchange and information sharing agreements. They include
the Office of General Counsel, Office of Systems, Office of Operations, Office of Budget
Finance & Manag®aent and the Office of Retirement and Disability Policy.

SSA utilizes the Agreement Workflow Tool (AWT) for processing SSAs data exchange and

other Reimbursable Agreements according to SSA standards and process workflow. The AWT is
a rolebased Intranetmplication that provides usershat include the Offices of the

Commissioner, Operations, General Counsel, Budget, Finance and Management, and-Systems
with functionality to create, renew and amend the financial agreements. The application also
providesfunctionality to generate agreement related reports, search for agreements, view
agreement history and store agreement related documentation including the legal agreement. The
AWT facilitates the estimation, creation, and tracks the progress of new reableiagreements

and renewals with outside entities (i@gvernmentgencies and private sector) to ensure timely

and appropriate action on thgreement.

The Data Exchange Inventory (DEXI) is the enterprise application used by the Office of Systems
to identify both incoming and outgoing electronic data exchanges. It contains information on
exchanges between SSA and various exchange partners, indhediep| foreign, State and
localgovernmentgencies, as well asomesticprivate entities. DEXI allows any SSA Intranet

user to query specific information about a particular data exchange or the ability to perform
gueries of a global nature. Types of data retrievable includer¢famization name, data flow
direction,type of media exa@dnged, frequency, agreement typedagreement beginning and

ending dates. Some management information reports and a comprehensive ad hoc view of data
are also available. DEXI currenttpntains information oapproximately 1,500 data exchanges.

The Office of the General Counsel is responsible for data exchange agreements that fall within
the purview of the Computer Matching and Privacy Protection Act of 1988 as well as certain
types of information exchange agreements (e.g., SSN verifications, modelastaéxchange
agreements). The Office of Operations is the official Agency repository for all finalized state
data exchange agreements and the Office of Systems develops and maintains the information
exchange programs. These processes help disseminateahtm amond-ederal State and

local agencies to make the benefits verification process more efficient and more accurate, and
avoids the publics cost in time and money if applicants had to prothéeinformation on their

own.

National Archives and Reords Administration (NARA) - Approved Records Schedules
Inventory and Progress on NARA Bulletin 200602

SSAschedulsits records under agengpecific schedules or the General Records Schedule
(GRS). The National Archives and Records Administration (NARW)ntains public access to
the GRS ahttp://www.archives.gov/recordagmt/grsivhile SSAspecific schedules may be
found athttp://www.archives.gov/recordagmt/rcs/schedules/index.html?dir=3D/independent
agencies/rgD047 In FY09, SSAsubmitted all required records schedules that met the
requirements in NARA Bulletin 200B. SSAobtaired approval for three of the four master files
systems (Master Earnings File, Master Beneficiary Records, Supplemental Security Income
Record, and Enumeration Systei®)S Areqest for approval of the Enumeration System
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remains pending at NARA. Howev&S$A anticipate final approvaby the U.S. Archivist in
FY12.

Implementation of Electronic Signatures for Interoperability

The Social Security Administration has developed an Identity, Credentialing, and Access
Management Program that includes plans toemmpeibased signature processes to workflows

with digital signaturesAl | of SSA’s workstations have the ¢
email with digital signatures (secure cryptographic signatures) and SSA email users currently

have the abilityto digitally sign email messages using their HSEDPersonal Identity

Verification (PIV) credentials Additionally, SSAusesPIV cardsto digitally sign documents

submitted to the Federal Register.

Within the scopeitompb8Aaestapdpuseabiohe] ectron
Internet Claim (iClaim) and the Internet Disability Reports (IDRs) applicatidhgs

implementation consists of a user checking a box affirming his/her identity under penalty of

law. Several other SSA &b-based interactive applications utilize checkboxes or buttons for

users to attest to the validity of the data they are providing, as well as their understanding of the
appropriate use of the applicatio S A has no i mpl ementatimni tog *“ d
existing webbased interactive applicationslowever, SSA offers electronic services allowing,

“Cl i ¢ k Thesis8n agsertioh from an Internet client that they concur with the message on

the screen and are agreeable to it.

Electronic Means of Enhancing Public Participation in Government

The agency’ s Op e hitp:Govw.eocisiseceritytgoviomepravides ,
information for the public and links to various activities in which the public can provide ideas
and feedback on SSA programs and other initiativetditionally, SSAuses social media sites

to notify the public of hearings and other activitidsene the agency is seeking input.

SSA hasxpanded oits initiative to provide additional datasets and there are currently 35
datasets and new visualizations availabl®ata.govandits Open Government portal
(http://www.socialsecurity.gov/open/data

SSA is a partner agency in theRtilemaking initiative known as the Federal Document
Management System (FDMS), which is publicly accessibitgtat//www.regilations.gov SSA
actively serveon several committees that continue to develop and modify applications in
FDMS. These modifications ensure easier public access.

Executive Order 13563 on Improving Regulation and Regulatory ReBawtier this year,

President Obama outlined his plan to create a-@dstury regulatory system that is simpler and
smarter and that protects the health and safety of the American people in a pragmatic and cost
effective way. As a key part of that plan, he called for an unpdentedsovernmeniwide

review of rules already on the books in order to remove those that asedate, unnecessary,
excessively burdensome, or in conflict with other rules.

On January 25, 201 5SAissued a press release and posted informatiats @pen
Government website requesting public comment about whiitk i@gulationsSSAshould
review to ensure they are not outmoded, ineffective, insufficient, or excessively
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burdensomeAfter receiving public inputSSAdeveloped a preliminary plan foretrospective
review ofits rules that focuses dts process for updating the Listing of Impairments B8A
usesto evaluate disability claims under titles 1l and XVI of the Social Security Akt listings
are examples of impairments tl&$Aconsides severe enough to qualify the individual for
monthly Social Security or Supplemental Security disability benefits.

To promote public participation and transparerf®@$Atook several important steps, starting on
May 26, 2011.First, SSAposted thgreliminary plan onts Open Government

website. Second SSApublished a notice in the Federal Register on June 02, 2011, inviting
members of the public to comment on the plemally, to ensure that critical stakeholders had
an opportunity to weigh ir5SAreached out to professional associations, advocacy groups, and
medical organizations to seek their inp&pecifically, SSAlooked for comments oits

preliminary plan for updating the medical listings.

SSA hageviewed the commenisreceived andhasdeveloped the final plan accordingly.

Executive Order 13563 calls not for a sin
significant regulations, ” wiltekplictlsatese r ef e
“Retr os pect iludieg suppotingyatae shquld berreteased online wherever

p o s s i Gonsistent with the commitment to periodic review and to public particip&8BA,

will continue to assedts existing significant regulations in accordance with the requirements of
Executive Order 13563.
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Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Agencies,

and Internal Operations

S S APesgformance and Accountability Report provides detailed information and historical data
regardingts improved perdrmance as it relates to supportitegymission, strategic goals, and
objectives. Current and previous reports arehdtp://www.socialsecurity.gov/financeYou may

find additional performaneeelaied data at

http://www.socialsecurity.gov/pgm/links _governance.htm

In addition, the interagency portattp://www.Performance.gous avaihble to all Executive
Branch agenciesPerformance.goprovides a window for Congress, and other key stakeholders
into how theGovernmentises performance information to achieve results.

Our country faces extraordinary challenges, @8é& must transformuws Government to operate
more effectively and efficientlyln support of the Presiden@overnmenwide initiative to

build a high performance government capable of addressingaienges of the 21st century,
SSAidentified four Priority Goals, which have a high direct valugg&ey stakeholders and
link to its strategic goalsS S APrisrity Goals and some of the agerneigle IT initiatives that
support them are:

1. Increase the Number of Online Applicatiofis meet the growing demand for edeyuse
online servicesSSA adopted a goal of increasingatdine retirement fing rate to 44 percent in
FY11 from 32 percent in FY9 and the online disabilityliing rate to 34 percent in FY11 from 21
percent in FY9.
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SSAmonitors the number of online retirement and disability applications filed to itack
progress in meetq its priority goal. For FY11, 40.7 percent of retirement applicants who could
file online did so, up from 36.8 percent last yeaAdditionally, 32.9 percent of disability
applicants who could file online did so, up from 26.8 percent last year.

To support achievement 8fS Agoal,itl aunched a new national “Bol
campaign featuring Patty Duke and George Takei, who volunteesiedithe to hel5SA

produce these lowost public service add/Vhile previous publicity campaigns focused on a

specific online service, this new campaign highlightS A énsre suite of online

services.Additionally, SSAcontinues to promotdts onlineapplications through public outreach

activities at the national, regional, and local levéMhile public outreach efforts about the

benefits of the online applications can influence public behavior to some degree, the ultimate

decision on which serviaghannel (i.e., irperson, telephone, amgternet) to use is up to each

person.

2. Issue More Decisions for People Who File for DisabilBB5A continues efforts to lower the
disability backlog and accurately complete claifB§Aalso ensurethat peopg with severely
disabling conditions receive an initial claims decision within 20 days of filing an

application. Finally, SSAcontinues efforts to reduce the time it takes a person to receive a
hearing decision to an average of 270 days by the end adrSlegt 2013The combination of
the economic downturn and baby boomers entering their most disgiditg years has resulted
in a significant growth irs S Adisability workloads and an increase in the number of days it
takes to complete disability claim8y completing claims more accurately and efficien#3$A
expecsto provide more claimants with decisions earlier in the process.

S S Atwa fasttrack disability processes, Quick Disability Determinations (QDD) and
Compassionate Allowances (CAL), ugehnology to identify claimants with the most severe
disabilities and to alloSAto speedts decisions on those caseBhese expedited processes
enableSSAto provide benefits quickly to people whose medical conditions clearlytheet

A g e n disabily standards.From October 2010 through June 203$Afasttracked over
108,000 initial disability cases, 4.6 percent of all disability claims filed, through the QDD or
CAL processesSSAcontinuesto refine the QDD predictive model and CAL selection software
to maximizeits capacity to identify these cases accurat@$Aadded 12 new CAL conditions
and adjusted the QDD predictive model in July 2011.

SSAhasnot wavered fronits top priority- themoral imperative to eliminate the hearings
backlog. S S Aplas to reduce the hearings backlog includes improving hearing office
procedures, increasints ability to hear and decide cases, increasing efficiency through
automation and improving businesggesses, and acceleratitgreview of cases that are likely
to result in a favorable decisio®SA hascut the wait for a hearing decision fromalhtime

high of nearly 18 months in Augti2008 to under a year in EY.

In partnership with the Deparant of Health and Human Services on the use of Health
Information Technology, SSA is working to drive down costs and speed up determination
processes by making it possible to more quickly evaluate healthcare records of individuals with
disabilities and disibute benefits more efficientlySSAconducted two pilots with health care
providers to test howt can use Health Information Technology to makelisability process
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more timely, efficient, and accuraté the first pilot, SSAformed a partnershiwith Beth Israel
Deaconess Medical Center in Boston.

I n February of 2009, the SSA and MedVirgini a,
Organization began exchanging health information to help determine Social yBdisattlity

benefits. In FY10, SSAused Recovery Act fundinigom theAmerican Recovery and

Reinvestment Act of 200@ awarding $13.81 in competitive contracts to fund technological

support to 12 healthcare organizations that will proth@eAgencywith medical records through

the Nationvide Health Information Network (NwHIN)Already, SSA is in production with

eight of the 12 contractors and expects to receive electronic medical evidence from the remaining
healthcare providers by the end of December 28dalth IT at SSA has alreadyrdenstrated

operational improvements, including an 18 percent (or 17 day) reduction in initial case

processing time for health IT disability cases.

Additionally, SSA, in partnership with Veterans Affairs (VA) and the Department of Defense
(DOD), developed doint Plan of Action with a goal of improving Communications,
Collaborations, and Medical Information Sharirithe plan promotes rapid exchange of medical
information from VA and DD, which improved service for Wounded Warriors and
Veterans.The joint phn also includes a Centralize Pilot testing the efficiency of requesting
medical information from a single DOD enterprise locatiB®D provides responses to the
DDSs in the five pilot sites (Colorado, North Carolina, Oregon, Virginia and Washington)
utilizing the electronic processes to gather, package and send (via ERE) electronic medical
records from all facilities in one respondénder the previous process, examiners sent request to
more than 60 treatment facilitie¥he longterm plan is to use paerships and Health IT to
makeS S Adissbility process more timely, efficient, and accurate.

3.ImproveS S A®usst omer s6 Ser vi ce Ex pieFreld ©ffcescandon t he T
Online SSAcontinuesto adapits operations to keep pace withthe p | i ¢’ s

demand.Historically, persons primarily conducted their business @#iAin local field

offices. Over the yearsSSA hasadded 800 Number services and online servibsst

recently,SSAhave begun using video technology to connect the publicitsitBpresentatives.

SSAtracks and repor on three performance indicators that meaSuf A suscess in
improvingitsc ust omer s’ experience no mat tS8A SShPAdcvwe t h ey
telephone service remains a primary option for providing effective and efficient service to the
public. Callers can speak to a telephone agent o6USeA automated services that are available
24 hours a dy, seven days a weeka FY11,SSAanswerd calls in an average of 180 seconds
with an average busy rate of 2.6 perc&8Aencountered obstacles in achievitsggoal to raise

its overall customer satisfaction rate from 81 percef¥A9 to 83.5 percent in FML. In recent
years,S S Amast prddlematic area is customer satisfactiontsmNational 800 NumberS S A’ s
annual survey results indicated that the ability to get through the menu prompts and reach a
representative was the aspecit®#B00 Number services that consistently receiveddahet
ratings and had the strongest effect on overall satisfaction.

To address this issu8SAredesignedts menu and prompts to reduce the time it takes callers to
navigatethemenu and select either an agent or their desired automated s&8ie.
implemented this new redesigned menu and call flow in May 2011.
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SSAalso engaged the services of a vendor to develop a new National 800 Number customer
satisfaction surveySSAwill conduct this new survey on an ongoing basis throughout the
year. This changevill enableSSAto obtain reatime actionable data sbcan immediately

assess customer satisfaction with the new redesigned menu and cab8&kegan using the
new survey methodology in July 2011.

Citizen Access Routing Enterprise (CARE) throu@R@ is theSSAservice contract that will

provide the public with continued access to automation and agent services on its national toll free
number. The public, to make inquiries on their social security claims and benefits, utilizes the
national toll fiee number.The CARE through 2020 service contract replaces two expiring
contracts (Call Center Network Solution and the FTS2001 contract National 800 Number
Network) with a single General Service Administration (GSA) Networx Universal contract.

CAREthraagh 2020 directly supports the Agency Str
to handle expected increases in call volume and potentially support future enhancements that

would provide the public with additional options for communicating with SSé}) as enabling

website visitors to interact with a telephone agent to help conduct their business while

online. CARE through 2020 will continue to achieve target rates for the Average Speed of

Answer and Agent Busy Rate in the National 800 Number perfuzengoals.Furthermore,

CARE through 2020 will continue to work at meeting its Annual Service Satisfaction targets as
outlined in SSA's Annual Performance Plan.

This platform also provides SSA the ability to improve SSA's telephone services and support
SSA's website visitors by supporting future initiatives such as Web Callback, Click to
Communicate, Web Collaboration, and Web Chat through the CARE through 2020 investment.

4. Ensure Effective Stewardship®fS ARogrrams by Increasing Program Integrity Efforts
SSA iscommitted to sound management practices, which begin by maintaining policies and
processes to ensutgpays benefits accurately and administés programs efficiently and
effectively. As SSAcontinuesto address a surge in claims caused by the aging of the baby
boomers and the economic downtUB®SA hasalso increaseils activities to ensure the integrity
of its programs.

ToimproveSS A’ s Supp!l e me n t(SSh pagrert accuraty yurthe®sA o me

completedts nationwide expansion dafs Access to Financial Institutions (AFI) program in

FY11. Unreported bank accounts are one of the leading causes of SSI

overpaymentsHistorically, money above the resource limit hbjdan SSI recipient is a leading

cause of payment erroithis program has enabl&BAto identify previously undisclosed bank
accountsBy checking applicants’ reported bank acc
searching for unreported accounts witlaficial institutions in a given areéaSA hageduced

overpayments in areas whetrés using AFI.

Non-home real property is buildings or land that are not the principal residence for a SSI
recipient or his deemordJndisclosed ownership of real propeidya significant cause of SSI
improper paymentsAgency policy does not currently require routine searches fehoore
real property.
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SSAbegan a pilot that employs the use of two-gomernment websites to identify a more
efficient process to locate disclosed nofhome real propertyThe pilot involves reviewing
approximately 1,100 stewardship cases selected for August 2011 through Octob€eFig911.
objectives are to determine the effectiveness of using commercial websites to verify property
ownershp and to determine the associated task times, costs, and data ac&8raeyblished a
Request for Information in the Federal Register to explore the availability of companies that can
provide property data for the continental U.S., Puerto Rico, the &arMariana Islands, and
internationally. Based on the pilot outcome3SAmay explore the feasibility of integrating
external property data with agency case processing syst@@#fsisalso determining if there are
any legal impediments in using this &pf online data, such as Privacy Act cems. Based on
pilot results SSAnay recommend changes to policy and business processes related to
identifying norhome real property, as well as the acceptance of the use-gbremmental
websites to aid in #hprevention of improper payments.

Reducing Errors through Electronic Submissions

S S Alntsrnet transaction applications have reduced errors through use of extensive surface and
relationship edits that parallel editsSnS Atarget programmatic systemshis ensures the

correct collection of mandatory information at the point of input fitgralients and this

eliminates the need for field office-oentacts.Additionally, S S Aapglications contain

extensive online help features and data requiremastwsell as the SSA business process
requirements.

Within the Electronic Wage Reporting (EWR) suite of applications, there are numerous checks
and edits implemented to reduce the likelihood of accepting errant wagdJfdess are strongly
encouraged tdownload and utilize the Accuwage tool to check their wage files for errors before
submitting them through the EWR Wage File Upload applicathetuwage analyzes the file

that the user has prepared for commonly made erhoraddition, the EWR A2 andW-2c¢

Online applications allow filers to enter their wage data directly into a facsimile of the forms to
create their wage files for submission to SSAese forms contain numerous edits that check

for errors within the dataEmployers are also encougafjto use the Social Security Number
Verification System (SSNVS) to ensure that the employee names and SSNs, for which they are
providing wage data, match SSA’'s records.

As an example, wage reports (Form W2/W3) filed electronically by employers angantiyd
preparers with the Social Security Administration, contain fewer errors than those reported on
paper. CurrentlySSAreceives 86 percent of all wage reports electronically and process these
reports much faster than paper reports.

The use of ElectroniDeath Reporting (EDR) by participating states has provided for accurate
and timely receipt of death information provided to SSA.

The use of Enumeration at Entry for applications for original and replacement Social Security

cards ensures the data for resfgdby legal permanent resident aliens received from the

Department of StateStatg via a data transfer from the Department of Homeland Security is
accurate.The data received from tt8tateboth agrees with the data 8tatedocuments and

helpstoenser t he i ntegrity of the data on SSA’' s fil
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Enumeration at Birth allows parents to request an original Social Security Number and card for

their child at the same time that they provide birth certificate information to the Bextause

the state then pwrides the information to SSA, the data on the SSN application will match the

data on the birth certificatelhis helps to ensure theintegt y of t he data on SS/¥

Efforts to Comply with Section 508 Regarding Information Management

User Experiene FrameworkThe User Experience Framework (UEF) is a new tool and
associated methodol ogy used to i mplement wuser
applications.The UEF is a design and implementation approach employed to deliver user

interfaces (e.gscreens) for internal and external SSA applicatidiee UEF consists of a

collection of technologies and methods working together to design and build usable, accessible

and reliable user interface$his framework takes the guesswork out of Sectidhéfnpliance

by including accessibility best practices in the framework.

Improving Testing Tool®uring FY11, SSA developed and refined a standards based testing
methodology including manual code inspection, automated testing, and usability testing with
assistive technologies and individuals with disabilities for Section 508 complidinestesting
methodology is available to all internal staff and reinforced througieigon training and one
onone consulting supporSSA also purchased an enterprigtgenated web testing software
tool to improve Section 508 compliance of agency web pages and support the tracking of
agencywide compliance metrics.

Expanded Technical Guidance and Supp®tring FY11, SSA drafted new technical guidance

for web andveb-based applications, accessible electronic documents, Global Information

Systems (GIS), and mobile applications to accommodate new technologies, software
development techniques, HTML standards, and emerging platforms like mobile phones and
tablets. SSAalso published its accessibility Best Practices Library on SSA.GOV to assist the
agency’s third party vendors and contractors
standards.

Quantifying Cost Savings Achieved through Implementation of IT Programs
Individuals filing for retirement benefits can apply via the Internet, telephone, or by visiting their
local Social Security office.

It takes less time for employees to process online Internet claims than those filed via traditional
methods of telephee or iroffice. There is about 12 minutes in reduced handling for an Internet
retirement application compared to telephone araffine applications In FY10,SSA

processed nearly 41 percent of retirement claims via the Internet with estimated shvings
$16M.

Combined with the significant increase in projected retirement applicatior$s Snéimasketing
campaigns promoting the use of the online application iCIaB#\ expecsto see continuing
increases in the percentage of retirement applicationsitatranline by 2012 Considering
these factorsSSAestimats projections for additional savinggtween FY11 and FX9 at nearly
$100M. These savings will alloSAto process more afs work in a timely manner.
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U.S. Agency for International Developnent

Information Technology Strategic Plan and Enterprise Architecture Transition Plan
Information Resources Management (IRM) Strategic Plan: The United States Agency of
International Development (USAID) Information Technology Strategic Plan was recently
updated and is available online http://www.usaid.gov/policy/coordination/

Enterprise Architecture @& Plan: USAID developed an A8 Target Architecture and
Enterprise Transition Roadmap, bathwhich are available online at:
http://www.usaid.gov/policy/coordination/

Information Dissemination Management to the Public

Final determinations, priorities, and schedules for eaGot initiative: USAID organizes and
categorizes information intended for public access on the Agency website, located at:
http://www.usaid.gov/policy/egov/inventory.htmi

Information dissemination product catalogs, directories, inventories, and any other management
tools used to improve the dissemination of and access to agency information by the public
USAID organizes and categoriz@sormation intended for public access on the Agency website,
located athttp://www.usaid.gov/policy/egov/inventory.html

Freedom of Information Act (FOIA) Compliance
FOIA handbookhttp://www.usaid.gov/about/foia/handbook.himl

Primary FOIAwebsite http://www.usaid.gov/about/foia

Frequent requests for records are made available to the public at:
http://www.usaid.gov/about/foia/webfreq.html

Dissemination of Federal Research and Development (R&D) Funding to the Public

Pubic websites disseminating research and development (R&D) information to the public
USAID does not fund Federal R&D activities. USAIDs mission focuses on international
development, empowerment of nations, and promoting democracy and prosperity in the world
While USAID performs research towards those ends, it does not perform or fund R&D activities.

Dissemination of Formal Agency Agreements with External Entities to the Public

Inventory of formal agency agreements with external entiti€&SAID does nohave formal

agency agreements with external entities comp
program. However, in addition to disseminating information through its own website, USAID

and its partners maintain many websites dedicated to disaeng USAID missiofrelated

information to communities of practice, communities of interest;gurernmental

organizations (NGOs), and the general public. The following is a link to a list of those websites:
http://www.usaid.gov/policy/egov/usaid_portals_projects.pdf

National Archives and Records Administration (NARA)- Approved Records Schedules
Inventory and Progress on NARA Bulletin 200602

The Disposition Schedule foremrds can be found at:
http://www.usaid.gov/policy/ads/500/502maa.ptiis policy is consistent with NARA General
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Records Schedule 20, and includes USAID policy on the retention scheduliéeiandikinds of
electronic documents. The Disposition Schedule for paper records can be found at:
http://www.usaid.gov/policy/ads/500/502mac/502mac_toc.htmi#is policyis consistent with
NARA guidance, and includes USAID policy on the retention schedule for different kinds of
paper documents. The following is a summary of USAIDs records status: * 155 T®yatdins

or Series * 124 Total Approved-&ystems or Series * Zbotal ESystems or Series Submitted to
NARA and Pending Approval * 13 Total Number of UnschedulesyS&tems or Series * 96
percent of All ESystems ath Series Approved or Submitted

Implementation of Electronic Signatures for Interoperability

In accordace with Section 203 of TheGovernment Act of 2002, USAID is continuing to
research methods for implementing an electronic signature framework that not only ensures
acceptability and compatibility with Office of Management and Budget (OMB) standards, but
also provides USAID with the potential for conducting more electronic transactions in a reliable,
efficient, and coseffective manner.

USAID has established the use of electronic signatures in some applications including the E2
Travel system supported IBeneral Services Administration (GSA), WebTA (for attendance

and time reporting), USAID University (for dme training), request and approval for

teleworking, and for some use within acquisitions. USAID also uses electronic signatures for its
voucher aproval process in the Washington Office. This functionality allows USAID to
efficiently and accurately forward vouchers electronically to the correct approving officials for
their approval and signature. It also allows for the accurate electronicestdrdugse

documents.

The Chief Information Officer (CIO) is actively pursuing funding and sponsorship for increasing
the use of electronic signatures within USAID. At this point in time USAID has not collected
data to support a claim that the use of etetc signatures results in a reduction in errors

however it has reduced the amount of hard copy (paper) used in several processes.

Electronic Means of Enhancing Public Participation in Government

The Development Experience Clearinghouse (DEC) is tigesaonline resource for USAID
funded international development documentation. Through DEC, development experience
documents are available to USAID offices and mission staff, Private Voluntary Organizations
(PVOs), NonGovernmental Organizations (NGOshjversities and research institutions,
developing countries, and the public worldwide.

The Economic Analysis and Data Services (EADS) provide USAID and the development
community with access to statistical data on the development process, as well asalgais
tools. Publicly available USAID statistical data resources include the Global Education
Database, Latin American and Caribbean Economic and Social Data, and more.

Using IT to Link Performance Goals to Key Stakeholders, Private Sector, Other Ageres,

and Internal Operations

USAID intends to institutionalize, in the very near term, the use of multiple measures given the
multi-dimensional nature of delivering information and services using IT. The parameters are
intended to measure the precisiow aensitivity of performance, which will lead to more
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efficient and effective monitoring. USAID is in the process of moving from a limited use of
Service Level Agreements (SLAS) to a fully defined program for monitoring the performance of
information systms in serving the needs of the Agency.

At USAID, the tools of assessing, learning, and information sharing are interrelated through the
concept of performance management, which repr
accountability for deliverig effective development outcomes. Performance management is

directly related to and informs strategic planning, budget formulation, program dasiign

program implementation. USAID Missions and offices are responsible for establishing

performance managemt plans and targets to measure progress toward the intended objectives

of their programs. They are also responsible for collecting data and reporting progress on key
indicators in their annual performance reports.

Reducing Errors through Electronic Submissions

USAID does not currently have statistics regarding error rates using electronic submissions. The
USAID CIO plans to include monitoring and addressing the level of errors that occur when using
electronic submissions as part of a wider performanaeitoring program for Agency

information systems.

Efforts to Comply with Section 508 Regarding Information Management

T USAI D's Web Services reviews al/l new or up
Section 508 regulations and requirements. USAID's Bkatice's division has oversight
of the vast majority of the Agency’s intra

1 The Agency leverages a software tool called AccVerify to validate the 508 compliance of
intranet and extranet content.

1 The Legislative and Public AffailBureau (LPA) reviews all publicly accessible Internet
content for 508 compliance.

Quantifying Cost Savings Achieved through Implementation of IT Programs

USAID has established Capital Planning and Investment Control (CPIC) process and requires all
IT investments to follow a defined select, control and evaluate model as prescribed by the
ClingerCohen Act and OMB Circular-A30. USAID requires all investment proposals to
individually quantify their higHevel projected cost savings as part of their-bestefit analysis

prior to consideration by the Information Technology Steering Subcommittee (IB&Sawuse

of this transformational process, the Agency has established and achieved measurable cost
savings and/or cost avoidance for several initiatiNgSAID expects to achieve significant cost
savings from the following initiatives in the near future:

E-First Policy. The Agency had developed arFst policy, which establishes a phased
centralized management and authorization of IT solutions inordente r eas e USAI D’ s
and productivity

Cloud Computing and Desktop VirtualizatiddSAID currently hosts its email infrastructure
internally through roughly 115 desktop email servers and 40 mobile email servers worldwide. By
moving to cloudbased em&iUSAID will eliminate physical assets and operating expenditures.
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Server Consolidation SAID is migrating its telecommunications infrastructure services to the
cloud. Currently, services are centrally managed through aitedata center. This migiai

will simplify management and reduce operating costs through the consolidation of the number of
physical assets required to maintain the telecommunication infrastructure.
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