





2. Issue and make available on the agency’s publicly accessible website, an agency-wide
IPv6 policy, within 180 days of issuance of this memorandum. The agency-wide IPv6
policy must require that, no later than Fiscal Year (FY) 2023, all new networked Federal
information systems are IPv6-enabled’ at the time of deployment, and state the agency’s
strategic intent to phase out the use of [Pv4 for all systems;

3. Identify opportunities for [Pv6 pilots and complete at least one pilot of an [Pv6-only
operational system by the end of FY 2021 and report the results of the pilot to OMB upon
request;®

4. Develop an IPv6 implementation plan’® by the end of FY 2021, and update the
Information Resources Management (IRM) Strategic Plan'? as appropriate, to update all
networked Federal information systems (and the [P-enabled assets associated with these
systems) to fully enable native IPv6'! operation. The plan shall describe the agency

transition process and include the following milestones and actions:'?

a. At least 20% of IP-enabled assets on Federal networks are operating in I[Pv6-only
environments by the end of FY 2023;!

b. At least 50% of IP-enabled assets on Federal networks are operating in IPv6-only
environments by the end of FY 2024;

c. Atleast 80% of [P-enabled assets on Federal networks are operating in IPv6-only
environments by the end of FY 2025; and

d. Identify and justify Federal information systems that cannot be converted to use
IPv6 and provide a schedule for replacing or retiring these systems;

7 [Pv6-enabled refers to a system or service in which the use of IPv6 is “turned on” for production use.

8 In order to expedite progress towards [Pv6-only enterprise deployments, NIST, through the National Cyber Center
of Excellence (NCCoE), will establish a cooperative Federal government and industry pilot project to the
demonstrate commercial viability and to document a practice guide for secure IPv6-only enterprise deployment
scenarios.

® The IPv6 implementation plan must ensure coordination with other, relevant department modernization initiatives
and require that all shared services offered by the agency provide full IPv6 support (including the ability to function
in IPv6-only mode) with feature and performance parity with existing IPv4 services.

10 Agencies are required to maintain an IRM Strategic Plan in accordance with OMB Circular A-130, Managing
Information as a Strategic Resource.

11 Native IPv6 refers to direct support of IPv6 in a system or service without requiring the use of IPv4 for basic
communications.

12 OMB guidance has required agencies to acquire and deploy IPv6 capabilities in some systems since 2010. It is
recommended that agencies inform the development of their plan with practical experience gained from pilot
activities and prior production deployments. Agency plans will evolve over time and thus it is important to identify
systems that are already capable of running IPv6 and develop and implement plans to enable IPv6 in those systems
first, then evaluate the potential to migrate those systems to IPv6-only environments.

13 Potential starting points might include enabling IPv6 on existing systems that are already capable of running IPv6
(e.g., focusing on commodity IT systems with commercial off the shelf operating systems that are already capable of
running [Pv6.)









3. Follow applicable Federal guidance and leverage industry best practices, as appropriate,
for the secure deployment and operation of IPv6 networks; and

4. Ensure that all security and privacy policy assessment, authorization and monitoring
processes fully address the production use of IPv6 in Federal information systems.

Government-wide Responsibilities
The following agencies lead Government-wide efforts to support the transition to IPv6.

The Department of Commerce will:

1. Continue to enhance and maintain the USGv6 Profile and Test program; and

2. Develop, in collaboration with the Department of Homeland Security, enhanced security
guidelines for IPv6 adoption throughout the Federal IT infrastructure.

The Department of Homeland Security will:

1. Develop, in collaboration with the Department of Commerce, enhanced security guidance
and operational directives for [Pv6 adoption throughout the Federal IT infrastructure;

2. Enhance relevant security and resilience programs and services (e.g., Trusted Internet
Connections, Continuous Diagnostics and Mitigation, Einstein) to fully support the

production use of IPv6 in all Federal IT systems; and

3. Enhance the ability to measure and report on the extent of IPv6 and IPv4 deployment and
utilization levels within Federal information systems.

The General Services Administration will:

1. Ensure relevant GSA programs and services require full IPv6 support with feature and
performance parity with existing IPv4 services;

2. Ensure that government-wide contract vehicles include IPv6 requirements for
acquisitions using Internet Protocol; and

3. Work with agencies and Enterprise Infrastructure Solutions (EIS) vendors to ensure that
all EIS network services are IPv6-enabled at the time of deployment as specified by
agency IPv6 implementation plans and EIS task orders.

The Federal Chief Information Officer’s Council, in collaboration with the Federal Chief
Acquisition Officer’s Council, will:

1. Support OMB and the agencies by providing guidance for IPv6 implementation, as
necessary,



2. Provide for an interagency forum to share information and best practices, and coordinate
efforts with external partners, as appropriate, in support of the transition to IPv6; and

3. Engage with industry, as appropriate, to obtain lessons learned and best practices and
ensure that products and services meet the needs of the Federal government.

Rescissions

This memorandum rescinds M-05-22, Transition Planning for Internet Protocol Version
6 (IPv6), August 2, 2005 and Transition to IPv6, September 28, 2010. The 2010 memorandum
required Federal agencies to operationally deploy native IPv6 for public Internet servers and
internal applications that communicate with the public servers. While the 2010 memorandum is
now rescinded, the following two actions from the 2010 memorandum are still relevant and
agencies are required to address them in future agency IPv6 transition plans and reports: (1)
upgrade public/external facing servers and services (e.g., web, email, DNS, ISP services, etc.) to
operationally use native IPv6 by the end of FY 2012; and (2) upgrade internal client applications
that communicate with public Internet servers and supporting enterprise networks to
operationally use native IPv6 by the end of FY 2014. While the 2012 and 2014 deadlines have
past, OMB expects agencies who have not yet completed these actions to do so as soon as
possible.

Policy Assistance

All questions or inquiries should be addressed to the OMB Office of the Federal Chief
Information Officer (OFCIO) via email: ofcio@omb.eop.gov.
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