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INTRODUCTORY NOTE

FROM NATIONAL ECONOMIC COUNCIL DIRECTOR BRIAN DEESE AND
NATIONAL SECURITY ADVISOR JAKE SULLIVAN TO THE PRESIDENT

Mt. President:

It is our privilege to transmit to you the first set of reports that your Administration has developed putrsuant
to Executive Order 14017, “America’s Supply Chains.” The enclosed reports assess supply chain
vulnerabilities across four key products that you directed your Administration to review within 100 days:
semiconductor manufacturing and advanced packaging; large capacity batteries, like those for electric vehicles;
critical minerals and materials; and pharmaceuticals and advanced pharmaceutical ingredients (APIs).

The enclosed reports are the work of a task force that we convened across more than a dozen departments
and agencies, consultations with hundreds of stakeholders, public comments submitted by industry and
experts, and deep analytic research by experts from across the government. We would like to particularly
thank the four agencies that took the lead in authoring each of the enclosed reports: the Department of
Commerce on semiconductor manufacturing and advanced packaging; the Department of Energy on large
capacity batteries; the Department of Defense on critical materials and minerals; and the Department of
Health and Human Services, particularly the Food and Drug Administration, on pharmaceuticals and APIs.
This work has complemented other work your Administration has undertaken to strengthen U.S. supply
chains, including the work to dramatically expand the supply of COVID-19 vaccines and other products
essential to American’s health.

Departments and Agencies across your Administration have already begun to implement the reports’
recommendations. These include steps to strengthen U.S. manufacturing capacity for critical goods, to
recruit and train workers to make critical products here at home, to invest in research and development that
will reduce supply chain vulnerabilities, and to work with America’s allies and partners to strengthen collective
supply chain resilience. Both the public and private sector play critical roles in strengthening supply chains,
and your Administration will continue to work with industry, labor, and others to make America’s supply
chains stronger.

We have already launched the second phase of the supply chain initiative you directed in E.O. 14017, which
reviews six critical industrial base sectors that underpin America’s economic and national security: the defense
industrial base, public health and biological preparedness industrial base, information and communications
technology industrial base, energy sector industrial base, transportation industrial base, and supply chains for
production of agricultural commodities and food products. We will report back to you on those sectors by
February 24, 2022, the one-year mark of your signing E.O. 14017.



The 100-day reports make clear: more secure and resilient supply chains are essential to our national security,
our economic security, and our technological leadership. The work of strengthening America’s critical supply
chains will require sustained focus and investment. Building manufacturing capacity, increasing job quality
and worker readiness, inventing and commercializing new products, and strengthening relations with
America’s allies and partners will not be done overnight. We are committed to carrying this work forward

across your Administration to ensure that America’s critical supply chains are resilient and secure for the years
to come.

JAKE SULLIVAN, Assistant to the President for BRIAN DEESE, Assistant to the President for
National Security Affairs Economic Policy and Director of the National
Economic Council



EXECUTIVE SUMMARY
FOR E.O. 14017 REPORTS DUE JUNE 4, 2021

I. Introduction:

The COVID-19 pandemic and resulting economic dislocation revealed long-standing vulnerabilities in our
supply chains. The pandemic’s drastic impacts on demand patterns for a range of medical products including
essential medicines wreaked havoc on the U.S. healthcare system. As the world shifted to work and learn
from home, it created a global semiconductor chip shortage impacting automotive, industrial, and
communications products, among others. In February, extreme weather events—exacerbated by climate
change—further exacerbated these shortages. In recent months the strong U.S. economic rebound and
shifting demand patterns have strained supply chains in other key products, such as lumber, and increased
strain on U.S. transportation and shipping networks.

On February 24, 2021, President Biden signed Executive Order (E.O.) 14017, “America’s Supply Chains,” in
which he directed the U.S. government to undertake a comprehensive review of critical U.S. supply chains to
identify risks, address vulnerabilities and develop a strategy to promote resilience. When the President signed
the order, he invoked an old proverb: “For want of a nail, the shoe was lost. For want of a shoe, the horse
was lost.” And on, and on, until the kingdom was lost. Small failures at even one point in supply chains can
impact America’s security, jobs, families, and communities.

To undertake this comprehensive review, the Biden Administration established an internal task force
spanning more than a dozen Federal Departments and Agencies. Administration officials consulted with
hundreds of stakeholders from labor, business, academic institutions, Congtess, and U.S. allies and partners
to identify vulnerabilities and develop solutions. Federal Departments and Agencies received hundreds of
written submissions in response to requests for public input into the supply chain initiative. Dozens of
experts across the interagency have been conducting detailed studies of U.S. supply chains for critical
products and developing policies that will strengthen resilience.

What follows summarizes the findings of the initial set of reviews of the supply chains of four critical
products: semiconductor manufacturing and advanced packaging; large capacity batteries; critical minerals and
materials and pharmaceuticals and active pharmaceutical ingredients (APIs).

Why Resilient Supply Chains Matter

Morte secure and resilient supply chains are essential for our national security, our economic security, and our
technological leadership.

National security experts, including the Department of Defense, have consistently argued that the nation’s
underlying commercial industrial foundations are central to our security. Reports from both Republican and
Democratic administrations have raised concerns about the defense industry’s reliance on limited domestic
suppliers;! a global supply chain vulnerable to disruption; and competitor country suppliers. Innovations
essential to military preparedness—Ilike highly specialized lithium-ion batteries—require an ecosystem of
innovation, skills, and production facilities that the United States currently lacks. The disappearance of
domestic production of essential antibiotics impairs our ability to counter threats ranging from pandemics to
bio-terrorism, as emphasized by the FDA’s analysis of supply chains for active pharmaceutical ingredients.

! Department of Defense, “Assessing and Strengthening the Manufacturing and Defense Industrial Base and Supply
Chain Resiliency,” 2018 (https://media.defense.gov/2018/0ct/05/2002048904/-1/-1/1/ASSESSING-AND-
STRENGTHENING-THE-MANUFACTURING-AND-DEFENSE-INDUSTRIAL-BASE-AND-SUPPLY-CHAIN-
RESILIENCY.PDF).



Our economic security—steady employment and smooth operations of critical industries—also requires
secure and resilient supply chains. For more than a decade, the Department of Defense has consistently
found that essential civilian industries would bear the preponderance of harm from a disruption of strategic
and critical materials supply. The Department of Energy notes that, today, China refines 60 percent of the
world’s lithium and 80 percent of the world’s cobalt, two core inputs to high-capacity batteries—which
presents a critical vulnerability to the future of the U.S. domestic auto industry.

Finally, our domestic innovation capacity is contingent on a robust and diversified industrial base. When
manufacturing heads offshore, innovation follows. The Department of Commerce notes that large-scale
public investment in semiconductor fabrication has allowed Korean and Taiwanese firms to outpace U.S.-
based firms. As the Department of Commerce warns, “ultimately, volume drives both innovation and
operational learning; in the absence of the commercial volume, the United States will not be able to keep up
[...] with the technology, in terms of quality, cost, or workforce.”

A New Approach

A resilient supply chain is one that recovers quickly from an unexpected event. Our private sector and public
policy approach to domestic production, which for years, prioritized efficiency and low costs over security,
sustainability and resilience, has resulted in the supply chain risks identified in this report. That approach has
also undermined the prosperity and health of American workers and the ability to manage natural resources
domestically and globally. As the Administration sets out on a course to revitalize our manufacturing base
and secure global supply chains, rebuilding for resilience at the national level requires a renewed focus on
broad-based growth and sustainability.

America’s approach to resilient supply chains must build on our nation’s greatest strengths—our unrivaled
innovation ecosystem, our people, our vast ethnic, racial, and regional diversity, our small and medium-sized
businesses, and our strong relationships with allies and partners who share our values.

As multiple reports note, the United States maintains an unparalleled innovation ecosystem with world-class
universities, research centers, start-ups and incubators, attracting top talent from around the world. The
Administration must double-down on our innovation infrastructure, reinvesting in research and development
(R&D) and accelerating our ability to move innovations from the lab to the marketplace.

American workers must be the foundation for resilience. Resilient production requires quick problem-
solving, driven by the knowledge, leadership, and full engagement of people on the factory floor. Decades of
focusing on labor as a cost to be controlled—not an asset to be invested in—have depressed real wages and
driven down union-density for workers, while also contributing to companies’ challenges finding and keeping
skilled talent. We must focus on creating pathways for all Americans to access well paid jobs with the free
and fair choice to organize and bargain collectively.

We must ensure that economic opportunities are available in all parts of the country and for women, people
of color, and others who are too often left behind. Inequality in income, race, and geography is keeping
millions of potential workers, researchers, and entrepreneurs from contributing fully to growth and
innovation. Today, children with the talents to become inventors, are less likely to become patent holders if
they are low-income, women, African American, Latino, or from disadvantaged regions?. The
Administration’s approach must provide access and pathways for these “lost Einsteins”—workers,
researchers, and businesses-owners in the growing industries of the 21st century.

A robust and resilient supply chain must include a diverse and healthy ecosystem of suppliers. Therefore, we
must rebuild our small and medium-sized business manufacturing base, which has borne the brunt of the
hollowing out of U.S. manufacturing. We also need to diversify our international suppliers and reduce

2 Alex Bell, Raj Chetty, Xavier Jaravel, Neviana Petkova, and John Van Reenan, “Who Becomes an Inventor in
America? The Importance of Exposure to Innovation,” November 2018, Harvard University, (http://www.equality-
of-opportunity.org/assets/documents/inventors_summary.pdf).
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geographic concentration risk. It is neither possible nor desirable to produce all essential American goods
domestically. But for too long, the United States has taken certain features of global markets—especially the
fear that companies and capital will flee to wherever wages, taxes and regulations are lowest—as inevitable.
In the face of those same pressures, other countries successfully invested in policies that distributed the gains
from globalization more broadly, including to workers and small businesses. We must press for a host of
measures—tax, labor protections, environmental standards, and more—that help shape globalization to
ensure it works for Americans as workers and as families, not merely as consumers. The Administration’s
approach to resilience must focus on building trade and investment partnerships with nations who share our
values—rvaluing human dignity, worker rights, environmental protection, and democracy.

Finally, a new set of risks confronts U.S. policy makers and business leaders. Technological change and the
power of cyber-attacks to derail the critical industries—from energy to agriculture—require new public-
private approaches to resilience. And, we must confront the climate crisis. Meeting U.S. decarbonization
aims will involve a massive domestic build out of clean energy technology; for an issue so central to U.S.
economic and national security, we cannot afford to be agnostic to where these technologies are
manufactured and where the associated supply chains and inputs originate.

A sector-by sector approach

The Biden-Harris Administration has already begun to take steps to address supply chain vulnerabilities. The
Administration’s COVID-19 Response Team has dramatically expanded the manufacture of vaccines and
other essential supplies, enabling more than 137 million Americans to be fully vaccinated. The
Administration has also worked with companies that manufacture and use computer chips to identify
improvements in supply chain management practices that can strengthen the semiconductor supply chain
over time. Just this year, the Department of Defense announced an investment in the expansion of the
largest rare earth element mining and processing company outside of China. The Biden-Harris
Administration is also working to address critical cyber vulnerabilities of U.S. supply chains and critical
infrastructure, including issuing E.O. 14028 on “Improving the Nation’s Cyber Security” just last month.
The recommendations we are releasing today build on this work and provide a path forward for greater
investment and growth.

Not all recommendations will be relevant to all sectors, and a sector by sector approach will continue to be
necessary. Methods of guarding against single-source risk in the critical minerals supply chain, for example, is
limited in part by where natural resources exist. Tools including ally and friend-shoring, and stockpiling,
along with investments in sustainable domestic production and processing will all be necessary to strengthen
resilience. Sectors where we seek to advance our technological competitiveness—Ilike high-capacity
batteries—will require an ecosystem-building approach that includes supporting domestic demand, investing
in domestic production, recycling and R&D, and targeting support of the U.S. automotive workforce.

The remainder of this executive summary covers the E.O. 14017 process, key vulnerabilities across the four
initial critical supply chains; recommendations for securing these vulnerable supply chains; and immediate
actions the administration should take to address transitory supply chain challenges.

II. Critical Supply Chains Identified in E.0. 14017:

E.O. 14017 directed the government to focus initially on four key sets of products during the first 100 days
following its signing. These initial priority products are:

e Semiconductor manufacturing and advanced packaging: Semiconductors are an essential
component of electronic devices. The packaging, which may contain one or more
semiconductors, provides an alternative avenue for innovation in density and size of products.
Semiconductors have become ubiquitous in today’s world. They enable telecommunications and
grid infrastructure, run critical business and government systems, and are prevalent across a vast
array of products from fridges to fighter jets. A new car, for example, may require more than
100 semiconductors for touch screens, engine controls, driver assistance cameras, and other
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systems.> The U.S. share of global semiconductor production has dropped from 37 percent in
1990 to 12 percent today, and is projected to decline further without a comprehensive U.S.
strategy to suppott the industry.*

e Large capacity batteries: As the United States transitions away from fossil fuels for power
generation and electrifies our automotive and trucking fleets, large capacity batteries for electric
vehicles (EVs) and grid storage will be essential to U.S. economic and national security. Global
demand for EV batteries is projected to grow from approximately 747 gigawatt hours (GWh) in
2020 to 2,492 gigawatt hours by 2025.5 Absent policy intervention, U.S. production capacity is
expected to increase to only 224 GWh during that period, but U.S. annual demand for passenger
EVs will exceed that capacity.® Maintaining America’s innovative and manufacturing edge in the
automotive sector and other key industrial sectors will require the United States to undertake a
concerted effort to shore-up sustainable critical material supply and processing capacity, expand
domestic battery production, and support EV and storage adoption.

e Critical minerals and materials: The United States and other nations are dependent on a
range of critical minerals and materials that are the building blocks of the products we use every
day. Rare earths metals are essential to manufacturing everything from engines to airplanes to
defense equipment. Demand for many of these metals is projected to surge over the next two
decades, particularly as the world moves to eliminate net carbon emissions by 2050. For
example, global demand for lithium and graphite, two of the most important materials for
electric vehicle batteries, is estimated to grow by more than 4000 percent by 2040 in a scenario
where the world achieves its climate goals, with graphite projected to grow nearly 2500 percent.’
China was estimated to control 55 percent of global rare earths mining capacity in 2020 and 85
percent of rare earths refining.® The United States must secure reliable and sustainable supplies
of critical minerals and metals to ensure resilience across U.S. manufacturing and defense needs,
and do so in a manner consistent with America’s labor, environmental, equity and other values.

e Pharmaceuticals and active pharmaceutical ingredients (APIs): The COVID-19 pandemic
highlighted the critical importance of a resilient U.S. public health industrial base. We continue to
address resilience challenges in the broader pandemic supply chain through actions prescribed in
EO 14001, including a pandemic supply chain resilience strategy to be completed in July that will
outline objectives and actions for long-term resilience. Thanks to the work by both government
and the private sector, in less than a year the United States dramatically increased its capacity for
vaccine production. But shortages of critical generic drugs and APIs have plagued the United
States for years. Multiple factors, including lack of incentives to manufacture less profitable
drugs and underinvestment in quality management, both at home and abroad, have resulted in

3 Jack Ewing and Don Clark, “Lack of Tiny Parts Disrupts Auto Factories Worldwide,” January 13, 2021, The New
York Times, (https://www.nytimes.com/2021/01/13/business/auto-factories-semiconductor-chips.html).
# Antonio Varas, Raj Varadarajan, Jimmy Goodrich, and Falan Yinug, “Government Incentives and U.S.
Competitiveness in Semiconductor Manufacturing,” September, 2020, Boston Consulting Group and Semiconductor
Industry Association, (https://www.semiconductors.org/wp-content/uploads/2020/09/Government-Incentives-and-
US-Competitiveness-in-Semiconductor-Manufacturing-Sep-2020.pdf).
“Lithium-lon Battery Megafactory Assessment,” Benchmark Mineral Intelligence, March 2021,
(https://www.benchmarkminerals.com/megafactories/).
6 Alice Yu and Mitzi Sumangil, “Top Electric Vehicle Markets Dominate Lithium-Ion Battery Capacity Growth,”
February 16, 2021, (https://www.spglobal.com/marketintelligence/en/news-insights/blog/top-electric-vehicle-
markets-dominate-lithium-ion-battery-capacity-growth).
" International Energy Agency, “The Role of Critical Minerals in Clean Energy Transitions,” May 2021,
(https://iea.blob.core.windows.net/assets/24d5dfbb-a77a-4647-abcc-
667867207f74/TheRoleofCriticalMineralsinCleanEnergyTransitions.pdf).
8 Carl A. Williams, “China Continues Dominance of Rare Earths Markets to 2030, says Roskill,” February 26, 2021,
Mining.Com, (https://www.mining.com/china-continues-dominance-of-rare-earths-markets-to-2030-says-roskill).
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fragile supply chains vulnerable to disruption. Further, 87 percent of generic API facilities are
located overseas which has helped reduce costs by trillions of dollars in the past decade, but has
left the U.S. health care system vulnerable to shortages of essential medicines.” While lack of
data and supply chain transparency make it difficult to estimate the precise share of key U.S.
drugs and APIs imported from abroad, China and India are estimated to control substantial parts
of the supply chain.!® A new approach is needed to ensure that Americans have reliable access
to the life-saving medicines they need.

III. Drivers of Supply Chain Vulnerability:

Across the four critical products—and the diverse supply chains that underpin them—the Administration
assessed a wide range of supply chain risks and vulnerabilities. The Administration examined risks
throughout the supply chains, from the sourcing of raw materials through the manufacture and distribution
of finished goods. Across the repotts, there are a set of inter-related themes and findings that contribute to
supply chain vulnerabilities. These are:

1. Insufficient U.S. manufacturing capacity: U.S. manufacturing capabilities have declined over
the several decades. The first decade of the century was particularly devastating for U.S.
manufacturing with the loss of one-third of manufacturing jobs between 2000 and 2010.!" Small
and medium enterprises (SMEs) were particularly hard hit. Some of this decline can be
attributed to competition from low wage nations—economists have estimated that about 25
percent of the job losses can be attributed to the rise of China, particularly following its entrance
into the World Trade Organization.!? But the United States has also seen productivity growth
stagnate internally and compared to economic peers, for example, trailing Germany on average
and in most industries.!> Today, in the Unites States, SMEs are often less productive than large
manufacturers. Counter to popular beliefs that “the robots are coming,” many SME
manufacturers are underinvesting in new technology to increase their productivity.

Our loss of manufacturing capabilities has led to a loss in innovation capacity. 14 Manufacturing
capabilities underpin innovation in a range of products and once lost, are challenging to build
back. In recent decades, when production capacity headed overseas, the R&D and broader
industrial supply chains often followed.

2. Misaligned Incentives and short-termism in private markets: All four reports make clear
that current U.S. market structures fail to reward firms for investing in quality, sustainability or

% Food and Drug Administration, Testimony before the House Committee on Energy and Commerce, Subcommittee
on Health regarding “Safeguarding Pharmaceutical Supply Chains in a Global Economy,” October 30, 2019,
(https://www.fda.gov/news-events/congressional-testimony/safeguarding-pharmaceutical-supply-chains-global-
economy-10302019).

10 Yangzong Huang, “U.S. Dependence on Pharmaceutical Products from China,” August 14, 2019, Council on
Foreign Relations Blog, (https://www.cfr.org/blog/us-dependence-pharmaceutical-products-china).

11 Organization for Economic Cooperation and Development (OECD), “U.S. Manufacturing Decline and the Rise of
New Production Innovation Paradigms,” 2016, (https://www.oecd.org/unitedstates/us-manufacturing-decline-and-
the-rise-of-new-production-innovation-
paradigms.htm#:~:text=The%20number%200f%20manufacturing%?20jobs,just%2012.3%20million%20in%202016)

2 David H. Autor, David Dorn, and Gordon H. Hanson, “The China syndrome: Local Labor Market Effects of
Import Competition in the United States.” American Economic Review 103, no. 6, 2013
(https://pubs.aeaweb.org/doi/pdfplus/10.1257/aer.103.6.2121).
13 Martin Neil Baily, Barry Bosworth, and Siddhi Doshi, “Productivity Comparisons: Lessons from Japan, the
United States, and Germany,” 2019, The Brookings Institution (https://www.brookings.edu/wp-
content/uploads/2020/01/ES-1.30.20-BailyBosworthDoshi.pdf).
14 Gary P. Pisano and Willy C. Shih, Producing Prosperity: Why America Needs a Manufacturing Renaissance
(Boston: Harvard Business Press, 2012).
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long-term productivity. For example, about drug shortages over the past decade, the
Department of Health and Human Services writes in its report, “the core of these failures is the
inability of the market to reward quality.” A lower-wage and lower-skilled workforce may
increase a firm’s quarterly earnings, but research suggests that “high-road’ strategies can improve
wages without harming profits.!> Other kinds of investments—in capabilities for continuous
improvement or in reducing lead time—incur an upfront cost, but lead to improved
performance in both normal and crisis periods.!¢ Under-investment in cyber security has left
companies and critical infrastructure vulnerable to hacks and other cyberattacks.

A focus on maximizing short-term capital returns has led to the private sector’s underinvestment
in long-term resilience. For example, firms in the S&P 500 Index distributed 91 percent of net
income to shareholders in either stock buybacks or dividends between 2009 and 2018.17 This has
meant a declining share of corporate income going into R&D, new facilities or resilient
production processes.

Industrial Policies Adopted by Allied, Partner, and Competitor Nations: As U.S.
investment in the domestic industrial base has declined, our allies, partners and competitors have
adopted strategic programs to advance their own domestic competitiveness. The Department of
Energy’s analysis of the advanced battery supply chain documents the European Union’s (EU)
support for demand policies, investment incentives, and regulatory tools—at both the EU and
member-state level—to stimulate domestic production of electric vehicles and lithium-ion
batteries. After a 2019 EU report designating the battery of “strategic interest,” the EU
announced a $3.5 billion R&D fund to increase the industry’s competitiveness. The Department
of Commerce’s analysis of the global semiconductor supply chain notes Taiwan—the global
leader in production of the most advanced semiconductor chips—provides subsidies for
fabrication facilities including 50 percent for land costs, 45 percent for construction and facilities
and 25 percent for semiconductor, in addition to R&D investments and other incentives. South
Korea’s and Singapore’s semiconductor subsidies reduce the cost of facility ownership by 25-30
percent.

Across all four reports, China stands out for its aggressive use of measures—many of which are
well outside globally accepted fair trading practices—to stimulate domestic production and
capture global market share in critical supply chains. Several strategies, including public
investments in R&D, domestic demand incentives, and strategic international partnerships have
been used to support both resilience and competitiveness of key economic sectors.

Geographic concentration in global sourcing: To ensure resilient supply chains, it is essential
that they be globalized. However, the search for low-cost production, combined with the
effective industrial policy of key nations, has led to geographic concentrations of key supply
chains in a few nations, increasing vulnerabilities for United States and global producers. Such
concentration leaves companies vulnerable to disruption, whether caused by a natural disaster, a

15 Thomas A. Kochan, Eileen Appelbaum, Jody Hoffer Gittell, and Carrie R. Leana, “The Human Capital
Dimensions of Sustainable Investment: What Investment Analysts Need to Know,” February 22, 2013
(https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2222657).

16 Suzanne de Treville and Lenos Trigeorgis, "It May Be Cheaper to Manufacture at Home." Harvard Business
Review, October 2010, (https://hbr.org/2010/10/it-may-be-cheaper-to-manufacture-at-home). JP MacDuffie, Daniel
Heller, and Takahiro Fujimoto, “Building Supply Chain Continuity Capabilities for a Post-Pandemic World,”
Wharton School Working Paper, 2021 (https://mackinstitute.wharton.upenn.edu/2021/building-supply-chain-
continuity-capabilities-for-a-post-pandemic-world).

17 William Lazonick, Mustafa Erdem Saking, and Matt Hopkins, “Why Stock Buybacks are Dangerous for the
Economy,” Harvard Business Review, January 7, 2020 (https://hbr.org/2020/01/why-stock-buybacks-are-dangerous-
for-the-economy).
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geopolitical event or indeed, a global pandemic. From the studies conducted pursuant to E.O.
14017, it is clear in the Department of Commerce’s report that the United States is dangerously
dependent on specific countries for patts of the value chain of all of these products. The global
economy depends on Taiwanese firms for 92 percent of leading-edge semiconductor production.
China has over 75 percent of global cell fabrication capacity for advanced batteries, as noted in
the Department of Energy’s report. While the Department of Health and Human Services’ data
suggests India and China compete for market shate of many U.S. medicines, industry analysis
suggests India imports neatly 70 percent of its APIs from China.

5. Limited International Coordination: Prior to the COVID-19 pandemic, the U.S. government
under-invested in international diplomatic efforts to develop collective approaches to supply
chain security. While expanded domestic production of critical goods must be part of the
solution to America’s supply chain vulnerabilities, the United States cannot manufacture all
needed products at home. Moreover, the United States has a strong national interest in U.S.
allies and partners improving the resilience of their critical supply chains in face of challenges—
such as the COVID-19 pandemic, extreme weather events due to climate change, and
geopolitical competition with China—that affect both the United States and our allies. Yet aside
from a handful of pilot projects and other comparatively small diplomatic and multilateral
initiatives to secure supply chains, the United States has not systematically focused on building
international cooperative mechanisms to support supply chain resilience.

It will take a concerted effort over the short-, medium- and long-term to adequately address these and put
U.S. supply chains on stronger footing. The following recommendations provide an overarching framework
for doing so that will ensure the country’s national and economic security as well as technological leadership
going forward.

RECOMMENDATIONS

The four reports delivered to the President today contain numerous recommendations to strengthen the
individual product supply chains. There are also several cross-cutting themes and recommendations that,
collectively, will not only strengthen the four prioritized supply chains, but also will rebuild the U.S. industrial
base and innovation engine.

We divide the recommendations into six categories: 1) Rebuilding our production and innovation
capabilities; 2) supporting the development of markets with high road production models, labor standards,
and product quality; 3) leveraging the government’s role as a market actor; 4) strengthening international trade
rules, including trade enforcement mechanisms; 5) working with allies and partners to decrease vulnerabilities
in the global supply chains; and 6) partnering with industry to take immediate action to address existing
shortages.

1. Rebuild our production and innovation capabilities

Long-term competitiveness will require an ecosystem of production, innovation, skilled workers, and diverse
small and medium-sized suppliers. Those ecosystems, grounded in regions across the country, are the
infrastructure needed to spur private sector investment in manufacturing and innovation. But that
infrastructure will not be rebuilt or sustained without the support and leadership of the federal government.
Specific recommendations to rebuild our industrial base include:

Enact new federal legislation that will strengthen critical supply chains and rebuild onr industrial base—including transformative

investments within the American Jobs Plan:

e Provide dedicated funding for semiconductor manufacturing and R&D: We recommend
that Congress support at least $50 billion in investments to advance domestic manufacturing of
leading edge semiconductors; expand capacity in mature node and memory production to
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support critical manufacturing, industrial, and defense applications; and promote R&D to ensure
the next generation of semiconductors in developed and produced in the United States.

Provide consumer rebates and tax incentives to spur consumer adoption of EVs: We
recommend Congtess authorize new and expanded incentives to spur consumer adoption of
U.S.-made electric vehicles. In addition, we recommend Congress approve $5 billion to electrify
the federal fleet with U.S.-made EVs and $15 billion in infrastructure investment to build a
national charging infrastructure to facilitate the nationwide adoption of EVs.

Provide financing across the full battery supply chain: In line with the American Jobs Plan,
we recommend that Congress establish new incentives to support battery cell and pack
manufacturing in the United States, including grant programs that can help entrepreneurs who
do not have the ability to access tax credits in the short run. In the immediate term, the
Department of Energy’s Loan Programs Office should use the Advanced Technology Vehicles
Manufacturing Loan Program, which has approximately $17 billion in loan authority, to
expeditiously review applications from critical material and mineral refining and processing
facilities and to re-equip, expand, or establish facilities for manufacturing advanced technology
vehicle battery cells and packs in the United States.

Establish a new Supply Chain Resilience Program: We recommend that Congress enact the
proposed Supply Chain Resilience Program at the Department of Commerce, to monitor,
analyze, and forecast supply chain vulnerabilities and partner with industry, labor, and other
stakeholders to strengthen resilience. We recommend Congtress back this program with $50
billion in funding that will give the federal government the tools necessary to make
transformative investments in strengthening U.S. supply chains across a range of critical
products.

Deploy the Defense Production Act (DPA) to expand production capacity in critical
industries: We recommend establishing a new interagency DPA Action Group to recommend
ways to leverage the authorities of the DPA to strengthen supply chain resilience to the extent
permitted by law. The DPA has been a powerful tool to expand production of supplies needed
to combat the COVID-19 pandemic, and has been used for years to strengthen Department of
Defense supply chains. The DPA has the potential to support investment in other critical
sectors and enable industry and government to collaborate more effectively.

Increase public investments in R&>D and commercialization of key products:

Invest in the development of next generation batteries: We recommend that the Energy
Department and other federal agencies continue to support technologies that will reduce the
critical mineral requirements of next generation electric vehicle and grid storage technologies,
and that improve U.S. competitiveness in this critical sector. Among other priorities, the United
States should focus on: (1) reducing or eliminating critical or scarce materials needed for EV or
stationary storage, including cobalt and nickel; (2) accelerating battery technology advances
including next generation lithium ion and lithium metal batteries and solid state design, and (3)
developing innovative methods and processes to profitably recover “spent” lithium batteries,
reclaim key materials, and re-introduce those materials to the battery supply chain.

Invest in the development of new pharmaceutical manufacturing and processes: We
recommend the Department of Health and Human Services, the Department of Defense, and
other agencies increase their funding of advanced manufacturing technologies to advance
continuous manufacturing and the biomanufacturing of APIs. American Rescue Plan funds
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could be targeted to increase production of key pharmaceuticals and ingredients, including using
both traditional manufacturing techniques and accelerating on-demand manufacturing
capabilities for supportive care fluids, API and finished dosage form drugs in modular, highly
portable platforms.

Use immediate administrative anthorities to support an ecosystem of producers and innovators including SMEs and skilled

workers:

Work with industry and labor to create pathways to quality jobs, with a free and fair
choice to join a union, through sector-based community college partnerships,
apprenticeships and on-the-job training: The Department of Labor’s Employment and
Training Administration (ETA) should support sector-based pathways to jobs, for example in
the semiconductor industry. We recommend that the Administration use ETA funds to work
with industry and labor, community colleges, and non-profit partners to support pathways to
advanced manufacturing employment through Registered Apprenticeship programs and by
supporting other labor-management training programs.

Support small, medium and disadvantaged businesses in critical supply chains: The Small
Business Administration (SBA) should support the diversification of critical suppliers through a
targeted effort to better coordinate SBA’s range of investment and technical assistance programs
for small businesses and disadvantaged firms in the four targeted industries and firms secking to
enter those industries. SBA lending and investment products provide vital capital to small
businesses, and the Small Business Investment Company program offers long-term equity
investment in critical competitiveness sectors. The Small Business Innovation Research and
Small Business Technology Transfer competitive programs, will support a diverse portfolio of
small businesses to meet research and development needs, and increase commercialization.

Examine the ability of the U.S. Export-Import Bank (EXIM) to use existing authorities
to further support domestic manufacturing: We recommend that EXIM develop a proposal
for Board consideration regarding whether and how to implement a new Domestic Financing
Program to support the establishment and/or expansion of U.S. manufacturing facilities and
infrastructure projects in the United States that would support U.S. exports. The proposal would
support and facilitate U.S. exports while rebuilding U.S. manufacturing capacity.

2. Support the development of markets that invest in workers, value sustainability, and drive quality

The resilience of national supply chains is only as good as the resilience of supply chains at the firm level.

Harnessing and unleashing the power and ingenuity of the private sector to improve resilience will lead to
stronger national supply chain resilience. Standards and data are powerful tools that allow firms to

differentiate their products and services on more than just price and create market “pull” toward a “race to

the top”. These reports identify key areas where government could play a more active role in setting
standards and incentivizing high-road business practices. By establishing strong domestic standards or
advocating for the establishment of global standards, the United States can support the private sector’s ability
to create and adopt resilient practices.

Create 21st century standards for the extraction and processing of critical minerals: We
recommend that the government, working with private sector and non-governmental
stakeholders, encourage the development and adoption of comprehensive sustainability
standards for essential minerals, such as lithium, cobalt, nickel, copper, and other minerals. We
further recommend establishing an interagency team with expertise in mine permitting and
environmental law to identify gaps in statutes and regulations that may need to be updated to
ensure new production meets strong environmental standards throughout the lifecycle of the
project; ensure meaningful community consultation and consultation with tribal nations,
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respecting the government-to-government relationship, at all stages of the mining process; and
examine opportunities to reduce time, cost, and risk of permitting without compromising these
strong environmental and consultation benchmarks.

Identify potential U.S. production and processing locations for critical minerals: We
recommend that federal agencies, led by the Department of Interior with the support of the
White House Office of Science and Technology Policy, establish a working group comprised of
agencies such as the Department of Agriculture, the Environmental Protection Agency, and
others to identify potential sites where critical minerals could be sustainably and responsibly
produced and processed in the United States while adhering to the highest environmental, labor,
community engagement, and sustainability standards. We recommend that federal agencies work
with the private sector, states, tribal nations, and stakeholders—including representatives of
labor, impacted communities, and environmental justice leaders—to expand sustainable,
responsible critical minerals production and processing in the United States.

Improve transparency throughout the pharmaceuticals supply chain: HHS should develop
and make recommendations to Congress on providing the department with new authorities to
track production by facility, track API sourcing, and require API and finished dosage form
sources can be identified on labeling for all pharmaceuticals sold in the United States. Currently,
there is little transparency into the origins of API within generic drugs, which represent, 90
percent of all pharmaceuticals consumed in the United States.

3. Leverage the government’s role as a purchaser of and investor in critical goods

As a significant customer and investor, Federal Government has the capacity to shape the market for many

critical products. The public sector can deploy this power in times of crisis—such as in the recent public-
private partnerships to facilitate development and delivery of a COVID-19 vaccine—or in normal times. The

Administration should leverage this role to strengthen supply chain resilience and support national priorities.

Use federal procurement to strengthen U.S. supply chains: We recommend that, in
connection with the Administration’s “Made in America” process directed by E.O. 14005, the
Biden Administration establish a list of designated critical products that it recommends receive
additional preferences under the Buy American Act and FAR Council regulations to ensure that
the federal government procures U.S.-made critical products. President Biden has directed the
Administration to strengthen federal Buy American requirements, which require that U.S.
taxpayer dollars generally be spent on products made in the United States. Federal procurement
has the potential to support U.S. production of critical products by creating a stable source of
demand for U.S.-made products—thereby providing an incentive for the private sector to invest
in U.S. manufacturing.

Strengthen domestic production requirements in federal grants for science and climate
R&D: In line with the President’s campaign commitments, we recommend that Biden-Harris
Administration should update manufacturing requirements in federal grants, cooperative
agreements and R&D contracts to ensure that taxpayer funded R&D leads to products made in
the United States. We recommend that the Department of Energy immediately strengthen
domestic manufacturing requirements for grants, cooperative agreements and R&D contracts,
including those related to lithium batteries, using the Determinations of Exceptional
Circumstances under the Bayh-Dole Act and other legal means. In addition, an interagency
working group should be established to identify best-practices and develop and implement
further improvements across the government.
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e Reform and strengthen U.S. stockpiles: For too long, the strategic stockpiles of the United
States have been neglected, and at times, its funds have been used to offset other costs. The
rehabilitation of stockpiles of medical goods and devices, especially those to fight the ongoing
COVID-19 pandemic, is already under way. However, similar action needs to be taken to
recapitalize and restore the National Defense Stockpile of critical minerals and materials. In the
private sector, we recommend that industries that have faced shortages of critical goods evaluate
mechanisms to strengthen corporate stockpiles of select critical products to ensure greater
resilience in times of disruption.

¢ Ensure that new automotive battery production in the United States adheres to high
labor standards: Tax credits, lending and grants offered to businesses to produce batteries
domestically should, to the extent permitted by law, ensure the creation of quality jobs with the
free and fair choice to organize and bargain collectively for workers. In new appropriations, we
recommend that Congress include prevailing wage requirements, similar to those included in the
American Recovery and Reinvestment Act of 2009. We recommend that Congtess also include
standards that cover construction, such as: (1) mandated hiring percentages from registered
apprenticeships and other labor or labor-management training programs; (2) project labor,
community labor and local hire requirements; and (3) employer neutrality agreements. We
recommend implementing similar standards for production workers. The resulting high
productivity allows these firms both to pay high wages and be profitable. 8

4. Strengthen international trade rules, including trade enforcement mechanisms

While the Administration welcomes fair competition from abroad, in too many circumstances unfair foreign
subsidies and other trade practices have adversely impacted U.S. manufacturing and more broadly, U.S.
competitiveness. The practice of “pumping and dumping,” in which countries heavily subsidize an industry,
gain market share and then flood the market with cheaper products to wipe out competition, has been
documented in a number of industries including pharmaceuticals and clean energy.! The U.S. government
must implement a comprehensive strategy to push back on unfair foreign competition that erodes the
resilience of U.S. critical supply chains and industries more broadly.

o Establish a trade strike force: We recommend the establishment of a U.S. Trade
Representative-led trade strike force to identify unfair foreign trade practices that have eroded
U.S. critical supply chains and to recommend trade actions to address such practices. We also
recommend that supply chain resilience be incorporated into the U.S. trade policy approach
towards China. We also recommend that the trade strike force examine how existing U.S. trade
agreements and future trade agreements and measures can help strengthen the United States and
collective supply chain resilience.

e Evaluate whether to initiate a Section 232 investigation on imports of neodymium
magnets: Neodymium (NdFeB) permanent magnets play a key role in motors and other
devices, and are important to both defense and civilian industrial uses. Yet the U.S. is heavily
dependent on imports for this critical product. We recommend that the Department of
Commerce evaluate whether to initiate an investigation into neodymium permanent magnets
under Section 232 of the Trade Expansion Act of 1962.

18 Susan Helper, Ryan Noonan, Jessica R. Nicholson, and David Langon, “The Benefits and Costs of

Apprenticeship: A Business Perspective,” Department of Commerce with Case Western Reserve University,

November 2016 (https://files.eric.ed.gov/fulltext/ED572260.pdf).

19 Chris Martin, “China Flooded U.S. with Solar Panels Before Trump’s Tariffs,” Bloomberg, February 16, 2018

(https://www.bloomberg.com/news/articles/2018-02-16/china-flooded-u-s-with-solar-panels-before-trump-s-tariffs).
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5. Work with allies and partners to decrease vulnerabilities in the global supply chains

The United States cannot address its supply chain vulnerabilities alone. Even as we make investments to
expand domestic production capacity for some critical products, we must work with allies and partners to
secure supplies of critical goods that we will not make in sufficient quantities at home. Moreover, in an
interconnected world, the United States has a strong interest in ensuring its allies and partners have resilient
supply chains as well. We must work with America’s allies and partners to strengthen our collective supply
chain resilience, while ensuring high standards for labor and environmental practices are upheld.

¢ Expand multilateral diplomatic engagement, including hosting a new Presidential
Forum: We recommend expanding multilateral diplomatic engagement on supply chain
vulnerabilities, particulatly through groupings of like-minded allies such as the Quad and G7.
We also recommend that the President convene a global forum on supply chain resilience that
will convene key government officials and private sector stakeholders from across key U.S. allies
and partners to collectively assess vulnerabilities and develop collective approaches to supply
chain resilience.

e Leverage the U.S. Development Finance Corporation (DFC) and other financing tools to
support supply chain resilience: We recommend that the DFC increase capacity for
investments in projects that will expand production capability for critical products, including
critical minerals and other products identified pursuant to the E.O. 14017 process. U.S.
development and international finance tools offer a powerful avenue for working with allies and
partners to strengthen supply chains for key products. While the United States cannot
manufacture or mine all products, it can use financial tools to ensure that the manufacturing and
mining that takes place elsewhere supports supply chain resilience and upholds international
standards of environmental and social performance.

6. Monitor near term supply chain disruptions as the economy reopens from the COVID-19
pandemic

The U.S. economic relief efforts, paired with the Administration’s successful vaccination campaign, have
helped to revive the U.S. economy after a historic pandemic. As the United States and the broader global
economy emerge from the pandemic, we have already seen signs of new pressures on supply chains as shifts
in demand and supply emerge, and as the global vaccination campaign continues.

While these short-term disruptions are to be expected, the Administration has the responsibility to monitor
these developments closely and identify actions that can be taken to minimize the impacts on workers,
consumers, and businesses.

Building off the lessons from the 100-day review, the Administration should:

e Establish a Supply Chain Disruptions Task Force: We recommend the Administration
establish a new Supply Chain Disruptions Task Force that will provide an all-of-government
response to address near-term supply chain challenges to the economic recovery. The Task
Force will be led by the Secretaries of Commerce, Transportation, and Agriculture and will focus
on areas where a mismatch between supply and demand has been noted over the past several
months: homebuilding and construction, semiconductors, transportation, and agriculture and
food. The Task Force will bring the full capacity of the federal government to address near-term
supply/demand mismatches. It will convene stakeholders to diagnose problems and sutface
solutions—Ilarge and small, public or private—that could help alleviate bottlenecks and supply
constraints.

e Create a data hub to monitor near term supply chain vulnerabilities: We recommend that
the Commerce Department lead a coordinated effort to bring together data from across the
federal government to improve the federal government’s ability to track supply and demand
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disruptions and improve information sharing between federal agencies and the private sector to
more effectively identify near term risks and vulnerabilities.
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EXECUTIVE SUMMARY

Semiconductors are the material basis for integrated circuits that are essential to modern day life and are used
by the typical consumer on a daily, if not houtly, basis. The semiconductor-based integrated circuit is the
“DNA” of technology and has transformed essentially all segments of the economy, from agriculture and
transportation to healthcare, telecommunications, and the Internet. The semiconductor industry is a major
engine for U.S. economic growth and job creation. Semiconductors are used in virtually every technology
product and underpin state-of-the-art military systems. Semiconductors are an integral part of a consumer’s
everyday life and can be found in household items such as light switches, garage door openers, and
refrigerators, as well as in more complex products such as mobile phones, computers, and automobiles.

The U.S. semiconductor industry accounts for nearly half of global semiconductor revenue, yet the share of
semiconductor manufacturing capacity on U.S. soil has fallen from 37 percent 20 years ago and stands at
about 12 percent of global production. U.S. companies, including major fabless semiconductor companies,
depend on foreign sources for semiconductors, especially in Asia, creating a supply chain risk. Many of the
materials, tools, and equipment used in the manufacture of semiconductors are available from limited
sources, semiconductor manufacturing is geographically concentrated, and the production of leading-edge
semiconductors requires multi-billion dollar investments.

The COVID-19 pandemic demonstrates the importance of semiconductors to meeting the world’s most
urgent challenges including their use in enabling technology for finding treatments, caring for patients,
working and studying from home, and ordering groceries and other essential products. Shortages of certain
semiconductors during the pandemic also reveal the importance of ensuring stable, resilient supply chains for
these vital products. The industry is currently undergoing a shortage due to multiple factors, including
unexpected shifts in global demand following the COVID-19 pandemic and events that disrupted specific
major semiconductor manufacturing centers, such as the early 2021 storms in Texas that caused a shutdown
of several semiconductor manufacturing plants.

This report examines the semiconductor supply chain through five related essential segments: (1) design; (2)
fabrication; (3) assembly, test, and packaging (ATP) and advanced packaging; (4) materials; and (5)
manufacturing equipment.

e Design: The U.S. semiconductor design ecosystem is robust and world leading, but U.S. companies are
highly dependent on sales to China for continued profit growth and domestic research and development
(R&D) investment. In addition, U.S. design companies depend on limited sources of intellectual
property (IP), labor, and manufacturing that are essential to bring products to market.

e Fabrication: The United States lacks sufficient capacity to produce semiconductors. The United States
relies primarily on Taiwan for leading edge logic chips and relies on Taiwan, South Korea, and China to
meet demand for mature node chips.

e ATP and Advanced Packaging: For relatively low-tech back-end semiconductor ATP, the United
States is heavily reliant on foreign sources concentrated in Asia. Furthermore, as chips become
increasingly complex, advanced packaging methods represent a potential area for significant technological
advances. However, the United States lacks the necessary materials ecosystem and is also not a cost-
effective location to develop a robust advanced packaging sector while massive Chinese investments
threaten to upend the market.

e Materials: The production of semiconductors requires hundreds of materials, presenting challenges in
manufacturing supply chains. Many of the gases and wet chemicals for semiconductors are produced in
the United States, but foreign suppliers dominate the market for silicon wafers, photomasks, and
photoresists.

¢ Manufacturing Equipment: The United States has a significant share of global production of most
types of front-end semiconductor manufacturing equipment, with the notable exception of lithography
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equipment production, which is concentrated in the Netherlands and Japan. With limited semiconductor
manufacturing occurring in the United States, these equipment manufacturers are heavily reliant on sales
outside of the United States.

This review identifies eight cross-cutting risks that encompass most of the identified threats to semiconductor
supply chains: (1) fragile supply chains; (2) malicious supply chain disruptions; (3) use of obsolete and
generations-old semiconductors and related challenges for continued profitability of companies in the supply
chain; (4) customer concentration and geopolitical factors; (5) electronics production network effects; (6)
human capital gaps; (7) IP theft; and (8) challenges in capturing the benefits of innovation and aligning
private and public interests.

The following policy recommendations are designed to address the current semiconductor shortage and the
risks identified in the report:

1. Promote investment, transparency, and collaboration, in partnership with industry, to address
the semiconductor shortage. While the private sector must take the lead in addressing the shortage in
the near term, U.S. government can assist in mitigating the current shortage by redoubling partnerships
with industry to facilitate information flow between semiconductor producers and suppliers and end-
users; strengthening engagement with allies and partners to promote fair semiconductor chip allocations
and increased investment and to increase production; and advancing the adoption of effective
semiconductor supply chain management and security practices by companies.

2. Fund the Creating Helpful Incentives for Production of Semiconductors (CHIPS) for America
provisions in the Fiscal Year (FY) 2021 National Defense Authorization Act (NDAA), which
authorized programs to: (1) incentivize manufacturing through federal financial assistance to construct,
expand, or modernize semiconductor-related facilities to support semiconductor fabrication, ATP, and
advanced packaging; and (2) advance R&D technology prototyping via a new National Semiconductor
Technology Center (NSTC).

3. Strengthen the Domestic Semiconductor Manufacturing Ecosystem through legislative action to
implement the ideas put forth in President Biden’s American Jobs Plan provide incentives to support key
upstream—including semiconductor manufacturing equipment, materials, and gases—and downstream
industries to offset high operational costs in the United States, continued support for investment in the
United States through programs like the Department of Commerce International Trade Administration’s
SelectUSA; and support for manufacturing through a new Department of Commerce National Institute
of Standards and Technology (NIST) Manufacturing USA Institute, as requested in the President’s 2022
Budget.

4. Support Manufacturers, Particularly Small and Medium-Size Businesses via R&D resources to
prove emerging technologies and financing to move from the lab to market and address capital needs for
growth.

5. Build a Diverse and Accessible Talent Pipeline for Jobs in the Semiconductor Industry through
significant investments to grow and diversify the STEM talent pipeline, the Department of Labor’s
Employment and Training Administration sector-based pathways and training programs, public / private
investments to help fund workforce development, and changes in immigration policies to attract the
world’s best and brightest minds.

6. Engage with Allies and Partners on Semiconductor Supply Chain Resilience by encouraging
foreign foundries and materials suppliers to invest in the United States and other allied and partner
regions to provide a diverse supplier base, pursuing R&D partnerships, and harmonizing policies to
address market imbalances and non-market actors.

7. Protect U.S. Technological Advantage in Semiconductor Manufacturing and Advanced
Packaging by ensuring that export controls support policy actions to address national security and
foreign policy concerns related to the semiconductor manufacturing and advanced packaging supply
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chain and that foreign investment reviews consider national security considerations in the semiconductor
and advanced packaging supply chain.

INTRODUCTION

Semiconductors are the material basis for integrated circuits that are essential to modern day life and are used
by the typical consumer on a daily, if not houtly, basis. The semiconductor-based integrated circuit is the
“DNA” of technology and has transformed essentially all segments of the economy, from agriculture and
transportation to healthcare, telecommunications, and the Internet. The semiconductor industry is a major
engine for U.S. economic growth and job creation. Semiconductors are used in virtually every technology
product and underpin state-of-the-art military systems. Semiconductors are an integral part of a consumer’s
everyday life and can be found in household items such as light switches, garage door openers, and
refrigerators, as well as in more complex products such as mobile phones, computers, and automobiles.

According to the most recent data from the Bureau of the Census, about 733 firms located in the United
States were involved in semiconductor device manufacturing (North American Industry Classification System
(NAICS) 334413)!in 2017, and an additional 140 firms manufactured the equipment used to make
semiconductors (NAICS 333242).2 The majority of these firms are small: only 69 semiconductor device
manufacturers and 22 semiconductor machinery manufacturers have 500 employees or more.? Measured by
value added, these two semiconductor industry sectors contributed $35 billion to the U.S. economy in 2019,
accounting for approximately 1.4 percent total U.S. manufacturing value added.*

The two semiconductor industry-related NAICS categories directly employed 207,400 workers in 2019,
accounting for 1.6 percent of total U.S. manufacturing employment. These are high-quality, well-paying jobs:
the semiconductor manufacturing workforce earned an average of $163,871 per person in 2019, more than
twice the average for all U.S. manufacturing workers ($69,928).> Eighteen U.S. states have major
semiconductor manufacturing operations, according to the Semiconductor Industry Association (SIA).

These statistics, however, capture only a portion of the overall semiconductor industry and therefore
understate its importance to the U.S. economy. Information on the broader industry further highlights its
importance to the U.S. economy. SIA estimates that the U.S. semiconductor industry had $208 billion in
annual sales in 2020, capturing nearly half of the world market. Despite the global COVID-19 pandemic,
worldwide sales of semiconductors increased by 6.5 percent in 2020. SIA estimates the global semiconductor
market will reach $726 billion in annual sales by 2027, a compound annual growth rate of 4.7 percent.
Further, SIA estimates that each direct job in the semiconductor industry supports neatly five additional
jobs.6 Semiconductors atre also a major export for the United States with $47 billion in export sales in 2020,
ranking fourth overall, after aircrafts, refined oil, and crude oil.”

Semiconductors power virtually every sector of the economy—including energy, healthcare, agriculture,
consumer electronics, manufacturing, defense, and transportation. Worldwide demand for semiconductors in
2019 by end use was: mobile phones (26 percent), information and communications infrastructure (including
data centers, communications networks) (24 percent); computers (19 percent), industrial (12 percent),

! Note that NAICS 334413 also includes manufacturers of “related devices” such that are not the subject of this
review, such as laser and light emitting diodes, fuel cells, and solar cells.
2 Covered by NAICS 334413 and 333242, respectively.
32017 SUSB Annual Data Tables by Establishment Industry”, (U.S. Census Bureau, March 2020).
42019 Annual Survey of Manufactures (ASM), NAICS 333242 and 334413 (U.S. Census Bureau, 2019).
5 Bureau of Labor Statistics, Quarterly Census of Earnings and Wages, NAICS 333242 and 334413.
6 “Semiconductor Industry Association Briefing to the Bureau of Industry and Security”, (Semiconductor Industry
Association, February 21 2021); "Chipping In: The Positive Impact of the Semiconductor Industry on the American
Workforce and How Federal Incentives Will Increase Domestic Jobs”, (Semiconductor Industry Association, May
2021).
" Dataweb, “U.S. Census Trade Statistics”, (U.S. International Trade Commission, 2020).
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automotive (10 percent), and consumer electronics (10 percent).? Among these diverse applications, those
that directly support national security and critical infrastructure account for about nine percent of
semiconductor demand. These critical semiconductor end uses include defense and aerospace,
telecommunications networks, energy and utilities, healthcare, and financial services.” Defense and other
government use is slightly over one percent of worldwide consumption of semiconductors.!”

In addition to the central role they play in the U.S. economy, semiconductors are essential to national security.
Semiconductors enable the development and fielding of advanced weapons systems and control the operation
of the nation’s critical infrastructure. They are fundamental to the operation of virtually every military system,
including communications and navigations systems and complex weapons systems such as those found in the
F-35 Joint Strike Fighter. They are key to the “must-win” technologies of the future, including artificial
intelligence and 5G, which will be essential to achieving the goal of a “dynamic, inclusive and innovative
national economy” identified as a critical American advantage in the March 2021 Interim National Security
Strategic Guidance.!! In addition, the development of advanced autonomous systems, cybersecurity, space
and hypersonics, and directed energy is also dependent on semiconductor technologies.

The COVID-19 pandemic further increased the importance of semiconductors. Semiconductors have been
an enabling technology for finding treatments, caring for patients, working and studying from home, and
ordering groceries and other essential products, demonstrating the important role that semiconductors play in
meeting both the nation’s and the world’s most urgent challenges and crises. Shortages of certain
semiconductors during the pandemic also reveal the importance of ensuring stable, resilient supply chains for
these vital products.

A sudden supply chain shock could have a far-reaching and unforeseen impact in any of these areas, not only
for specific industries, communities, and workers, but also potentially affecting national security and critical
infrastructure. For example, SIA estimates that a disruption in the production of logic chips at foundries in
Taiwan could result in nearly $500 billion in lost revenues for electronic devices manufacturers that depend
on this supply.'2

The semiconductor industry is currently undergoing just this type of supply disruption. In mid- 2020, a
global chip shortage began to emerge when automakers warned that relatively inexpensive semiconductors
used in automobiles were becoming scarce and that this would potentially disrupt vehicle production. The
initial disruption was due to major demand shocks from the COVID-19 pandemic. In the second quarter of
2020, at the height of the pandemic-related economic slowdown, auto parts suppliers cancelled orders for
chips due to a six-week industry shutdown to mitigate the spread of the pandemic at vehicle and part
manufacturing facilities. Parts suppliers also sought to limit inventories and costs in anticipation of a
predicted fall in vehicle demand during a post-pandemic recession.!> At the same time, the rapid shift to a
work-from-home economy driven by the pandemic dramatically increased demand for electronic devices
including video-game systems, computers, laptops, and other electronics and for the digital infrastructure and
storage to support the increased on-line activity. Based on buyer demand and orders, semiconductor
suppliers shifted production and foundry orders away from automotive-grade chips where demand was falling
to business and consumer electronics chips where demand was spiking,.

8 Varas et al. “Strengthening The Global Semiconductor Supply Chain In An Uncertain Era”, (Boston Consulting
Group and Semiconductor Industry Association, April 2021).
9 “Supply Chain Briefing to the U.S. Department of Commerce”, (Semiconductor Industry Association, March 31
2021).
¥ Falan Yinug, “The 2020 SIA Factbook: Your Source for Semiconductor Industry Data”, (Semiconductor Industry
Association, April 23 2020).
11 “Renewing America’s Advantages: Interim National Security Strategic Guidance”, (The White House, March
2021).
12 Varas et al. “Strengthening The Global Semiconductor Supply Chain In An Uncertain Era”
13 >Why is there a shortage of semiconductors?”, (The Economist, February 25 2021).
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In contrast to early projections, vehicle demand recovered much more quickly than expected in the second
half of 2020. This sharp rebound impacted the auto industry in part due to its just-in-time supply chains and
limited visibility into upstream suppliers. When auto parts suppliers returned to place orders for chips to
meet the unanticipated surge in vehicle demand, semiconductor manufacturers had reportedly already utilized
spare capacity to produce chips for electronics devices.!* Because manufacturing a chip can take up to 26
weeks, !> and sometimes much longer when supply is tight, production volumes are usually confirmed six
months in advance, and it can take months to switch a production line from one type of chip to another. A
further complication for the automotive industry is that automotive grade chips can only be produced by
qualified producers and they require extensive testing to meet rigorous quality and vehicle safety
requirements. These requirements are burdensome—both in time and cost—to the semiconductor
producers, particularly when compared to the less stringent requirements for the relatively higher-margin
chips for consumer good applications.

Further exacerbating the semiconductor supply shortage was a fire that occurred in March 2021 at a Japanese
semiconductor plant that accounts for 30 percent of the market for microcontrollers used in cars. The
company, Renesas Electronics Corporation indicated it would take at least 100 days for production to
normalize at the plant.!¢ In addition, the worst drought in half a century is affecting Taiwan, further straining
semiconductor manufacturing, which requires vast quantities of water.!” Finally, storms in February 2021
caused loss of utilities to semiconductor manufacturer NXP’s two plants in Austin, Texas. It took nearly a
month for NXP to resume normal operations.!

For the auto sector, which relies on chips for functions including braking, power steering, engine controls and
safety systems, it means that vehicles cannot be assembled to completion. Automakers are idling plants and
furloughing workers as they are unable to maintain production lines as they wait for parts. This shortage will
cost the global automobile industry an estimated $110 billion in 2021 and will lead to the production of neatly
four million fewer vehicles than automakers had planned.!”

In April 2021, reports began to indicate that the semiconductor shortage had expanded to other sectors. As
of April 30, Goldman Sachs estimated that a total of 169 U.S. industries were being directly affected by the
shortage.?0 Scarce supply also means rising costs for industry and consumers. Given the reliance on
microchips in nearly every industry, the widening shortage means a sustained loss of commercial
opportunities just as consumer demand is poised to increase as much of the world is emerging from the
pandemic. Several semiconductor companies predict that the shortage will last until 2022.2!

MAPPING THE SUPPLY CHAIN

There are three broad steps involved in the production of finished semiconductors: design, manufacturing,
and ATP. The earliest semiconductor firms performed all three steps in-house and today are known as
integrated device manufacturers (IDMs). IDMs continue to capture a majority of the semiconductor market

14 Ziady, Hanna, "The global chip shortage is going from bad to worse. Here's why you should care.” (CNN, May 4,
2021).
15 Falan Yinug, “Chipmakers Are Ramping Up Production to Address Semiconductor Shortage. Here’s Why that
Takes Time”, (Semiconductor Industry Association, February 26 2021).
18 “Global auto recovery to take more hits from Japan chip plant fire, severe U.S. weather: HIS”, (Reuters, March 31
2021).
17 Stephanie Yang, “The Chip Shortage Is Bad. Taiwan’s Drought Threatens to Make It Worse”, (The Wall Street
Journal, April 16 2021).
18 NXP Press Release (https://media.nxp.com/news-releases/news-release-details/nxp-resumes-operations-austin-
texas-facilities-following-weather)
19 Dominick Reuter, “The ongoing chip shortage is expected to cost the auto industry $110 billion this year, almost
double analysts' estimate from January”, (Business Insider, May 14 2021).
20 Ziady, Hanna,"The global chip shortage is going from bad to worse. Here's why you should care.” (CNN, May 4,
2021).
21 Ziady, Hanna, "The global chip shortage is going from bad to worse. Here's why you should care." (CNN, May 4,
2021).
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by revenue. Increasingly, though, each step is carried out separately, with different companies specializing in
different steps of the process. In the fabless/foundry model, each of these three steps is performed by a
different company that specializes in its role in the supply chain. In addition to these three fundamental
steps, the semiconductor industry relies on sophisticated equipment and hundreds of materials used in the
production process. Accordingly, this report examines the semiconductor supply chain through five related
essential segments: (1) design; (2) fabrication; (3) ATP and advanced packaging; (4) materials; and (5)
manufacturing equipment.

The semiconductor supply chain—from design to packaging to eventual incorporation into end products
purchased by customers—is extremely complex and geographically dispersed. Due to the specialization of
companies in specific steps, the typical semiconductor production process includes multiple countries, and
the products may cross international borders 70 times.?? The entire process takes up to 100 days, of which 12
days are for transit between supply chain steps. The figure below is a stylized representation of the supply
chain.?3
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The small size and weight of semiconductors is a factor that enables such a geographically and logistically
complex supply chain—the costs of transporting them is minimal compared with their value. However, it
also implies that disruption of transportation routes could pose supply problems. Various forms of transport
(e.g., airfreight, ocean freight, trucking) are used, depending on the stage and the distance to be travelled, as
well as the nature of the product. In some cases, specialized handling is required, such as for hazardous and
high-purity gases and chemicals used in the fabrication process, or to protect sensitive electronics from
damage.?*

SEMICONDUCTOR DESIGN
Semiconductor Design: Overview

The initial phase of semiconductor (chip) production—design—while historically carried out by IDMs (such
as U.S.-based Intel and Texas Instruments) which control the entire production process, is increasingly
carried out by more specialized “fabless” semiconductor design companies, which rely on a separate company
to carry out the actual manufacturing of the semiconductor. The increased outsourcing of fabrication and the
associated major capital investments has allowed for easier entry into the design stage of the process. This

22 For chips going through the full Fabless, Foundry, and Packaging cycle; likely lower for IDMs.
23 Nathan Associates, “Beyond Borders: The Global Semiconductor Value Chain”, (Semiconductor Industry
Association, May 2016).
24 “DHL Semiconductor Logistics”, (DHL, 2021).
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results in significantly less industry concentration than in the fabrication and equipment stages, as well as a
dependence on Taiwan for fabrication.

Despite lower barriers to entry, fabless design companies must coordinate closely with foundries to ensure
the design fits the production process, and they are reliant on providers of IP—often other semiconductor
companies which have developed key pieces of technology—and electronic design automation (EDA)
software that enables the design process. These upstream and downstream stages are highly concentrated,
with essential IP and EDA providers headquartered primarily in the United States—though with major
portions of their workforce located outside the United States.

Industry Structure

The structure of companies engaged in semiconductor design varies greatly depending on the types of
semiconductors in question. The three primary types of integrated circuit semiconductors covered by this
report—logic, memory, and analog—are reviewed here. For 2020, logic semiconductors were about 42
percent of the market,?> memory about 26 percent,? analog about 14 percent, with the remainder of the
market comprised of non-integrated-circuit semiconductors: discrete, optoelectronic, and sensor devices.

Logic chips, which are the building blocks of computing, comprise the largest category of semiconductors
(according to the SIA, logic chips account for 42 percent of industry revenues).?’ In this category of
semiconductors, market concentration and the number of design companies is highly dependent on the
particular chip type. The markets for personal computer central processing units (CPUs), dedicated graphics
processing units (GPUs), and field programmable gate arrays (FPGAs) are all essentially duopolies, while
there is significantly more competition in the supplier base for application-specific integrated circuits (ASICs)
and for mobile device processors based on ARM Ltd.’s (Arm) architecture. CPUs are the central processors
for computers, GPUs are the processors for video rendering, FPGAs are designed to be configured by a
customer or a designer after manufacturing, and ASICs are custom chips made for a particular use.

The United States is a world leader in semiconductor design, with many companies taking advantage of the
lower capital expenditures enabled by outsourcing their manufacturing or locating their facilities outside of
the United States. Essentially all personal computer CPUs are designed by U.S.-based companies Intel and
AMD, though AMD relies on contract manufacturing.?® These same companies may soon dominate the
FPGA category, as AMD announced in October 2020 plans to acquire market leader Xilinx in a transaction
valued at $35 billion. Should the acquisition clear all regulatory hurdles, AMD-Xilinx and Intel would
account for approximately 85 percent of global FPGA sales. Other U.S.-based suppliers Microchip
Technology, Lattice Semiconductor, and Achronix Semiconductor constitute much of the remaining portion
of the FPGA market. AMD also provides a major share of the world’s dedicated GPUs, along with market
leading U.S.-based NVIDIA.
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28 Additionally, Apple’s M-series processors, launched in late 2020, move Apple processors from Intel-based

architecture to ARM-based architecture. These processors are designed by Apple and manufactured by TSMC.
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Integrated Circuit Market Share Leaders, 2020
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There is significantly more competition in the ASICs supplier base with high demand for processors based on
the ARM architecture for mobile devices. Chipmakers such as Samsung compete in the market for ASICs
and mobile processors alongside fabless companies including U.S.-based Qualcomm and Broadcom as well as
U.S. technology companies such as Apple, Alphabet, Amazon, and dozens of others that design some of their
own chips. Apart from Intel and Microchip, most suppliers of CPUs, GPUs, FPGAs, and ASICs are fabless,
relying on foundries for chip manufacturing.

Memory chips, which, according to SIA, account for 26 percent of industry revenues, are used for storing
information needed for computing.?” The memory category is commoditized and dependent on production
volume and economies of scale, and memory is generally produced by IDMs. Korea-based Samsung and SK
hynix lead the dynamic random-access memory (DRAM segment along with U.S.-based Micron which holds
about 23 percent of share. However, the market share leaders are developing advanced packaging technology
(i.e., chip stacking) and other IP for leading edge products.’® These three companies accounted for 95
percent of the $70 billion global market in 2020.3!

Flash memory (NAND) production is not quite as concentrated, with six companies accounting for an
estimated 99 percent of the $47 billion global market in 2020. Samsung is again a market leader, with slightly
over one-third of the NAND market share, followed by Japan-based Kioxia (formerly Toshiba) (20 percent
share), U.S.-based Western Digital (14 percent share), Korea-based SK hynix (12 percent share), U.S.-based
Micron (11 percent share), and U.S.-based Intel (9 percent share).’2 The NAND segment appears poised for
further consolidation, as Intel—with NAND revenue similar to that of Micron—announced in October 2020
that it plans to sell most of its NAND memory business to SK hynix. This sale would propel the combined
company into the second place in NAND market share. There are also reports suggesting Western Digital
and Micron may be pursuing an acquisition of Kioxia.3 In addition, China-based Yangtze Memory
Technologies (YMTC), formed in 2016, is focused on rapid expansion and has received an estimated $24
billion in subsidies from Chinese government sources. The company may have the capacity to produce as

2 Varas et al. “Strengthening The Global Semiconductor Supply Chain In An Uncertain Era”
30 See section on “Advanced Packaging”.
3L Avril Wu, “DRAM Revenue for 4Q20 Undergoes Modest 1.1% Increase QoQ in Light of Continued Rising
Shipment and Falling Prices, Says TrendForce”, (TrendForce, March 4 2021).
32“NAND Flash Memory Market — Growth, Trends, COVID-19 Impact, and Forecasts (2021-2026)”, (Mordor
Intelligence, n.d.).
33¢“SK hynix to Acquire Intel NAND Memory Business”, (Intel, October 19 2020); Jacky Wong, “Kioxia Is a Must-
Have for Both Western Digital and Micron”, (The Wall Street Journal, April 1 2021).
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many as 200,000 wafers per month by 2022, over twice Intel’s current NAND production capacity,
representing a potential low-cost threat to U.S.-based memory companies.?

Compared to memory chips, analog integrated circuit chips are less commoditized and are generally less
reliant on using cutting edge manufacturing nodes. Specialized experience with the systems and end uses are
a significant driver of value in analog chip production, allowing for less market concentration as companies
can retain competitive advantages by specializing within the analog sector. The 10 largest analog integrated
circuit suppliers accounted for 62 percent of the $56 billion market in 2020, with only Texas Instruments
exceeding 10 percent market share.35 Many of the leading analog semiconductor companies operate as “fab-
lite” producers, manufacturing some of the chips they design but outsourcing a significant portion as well.

Discrete, optoelectronic and sensors, the non-integrated circuit semiconductors, comprised $79 billion in
sales in 2020, nearly 18 percent of the total semiconductor market ($440 billion).3¢ Most of the
semiconductors in this category are mature node technology chips, often only worth pennies each. This
market is highly fragmented, with numerous manufacturers. Non-integrated circuit semiconductors include
ABB Ltd., (Sweden/Switzerland), Infineon Technologies (Germany), STM Microelectronics (Italy/France),
Toshiba (Japan), and U.S. companies Diodes Inc., Vishay Intertechnology, Qorvo, dPix, and Cree. Key
driving technologies (and exceptions to mature node technology) for non-integrated semiconductors are
innovations in power management and miniaturization, especially for discrete power semiconductors, with
autos, especially electronic vehicles as a key end-use.?” The U.S.-led R&D of gallium nitride (GaN), silicon
carbide (SiC) and other compound semiconductor substrates is a key development for a variety of
applications, including those for national security in power management and distribution, high-frequency
power amplification, and optoelectronics (also exceptions to mature node technology). Flat panel display
semiconductors are also in this category.

Process Steps

The semiconductor design process itself contains several steps, often performed iteratively to reach a final
design that best meets the end requirements. Basic process steps include specification, system level or
architecture design, logic design, physical design, and verification/validation. These stages ate briefly
reviewed below.

e Specification: This step lays out the set of requirements for the chip necessary to fulfill its end uses. This
involves translating user requirements to the chip’s performance, meaning that having a deep
understanding of the customer’s needs provides an advantage to the designer. Proximity and access to
the customers can thus be meaningful to semiconductor design operation.

e System level design: This step involves breaking out the basic semiconductor architecture. In many
cases, the design can be created using pre-defined inputs that have already been specified and validated,
either from past use within the company or licensed from another company. Known simply as IP or IP
cores, the re-use of past designs in modular form allows for faster development of new features and
decreased costs because the IP does not have to be re-developed for every new chip.

e Logic design and physical design: These steps are typically carried out using EDA software, which maps
the register transfer level code to physical representations of the electronic components that will be
manufactured on the chip.

e Verification and validation: This step, which is carried iteratively and in parallel to other design steps,
involves testing the design. At this stage, the design is simulated via a “test bench,” which is a virtual

34 Alan Patterson, “China’s YMTC is Poised to Lead in NAND Flash Technology”, (EET Asia, November 11 2020).
3 “Texas Instruments Remains World’s Top Analog IC Supplier”, (EPSNews, March 29 2020).
36 “The Worldwide Semiconductor Market was up 6.8 percent in 2020, and is expected to show a double digit
growth of 10.9 percent in 20217, (World Semiconductor Trade Statistics, March 17 2021).
37 “Global Discrete Semiconductor Market - Growth, Trends, Covid-19 Impact, And Forecasts (2021 - 2026)”,
(Mordor Intelligence, 2020).
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model of the chip and ensures it operates as expected. Verification can generate massive amounts of test
data and take significant amounts of time, accounting for as much as half of the time to design a chip.3

For national security, the semiconductor technologies must also be qualified for use over the military
temperature ranges (extended range) and harsh environments, including technology characterization for use
in radiation environments when appropriate. Also, a more stringent and independent parts verification and
validation is required. Semiconductors for automotive applications must likewise meet stringent durability
and testing requirements to withstand harsh environmental conditions (e.g., extreme cold, heat and
humidity). They must handle exposure to vibrations and shocks throughout the vehicle’s entire expected
lifespan of 10 to 20 years and exhibit a much lower failure rate in testing than semiconductors for consumer
product applications to ensure they meet vehicle safety requirements. These requirements are expected to
increase and be more stringent as vehicles become more autonomous and incorporate an increasing amount
of light detection and ranging (LiIDAR), sonar, radar, vision systems, and navigation and recognition
technologies.

Semiconductor Design: Resilience
Resilience: Intellectual Property

As noted above, the re-use of past designs—known as IP, IP cores, or IP blocks—from either within the
design organization or licensed from another company—is a major factor enabling the rapid development of
new chips. Representing an estimated $5 billion market, these IP blocks represent designs for anything from
minor internal processes to input/output interfaces such as Universal Serial Bus (USB) and Ethernet
controllers, to full microprocessor instruction set architectures (ISAs).? IP is typically licensed for an up-
front fee, but may also include sales-based royalties.

Recent years have seen increased market share in IP licensing from EDA providers as they expand to provide
more complete design solutions and integration of IP cores into design software. In this context, the IP that
is licensed includes patents, trademarks, industrial designs, copyrights, and trade secrets. In addition to
ongoing growth in leading EDA providers U.S.-based Synopsys and Cadence as well as U.S.-based but
German-owned Mentor Graphics, Samsung announced in May 2019 that it would license its semiconductor
design IP through EDA provider Silvaco, boosting the U.S.-based company’s integrated design offerings.
This move highlights the value to foundries in enabling chip designers to design for their processes; with
built-in foundry IP in the design, the cost of changing manufacturers serves to lock-in design customers.

The IP core sector historically has been led by companies headquartered in the United States and United
Kingdom, with Arm Ltd. (U.K.) topping the list, along with EDA providers Synopsys and Cadence.*0 While
headquartered in the United States and U.K., these companies have global workforces; over two-thirds of the
employees of Synopsys, for example, were located outside of the United States in 2020.4' Arm provides the
IP that supports most of the world’s mobile device processors, with hundreds of licensees representing over

38 Aaron Aboagye, Mark Patel, and Nitin Vig. “Standing up to the semiconductor verification challenge”,
(McKinsey, Autumn 2014).
% Jim Turley, “IP Market Large, Growing, and Strange Apart from One Big Winner, Fortunes are Decidedly
Mixed”, (Electronic Engineering, September 25 2019).
40 An additional area is the ongoing development of the RISC-V open standard ISA, which provides IP open source
and license-free, is a relatively new phenomenon in the microprocessor IP licensing area. Initially developed at the
University of California, Berkeley in 2010 with funding from Intel, Microsoft and others, the RISC-V IP is owned
and maintained by the non-profit RISC-V Foundation, founded in the United States in 2015. In December 2018, the
foundation announced intentions to re-incorporate in Switzerland, in part to “alleviate uncertainty” surrounding
export restrictions from the United States and the goal of “calming concerns of political disruption to the open
collaboration model.” To date, RISC-V IP has not made significant inroads on the microprocessor-enabling ISA
space dominated by Intel and Arm. As the RISC-V Foundation states, it does not represent “a great new chip
technology,” but rather is attractive to many because it is a common and open standard. See: “History of RISC-V”,
(RISC-V, 2021).
1 Synopsys Inc, “Form 10-K”, (U.S. Securities and Exchange Commission, October 31 2020).
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150 billion chips sold.*> Arm, which does not produce semiconductors and is currently owned by Japan-
based Softbank, is in the process of being acquired by U.S.-based fabless design firm NVIDIA, raising
concerns among competing semiconductor designers as well as investigations by several governments’
antitrust regulators over continued access to essential IP.43 In addition, in April 2021, the U.K. government
initiated a national-security review of the proposed acquisition.*

Over the past several years, China has taken steps to increase its access to and control of semiconductor IP.
In 2017, Canyon Bridge Capital Partners, a private equity fund with Chinese government ownership,
purchased U.K.-based Imagination Technologies, estimated to be the fifth largest provider of semiconductor
IP. In 2018, Arm China was formed as a 51 percent Chinese-owned joint venture with U.K.-based Arm
Holdings.*> Greater Chinese control over semiconductor IP may present a risk to U.S. industry by limiting
the IP available to U.S. companies.

Resilience: Electronic Design Automation

The use of EDA software that automates the layout of circuits in an electronic representation has become a
critical input to the semiconductor design process as chips contain billions of transistors. The market for
EDA tools historically represents about two percent of the overall semiconductor market, but has taken on
increasing importance as shrinking semiconductor technology nodes drive design costs higher.*¢ EDA
provider Synopsys, for instance, estimated in 2019 that the cost to design a 5 nanometer (nm) chip would be
twice that to design a 7 nm chip.¥’ According to IBS, the cost of designing a 7 nm chip is $297.8 million
while that for a 5 nm chip is $542.2 million.*8

Since the mid-1990s, the EDA market has been dominated by three U.S.-based companies: Synopsys,
Cadence, and Mentor Graphics (purchased by Germany-based Siemens in 2017). This dominance stems at
least in part from a combination of the market leaders’ ability to purchase and incorporate smaller EDA
providers, the high costs to designers of switching EDA providers, and EDA companies’ relationships with
foundries, which often provide preferential access to process-specific design “kits” for new manufacturing
processes in order to enable the EDA vendor to develop process-specific design flows. This level of
integration highlights the importance of access to IP for semiconductor producers.

As the use of integrated circuit chips has become more ubiquitous and the value to end users of specially-
designed chips has grown, EDA tools have enabled a broadening set of companies to enter the
semiconductor design space, such as users of semiconductors called “systems” companies, including Apple,
Alphabet (the parent company of Google), and Amazon. These companies are empowered by the research,
development, and IP incorporated into EDA tools to design chips that best meet their specific requirements.

13

The growing importance of chip design to downstream technology “systems” companies is reflected in
industrial process giant Siemens’ purchase of Mentor Graphics in 2017. The increased use of
microelectronics throughout semiconductor end users’ systems and the resulting increase in system design
complexity provide avenues to expand the use of EDA to produce improved integration between

semiconductors and end use systems.

42 Dean Takahashi, “Simon Segars interview — Arm’s CEO on competitive threats, custom instructions, and a far-
off IPO”, (VentureBeat, October 14 2019).
43 David McLaughlin, Ian King, and Dina Bass, “Google, Microsoft, Qualcomm Protest Nvidia’s Acquisition of
Arm Ltd”, (Bloomberg, February 12 2021).
44 Stu Woo and Eric Sylvers, “Nvidia’s $40 Billion Deal for Arm Faces U.K. National-Security Probe”, (The Wall
Street Journal, April 19 2021).
45 “Establishment of Joint Venture for China Business at Subsidiary Arm”, (SoftBank Group, June 5 2018).
46 Wally Rhines, “Chapter 7 — Competitive Dynamics in the Electronic Design Automation Industry”,
(SemiWiki.com, August 23 2019).
47 “Synopsys Investor Day”, (Synopsys, April 2 2019).
8 Mark Lapedus, “Big Trouble at 3nm”, (Semiconductor Engineering, June 21 2018).

32



Resilience: Workforce

The U.S. semiconductor supply chain is heavily dependent on a high-skilled workforce. The size of the
design-specitic workforce is difficult to gauge, as design is carried out by IDMs such as Intel, by fabless
semiconductor companies such as NVIDIA (which reports 7,500 U.S.-based employees), and by companies
that are not strictly part of the semiconductor industry, such as Alphabet, Cisco, and Tesla. The EDA sector
upon which design companies rely employs tens of thousands of additional workers; Synopsys alone employs
more than 5,000 workers in the Americas, 80 percent of whom are engineers.49 Further, the entire industry
is supported by R&D carried out at universities across the United States with thousands of researchers
contributing, and an estimated 250,000 students enrolled in semiconductor-related graduate programs.>

The ability of the United States to attract and retain talented workers to American universities and companies
underpins the long-term competitiveness of the U.S. semiconductor industry. Since 1990, the number of
American students enrolled in semiconductor related graduate programs has remained the same while that for
international students has tripled over the same period. According to data from 2016-2017, about two-thirds
of graduate students in electrical engineering and computer science are international students.>!

Semiconductor Design: Risks

The key design-specific risks are reviewed briefly below. Because semiconductor design affects every
subsequent step in the manufacturing process, the risks reviewed below are largely applicable to the
downstream process steps as well.

e Need for High R&D Expenditures: U.S. design companies typically invest major portions of their
revenue in R&D; six of the seven leading companies in R&D intensity in 2019 were U.S.-based.”? As
design costs at the cutting edge continue to rise, the ability of design companies to continue to invest is
dependent on sales growth, which has grown increasingly dependent on sales outside the U.S. and in
China in particular.

e Skilled Workers: With international students making up an increasing majority of enrollment in U.S.
semiconductor-related graduate programs, limits to the ability of foreign-born workers to remain and
work in the United States and continued low levels of enrollment of U.S.-born workers present ongoing
and long-term risks. In addition, although U.S. universities are consistently graduating more engineering
and computer science students each year, the industry faces significant challenges in recruiting and
retaining these graduates. Students in related programs are often more conversant in and drawn to
software development opportunities than hardware. Companies serving defense needs face additional
challenges in that they are unable to compete with the compensation packages common in commercial
industry.

e Access to Foundries: Semiconductor design companies are enabled by EDA and IP companies, which
in turn are enabled by access to and cooperation with fabrication facilities and downstream systems. As
systems become increasingly connected and complex, cooperation between companies and access across
the levels of the supply chain will continue to rise in importance. The increasing concentration of
foundries in East Asia (discussed in the “fabrication” segment below) and the resulting potential for
decreased access to and cooperation with manufacturers presents a risk to the continued ability of U.S.
semiconductor design companies to lead the world in innovation.

In summary, the U.S. semiconductor design ecosystem is robust and world-leading, but depends on limited
sources of IP, labor, and manufacturing that are essential to bring products to market. The needed IP cores

49 Synopsys Inc, “Form 10-K”
%0 Will Hunt and Remco Zwetsloot, “The Chipmakers: U.S. Strengths and Priorities for the High-End
Semiconductor Workforce”, (Center for Security and Emerging Technology, September 2020).
51 Will Hunt and Remco Zwetsloot, “The Chipmakers: U.S. Strengths and Priorities for the High-End Semiconductor
Workforce”
52 Stephen Ezell, “Moore’s Law Under Attack: The Impact of China’s Policies on Global Semiconductor
Innovation”, (Information Technology & Innovation Foundation, February 18 2021).
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and EDA tools are available from U.S.-based companies, but these sectors are highly concentrated. The
United States remains an attractive place for skilled engineers and other highly skilled workers, but the
semiconductor design sector faces a shortage of skilled workers and is increasingly dependent on foreign-
born labor as well as design teams based outside the United States. Restrictions on the ability of U.S.
companies to recruit foreign-born workers or in universities to attract foreign-born students could have long-
term impacts on the U.S. semiconductor design sector, as would a failure to increase the relevant educational
and training opportunities for U.S.-born students. Furthermore, the U.S. fabless design sector is dependent
on contract foundries, which are primarily located in Fast Asia, to manufacture their products and on sales to
customers outside of the United States, particularly in China.

SEMICONDUCTOR FABRICATION
Semiconductor Fabrication: Overview

This section addresses the next step in the supply chain in which semiconductor designs are fabricated into
component part types, such as logic, memory, or analog devices. During this process, semiconductor
fabrication facilities (fabs) or foundries (also called pure-play foundries), make disc-shaped wafers (typically
cut from an ingot of silicon) into individual chips (each the size of a fingernail). This is a complex and highly
specialized capability that requires exact precision—there is no room for error in the processing steps of
wafer fabrication. A semiconductor manufacturing plant involves thousands of process machines, lasers,
ultra-precision optics, and advanced robotics. The fabrication process is one of the most advanced in the
world, involving cutting-edge techniques and equipment, operating at subatomic-level precision. This stage
of the semiconductor supply chain accounts for about 24 percent of the value added to the chip.5

Industry Structure

There are two basic industry models for fabs. The first are fabs operated by vertically integrated
semiconductor companies or IDMs that perform all of the steps in the semiconductor manufacturing
process—from design to final testing. IDMs account for about two-thirds of global semiconductor
production capacity.> The majority of IDMs produce memory chips such as DRAMs, as well as discrete
analog devices, although Intel, a leading U.S.-based IDM, produces primarily logic devices. In addition to
Intel, the United States has several leading IDMs, including Analog Devices, Maxim Integrated Products,
Microchip Technology, Micron, ON Semiconductor, and Texas Instruments. It is important to note that,
while headquartered in the United States, these companies undertake semiconductor manufacturing in
facilities across the world. Intel, for example, operates fabs in Israel, Ireland, and China in addition to the
United States, while South Korean-based Samsung and other foreign-headquartered firms produce chips in
the United States in addition to their international facilities. SIA reports that 44 percent of U.S.-based
semiconductor companies’ production capacity is located in the United States.’> Overall, U.S.-based IDMs
accounted for 51 percent of global IDM revenues in 2020, and the United States is especially strong in logic
and analog chips.

Many U.S. leaders in semiconductors, such as AMD, Broadcom, NVIDIA, Qualcomm, and Xilinx, operate
with a “fabless” business model, in which companies provide their designs to a separate company that
specializes in contract manufacturing of semiconductors. These third-party foundries are categorized as
“pure-play semiconductor foundries” because they do not design or sell any chips of their own, but act as
contract manufacturers for fabless semiconductor firms (and sometimes provide additional capacity or
otherwise produce certain chips for IDMs). Some IDMs, notably Samsung, also provide foundry services for
fabless companies.

The fabless/foundry business model has become increasingly prevalent as the costs of building and
maintaining a state-of-the-art semiconductor manufacturing facility has skyrocketed. Continued advances in
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chip-making technology require entirely new, increasingly costly fabrication equipment. The cost of a state-
of-the-art fab (at the 5 nm process node) is at least $12 billion.>¢ One extreme ultraviolet (EUV) lithography
tool (necessary for manufacturing at or below 5 nm and also often used at 7 nm) alone can cost in the range
of $150 million, and many types of equipment are needed in a single fab. One estimate is that the investment
that will be required for the next generation fab (that will operate at the 3 nm node) might exceed $20
billion.’” Moreover, once a new fab is established, operational costs are significant, and ongoing expensive
capital investment is required to keep operating at state-of-the-art production nodes. Pure-play foundries
benefit from economies of scale, which allow them to absorb the enormous costs of maintaining a
semiconductor plant at the cutting edge of technology demanded by chip designers at efficient capacity
utilization rates. According to SIA, pure-play foundties account for about one third of global chip
production capacity, but nearly 80 percent of production capacity for logic chips.’® Taiwan Semiconductor
Manufacturing Company (TSMC) was the world’s first pure-play semiconductor foundry, founded in 1987,
and dominates the market today.

The contract foundry market is dominated by Taiwan-based companies, with TSMC alone accounting for 53
percent of the market share of the foundry market. In total, Taiwan-based companies account for 63 percent
of the market share. South Korea has 18 percent and China six percent. U.S.-headquartered, Abu Dhabi-
owned foundry GlobalFoundries has seven percent share, making up more than half of the remaining 13
percent share of the foundry market.>

While the U.S. share of IDM chip market is significant, it has only a 10 percent share of global foundry
revenue; foundries in Asia account for an 80 percent share.®0 Taiwan alone accounted for 73 percent of
global foundry business.S! This means that, as noted above, while the U.S. is a leader in semiconductor
design, domestic fabless firms are heavily dependent on foreign firms, mainly in Asia, for manufacturing.
While this foundry business model is suited to high volume commercial applications, many defense-related
applications are low volume, making access to advanced semiconductor manufacturing technologies
challenging.

Process Steps

The diagram below is a simplified representation of the complex semiconductor fabrication process. Starting
with a set of photomasks imprinted with the chip design, and a prepared clean wafer, chip fabrication steps
are performed. The steps include:

e lithography (a process used to create circuit patterns of the wafer);

e ctching (removing materials from the wafer);

e doping (adding elemental impurities to modulate the electrical properties of the wafer);

e deposition (process for creating layers of insulating and conducting materials used to build a
semiconductor device); and

e polishing or chemical mechanical planarization (a process for removing excess materials and creating a
smooth surface on each layer).

The wafer will go through these processes multiple times; the entire process is automated and takes place in a
sealed clean room. Fabrication of an advanced semiconductor device (at the 10 nm or below node) can take
up to 15 weeks, with 11-13 weeks being the industry average. After the front-end processes in which the

%6 Willy Shih, “TSMC’s Announcement of A New U.S. Semiconductor Fab Is Big News”, (Forbes, May 15 2020).
57 Matt Hamblen, “TSMC starts building 3nm plant in Taiwan worth $20B”, (Fierce Electronics, November 4 2019).
%8 “Supply Chain Briefing to the U.S. Department of Commerce”
% “Foundry Revenue Projected to Reach Historical High of US$94.6 Billion in 2021 Thanks to High SG/HPC/End-
Device Demand, Says TrendForce”, (TrendForce, April 15 2021).
80¢2020 State of The U.S. Semiconductor Industry”
b1 «Semiconductors: U.S. Industry, Global Competition, and Federal Policy”, (Congressional Research Service,
October 26 2020).
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design is transferred onto the wafer, the wafer is tested, polished, and diced into individual chips. The
number of chips yielded varies; a 300 mm wafer might produce 600 or more individual chips.
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Semiconductor fabrication facilities require a substantial acreage and utility infrastructure — including access to
ultrapure gases, dry air and nitrogen, ultrapure water, exhaust systems, and high-quality reliable electrical
power. A large wafer fab can consume as much as 100 megawatts of power, making it more energy intensive
than many automotive plants and oil refineries, and can use as much water as a small city. The water used in
the fab undergoes an energy-intensive purification process in which all organic and inorganic contaminants
are removed. The filtering and treatment process uses pumps, motors, drives and other infrastructure that
moves the ultrapure water in and around the facility and wastewater out. Power outages and voltage
irregularities can damage highly sensitive equipment, so reliability of the power supply is critical. Electricity
can account for up to 30 percent of a wafer fab’s operating costs. Savings through improved energy
efficiency can help cut costs while reducing environmental impacts and improving sustainability.®3

Semiconductor Fabrication: Current Resilience

The vast majority of semiconductor manufacturing — by IDMs and pure-play foundries — takes place in (in
order): Taiwan, South Korea, Japan, China, and the United States. U.S.-installed semiconductor production

62 SIA, https://www.semiconductors.org/wp-content/uploads/2021/04/SIA-BCG-Report_Strengthening-the-Global-
Semiconductor-Supply-Chain_April-2021.pdf) (last accessed May 26, 2021).
8 “Innovative Power Solutions for Semiconductor Fabrication Efficiency”, (SchneiderElectric, 2018).
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capacity® accounts for approximately 12 percent of the global total, down from 37 percent in 1990.> In
2019, Taitwan accounted for 20 percent of global installed capacity, followed closely by South Korea with 19
percent. Japan accounted for 17 percent, China for 16 percent of capacity; and Europe nine percent. The
remaining six percent of capacity is in Singapore, Israel, and the rest of the world.6¢

U.S. Semiconductor Manufacturing Capacity as a Percent of Global Capacity

1990-2021 and 2030 Forecast
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Source: SEMI, VLSI and BCGY7

Of the 40 major semiconductor fabs located in the United States, half (20) produce using 300 mm (12 inch)
wafers, which is the modern standard; the others produce using 200 mm (8 inch) wafers or below. Between
2009 and 2018, more than one hundred 150-200 mm fabs closed worldwide with 70 percent of the closure
locations in the United States and Japan. According to IC Insights, many% of the fabs had been used for
decades and had outlived their useful purpose. In some cases, they were replaced by more cost efficient or
upgraded facilities. In other cases, the cost of fab ownership was too great, and the company moved to fab-
lite or fabless business model.t?

Six companies operate the twenty 300 mm fabs, and atre located in eight U.S. states, as detailed in the
following table. All but Skorpios also operate fabs overseas. As noted above, Intel has semiconductor
production operations in Israel, Ireland, and China. Micron has fabs in Singapore, Japan, and Taiwan in
addition to its U.S. facilities, while Texas Instruments has production in China, Malaysia, Taiwan, and the
Philippines in addition to Texas. GlobalFoundries, the leading U.S. pure-play foundry, is owned by the
Emirate of Abu Dhabi via sovereign wealth fund Mubadala and also has fabs in Germany and Singapore. In
2019, the company scrapped plans to open a fab in Chengdu, China.

Company # of Fabs Location Products

GlobalFoundries 2 Malta, NY Foundry

64 Maximum output that can be produced, see: Varas et al. “Strengthening The Global Semiconductor Supply Chain
In An Uncertain Era”
% Varas et al. “Strengthening The Global Semiconductor Supply Chain In An Uncertain Era”
% Varas et al. “Strengthening The Global Semiconductor Supply Chain In An Uncertain Era”
67 Varas et al. “Government Incentives and U.S. Competitiveness in Semiconductor Manufacturing”, (Boston
Consulting Group and Semiconductor Industry Association, September 2020).
88100 IC Wafer Fabs Closed or Repurposed Since 2009”, (IC Insights, March 26 2020).
89100 IC Wafer Fabs Closed or Repurposed Since 2009”, (IC Insights, March 26 2020).
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Company # of Fabs Location Products
GlobalFoundries 1 East Fishkill, NY70 Foundry

Intel 2 Chandler, AZ IDM/Logic
Intel 4 Hillsboro, OR IDM/Logic
Intel 2 Albuquerque, NM IDM/Logic
Micron 1 Boise, ID R&D/Pilot
Micron 1 Lehi, UT IDM/Memory
Micron 2 Manassas, VA IDM/DRAM
Samsung 2 Austin, TX IDM/Foundry
Skorpios 1 Austin, TX Pilot Fab
Texas Instruments 1 Richardson, TX IDM/Analog
Texas Instruments 1 Dallas, TX IDM/Analog

Source: Congressional Research Service.”!

While U.S. chip production capacity has been relatively stable, capacity and production are growing outside of
the United States, particularly in Asia. As a result, SIA predicts that, by 2030, the U.S. share of
semiconductor production capacity will fall to 10 percent, while the Asian share will grow to 83 percent. In
2019, of six new semiconductor production facilities in the world, none were in the United States, while four
were in China.

As noted in the discussion of the “design” segment, this report covers three primary types of chips: memory,
logic, and analog. As can be seen in the diagram below, different regions of the world specialize in different
sectors. For example, the United States produces only five percent of memory chips, while South Korea
accounts for 44 percent, and China 14 percent.’? In the memory segment, as noted above, China has focused
on rapid expansion of YMTC, providing the company with $24 billion in subsidies allocated just for its
Wuhan factory.” The company’s expansion and low-price offerings presents a direct threat to U.S. memory
chip makers Micron and Western Digital.

In the logic chip segment (e.g., computer and cell phone microprocessors), the United States produces none
of the leading edge (under 10 nm) chips while Taiwan accounts for 92 percent. At other logic chip nodes, the
United States is stronger: it produces 43 percent of advanced (10-22 nm) logic chips, and the six to nine
percent of prior generation (28 nm and above) logic chips while Taiwan between 31 and 47 percent and
China between 19 and 23 petrcent. Finally, the United States produces 19 petrcent of analog/discrete chips
while China 17 percent and South Korea 27 percent.™

0 This facility has been acquired by ON Semiconductor for $430 million; ON Semiconductor will gain full
operational control of the East Fishkill fab at the end of 2022.
"L Congressional Research Service. “Semiconductors: U.S. Industry, Global Competition, and Federal Policy”.
October 26 2020, p.22 https://crsreports.congress.gov/product/pdf/R/R46581 (last accessed May 26, 2021).
2 Varas et al. “Strengthening The Global Semiconductor Supply Chain In An Uncertain Era”.
73 Stephen Ezell, “Moore’s Law Under Attack: The Impact of China’s Policies on Global Semiconductor
Innovation”
" Varas et al. “Strengthening The Global Semiconductor Supply Chain In An Uncertain Era”
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Breakdown of the global wafer fabrication capacity by region, 2019 (%) | |

Momery 5%  14% "% 44% 20% 4 33%
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Semiconductor Fabrication: Risks

The key fabrication-specific risks are reviewed briefly below.

Lack of U.S. Production Capability at the Most Advanced Technology Levels: The United States
lacks semiconductor production capability at the most advanced semiconductor process node—currently
5 nm—at which only TSMC (Taiwan) and Samsung (South Korea) currently operate. The most
advanced fabs in the United States are 10 nm’ operated by Intel, which does not expect to enter full 7
nm production until 2023 and announced in January 2021 that it will be using TSMC’s “enhanced” 7 nm
or less production line for its latest graphics chip.’ As a result, U.S. fabless chip companies now rely
almost exclusively on Asian producers (especially TSMC) for production of the most advanced (7 nm or
less) chips. These are used in emerging industries, such as electrification, 5G, and Internet of things
(IoT). Much of TSMC’s 5 nm (and in the future, 3 nm) production will be devoted to meeting the needs
of companies such as Apple for utilization in mobile communications devices. In addition to supply
chain risks due to the geographic concentration of production, the lack of domestic capability at the most
advanced technology also raises concerns for national secutrity, as secure access to state-of-the-art
technology is needed to provide technical superiority for some military applications.

Dependence on Geographically Concentrated Foreign Production for Mature Chips: In addition
to foreign reliance for leading edge chips, as reviewed above, the United States relies on sources
concentrated in Taiwan, South Korea, and China to meet demand for various non-leading edge memory
and logic chips that are used widely in myriad consumer and industrial applications. This impacts the
U.S.’s ability to supply various sectors critical to its current and future national security and critical
infrastructure needs. Trailing edge logic chips are used in many military and critical infrastructure
applications, which can have significantly longer lifespans than consumer applications.

Dependence on China for Sales Revenue: Due to China’s dominance in the electronics assembly
space, U.S. chipmakers are also heavily dependent on sales to China. China is the largest market for
semiconductors, most of which are then re-exported when contained in end products, including
consumer electronics and appliances. According to The Economist in 2018, for example, mobile phone
chip provider Qualcomm generated two-thirds of its revenue from China, and memory maker Micron

5 Some experts indicate that Intel’s 10 nm process is roughly equivalent to TSMC and Samsung’s 7 nm process;
Daniel Nenni, “SEMICON West Intel 10nm and GF 7nm Update”, (SemiWiki.com, July 18 2018).
76 “Intel plans to tap TSMC's 7 nanometer process for 'DG2' graphics chip”, (DeccanHerald, January 12 2021).
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generated 57 percent of its revenue from the country.” Intel reported in 2020 that China accounted for
26 percent of its revenue. Heavy reliance on sales to China provides the Chinese Government with
economic leverage and the potential to retaliate against the United States.

China’s Aspirations to Lead the Semiconductor Industry: China’s share of the global semiconductor
industry is relatively small and its companies produce mostly low-end chips. China’s most advanced pure-
play foundry, Semiconductor Manufacturing International Corporation (SMIC), can only produce at the
14 nm node, with limited capacity. However, the country is in the middle of major state-led effort to
develop an indigenous, vertically integrated industry that leads in all segments by 2030. China’s share of
semiconductor wafer capacity stood at 16 percent in 2019, but is expected to grow to 28 percent by 2030.
The Chinese Government is devoting $100 billion in subsidies to its semiconductor industry, including
the development of 60 new manufacturing facilities.” As discussed in the discussion of “design”
segment of the supply chain, China has moved aggressively with its subsidies to develop a home-grown
memory chip maker to break its reliance on the world’s three main memory companies: Samsung (South
Korea), SK hynix (South Korea), and Micron (U.S.). U.S. memory firm Micron is a direct competitor
with YMTC and will likely be the first U.S. firm to see its future competitiveness and ability to innovate
threatened as a result of Chinese subsidies funding its competitor.

Workforce Challenges: The domestic semiconductor industry has experienced a “greying” of its
workforce, coupled with difficulties in attracting and retaining younger workers with the necessary skills
(for whom the semiconductor industry competes with other technology companies). Workers in fabs,
such as factory technicians and line workers, account for about 38 percent of the domestic
semiconductor workforce. These workers maintain and operate complex manufacturing equipment; the
positions typically require at least an associate’s degree or skill-specific hands-on training.”

Rising Fab Costs: As semiconductor technologies advance, the cost of building a next generation fab
increases significantly. As noted above, the cost of a fab at the 5 nm node is approximately $12 billion
while that for a fab at the 3 nm node may exceed $20 billion. In order to justify the initial and ongoing
investment for a fab, the average fab utilization is 80 percent.®? This is one reason that the small and
medium sized semiconductor companies are mostly fabless, concentrating on the design and IP for
semiconductors without having to maintain an ongoing fab business.

Unique Challenges of Developing New Manufacturing Knowledge: Production IP, the
manufacturing know-how that is created in the process of translating knowledge into products, is the
critical link between R&D and all downstream economic benefits. A manufacturer that invests in
developing production process IP only captures the benefits associated with that IP and the portion of
the relevant market that they capture. The comparatively massive benefits associated with the IP and the
rest of the market are generally lost forever. In some cases, that same IP gets re-developed by others. In
other cases, that same IP gets stolen. Finally, sometimes the same problem gets solved through a
different path. All three of those results capture some of that lost benefit. While this principle is true
across all of manufacturing, it is much more acute in semiconductors due to the higher independence of
processing technology from end-product application.

In summary, while U.S. production capacity has been stable, the United States lacks sufficient capacity on a
relative basis to produce semiconductors and relies extensively on sources in Taiwan, South Korea, and China
for production. The United States is heavily dependent on a single company—TSMC—for producing its

7 “The semiconductor industry and the power of globalization”, (The Economist, December 1 2018).

8 “Strengthening the U.S. Semiconductor Industrial Base”, (Semiconductor Industry Association, n.d.).

8 “Comments of Semiconductor Industry Association to Request for Information, “Charting a Course for Success:
America's Strategy for STEM Education” 85 Fed. Reg. 55323 (Sept. 4, 2020)”, (Semiconductor Industry
Association, October 19 2020).

8 Falan Yinug, “Chipmakers Are Ramping Up Production to Address Semiconductor Shortage. Here’s Why that
Takes Time”

40



leading edge chips and has significant dependence on China for mature node logic chips. Since
semiconductors are such key components, the fragile supply chain for semiconductors puts virtually every
sector of the economy at risk of disruption. Recent events affecting global supply chains, such as the
COVID-19 pandemic, weather-related events, and the blockage of the Suez Canal demonstrate the
importance of preparedness and supply chain resilience. The lack of domestic production capability also puts
at risk the ability to supply current and future national security and critical infrastructure needs. U.S.
production is also threatened by significant Chinese investments to expand its chip production capability and
a greying of the U.S. workforce.

SEMICONDUCTOR ASSEMBLY, TEST, AND PACKAGING AND ADVANCED PACKAGING

This section reviews the back-end segment of chip production, ATP, as well as the related U.S. supply base,
and discusses the advanced packaging supply chain, including current resilience and risks.

Semiconductor ATP: Overview

In the back-end ATP stage, chips are assembled into finished semiconductor components, tested, and
packaged for incorporation into finished products. The ATP stage occurs under two models: (1) by IDMs
and foundries or (2) by Outsourced Semiconductor Assembly and Test (OSAT) companies that specialize at
the test and assembly business and provide services on contract. While U.S. companies have 28 percent of
the market share of ATP revenues and 43 percent of the market share of IDM ATP revenues (followed by
South Korea, Japan and Europe), as noted below, companies have outsourced ATP production to facilities
outside the United States. Foundries such as TSMC (Taiwan), UMC (Taiwan), SMIC (China), and XMC
(China) have entered the packaging business to increase the manufacturing services they offer to their fabless
customers, especially the advanced packaging of chiplets. TSMC introduced its first advanced packaging
solution in 2012.8" In 2017, there were more than 100 different OSATs in the market.5? There are eight large
OSATSs; most are small- to mid-sized players.

While there are some U.S. OSAT companies (notably Amkor), U.S.-based companies only represent 15
percent of OSAT business (Taiwan leads with 52 percent, followed by China with 21 percent), and Amkor,
while headquartered in the United States, does not have a U.S. production facility.
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Traditionally, ATP has been an automated and lower value business that requires considerable floor space
and employs mostly low-tech workers (this is changing with the introduction of advanced packaging
techniques discussed below). Consequently, this was the first stage of production to be outsourced (starting
in the 1970s), primarily into Southeast Asia. Today, the majority of ATP takes place in China, Taiwan and
Southeast Asia (Singapore, Malaysia, Philippines, and Vietnam). SEMI and Techsearch identified more than
120 OSAT companies and 360 packaging facilities around the world for 2018. Of the 360 facilities, more
than 100 were in China, around 100 in Taiwan, and 43 in Southeast Asia (the other facilities were in Europe

8 Herb Reiter, "TSMC’s Advanced IC Packaging Solutions”, (SemiWiki.com, May 1 2020).
8 Mark Lapedus, "What Next for OSATs”, (Semiconductor Engineering, March 6 2017).
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or the Americas).?> China’s OSAT production is current to the mainstream packaging technologies, but
China is developing advanced packaging technologies.”s*

In addition, with respect to testing, for national security considerations, semiconductor technologies must be
qualified and tested for use over military temperature ranges (extended range), radiation resistance, and harsh
environments. This involves, among other things, single event effects (SEE) testing using heavy-ion
radiation-testing infrastructure. The existing U.S. heavy-ion radiation-testing infrastructure is fragile and
cannot meet current or future SEE testing demand. Customers are already experiencing long wait times and
rising testing prices, and it could easily suffer major strains if even a single major facility closes down
suddenly. “There are fewer than half a dozen accelerator laboratories that can produce ion beams with
sufficient ion species and energies to meet the needs of SEE testing.”8> This impacts availability of testing to
support future space missions among space agencies and industry, including satellites.

Semiconductor ATP: Risk

Today, the United States only has three percent of worldwide semiconductor packaging capacity (this does
not include testing capacity)® mostly provided by IDMs, which often have their ATP facilities outside the
United States. While this has been a historically low-tech component of the supply chain, it is a critical step.
The United States’ dependence on ATP production in Southeast Asia, Taiwan and China exposes the U.S.
supply chain to disruptions.

Semiconductor Advanced Packaging: Overview

While, as noted above, ATP has historically been a low-value component of the supply chain, packaging is
increasingly becoming more advanced. For decades, the semiconductor industry has followed Moore’s Law,
which provides that the number of transistors on a semiconductor doubles roughly every two years. Today,
the power and performance benefits of chip scaling are diminishing at each new node while the cost per
transistor has been increasing. While scaling remains an option, as it becomes more expensive and difficult,
the semiconductor industry is searching for alternatives, including putting chiplets and/or more than one
integrated circuit into one package. This is known as advanced packaging.8” Advanced packaging represents
both an alternative and complementary technology to linewidth shrinks as it offers higher chip density at the
packaging instead of the chip level and allows for integration of different chip functions in a single package.
Advanced packaging also allows for increased use of commercial-off-the-shelf (defense approved) chips for
custom solutions.

Advanced packaging types include chip stacking technologies—especially for memory chips— and embedded
die, fan-out wafer-level packaging and system-in-package (combining chiplets or multiple chips in one
package).88 One approach with logic chips has been to separate standardized IP functions into distinct,
smaller chips, called “chiplets” that are connected via standard interfaces on a single package. A chiplet
functions with other chiplets, so the design must be co-optimized and the silicon cannot be designed in
isolation.®” The Defense Advanced Research Projects Agency (DARPA) and the Department of the Navy as
well as industry participants (AMD, Marvell, and Intel) have had a number of projects exploring this
approach. Advanced packaging has significant value for national security to enable disaggregation of

8 SEMI, "Industry's Only Worldwide OSAT Manufacturing Sites Database Now Tracks 360 Facilities, Expands
Test Site Coverage”, (PR Newswire, November 20 2019).
84 Mark Lapedus, "China Speeds Up Advanced Chip Development”, (Semiconductor Engineering, June 22 2020).
8 «Testing at the Speed of Light”, (The National Academies of Sciences Engineering, and Medicine, 2018).
8 SEMI, “Public Comment 52. SEMI. Kim Ekmark. 04/05/21”, (Regulations.gov, April 5 2021).
87 Mark Lapedus, "Shortages, Challenges Engulf Packaging Supply Chain”, (Semiconductor Engineering, February
18 2021).
8<«Advanced Packaging: A collection of approaches for combining chips into packages, resulting in lower power
and lower cost”, (Semiconductor Engineering, n.d.).
8 TechSearch International, “TechSearch International Quantifies Heterogeneous Integration Market Growth”,
(3DInCities, February 24 2021).
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functional, security, volume, environmental performance, thus allowing customizable device for unique
national security applications.

In 2019, advanced packaging made up 42.6 percent of total semiconductor packaging by value and is
expected to reach nearly half of the total semiconductor packaging market by 2025.%0 This would be a
compound annual growth rate (CAGR) of 6.1 percent from 2014 to 2025, more than doubling advanced
packaging revenue from $20 billion in 2014 to roughly $42 billion in 2025. This is almost triple the expected
growth for the traditional packaging market, estimated at a 2.2 percent CAGR from 2014 to 2025.1

Advanced Packaging: Current Resilience

The top 10 advanced packaging companies include: two IDMs (Intel (U.S.) and Samsung (South Korea)); a
foundry (TSMC (Taiwan)); the top five global OSATs (ASE Group (Taiwan), SPIL (Taiwan), Amkor (U.S.),
Powertech Technology (Taiwan), and JCET (China)) and two smaller OSATs: Nepes Display (South Korea)
and Chipbond (Taiwan)). These 10 companies process approximately three-fourths of all advanced packaged
chips.”

Advanced packaging in the United States is primarily provided by IDMs, including Intel, Texas Instruments,
and Micron.”” One U.S.-based foundry, GlobalFoundries also provides advanced packaging services.”* In
addition, smaller companies, such as Micross, Skywater and Qorvo, provide advanced packaging services to
supply niche defense and industrial needs.%

While China does not currently have strong advanced packaging capabilities, as noted above, it is developing
advanced packaging capabilities in order to compensate for its lack of production of leading-edge
semiconductors.%

In addition, as capabilities and demand for advanced packaging grow, comments submitted in response to the
Federal Register Notice of Inquiry (NOI) note that the United States’ lack of capabilities in advanced
packaging substrates (which are based on printed circuit board technologies) and related supply chains
present vulnerabilities.””7 Suppliers for substrates are based in Asia. Key substrate companies include: Ibiden
(Japan), Nanya (Taiwan), Shinko (Japan), Samsung (South Korea), Unimicron (Taiwan), Shennan Circuits
(China), Zhuhai Yueya (China), and AKM Electronics Industrial (China).?® In addition, printed circuit board

9 Kumar et al., “Webinar: Trends and Challenges in Semiconductor Advanced Packaging”, (Semiconductor
Industry Association, September 29 2020).

91 Santosh Kumar, Favier Shoo, and Vaibhav Trivedi, "Status Of The Advanced Packaging Industry 2020: Market &
Technology Report - July 2020”, (Yole Development, July 2020).

92«Advanced Packaging Current Trends & Challenges”, (Yole Development, 2020).

9 Kumar et al., “Webinar: Trends and Challenges in Semiconductor Advanced Packaging”

% Mark Lapedus, “The Next Advanced Packages”, (Semiconductor Engineering, June 18 2020).

% «Advanced Interconnect Technology”, (Micross, 2021); “Advanced Packaging: Qorvo's Centers of Excellence”,
(Qorvo, 2021); “SkyWater’s Florida Expansion Accelerates Domestic Advanced Packaging Capabilities for
Microelectronics Manufacturing”, (Skywater, n.d.).

% Seunghyuk Choi, Christopher Thomas, and Florian Weig, “Advanced-packaging technologies: The implications
for first movers and fast followers”, (McKinsey, Autumn 2014).

9 Chipletz Inc, “Public Comment 34. Chipletz Inc. Jay Owen. 04/05/21”, (Regulations.gov, April 6 2021); TTM
Technologies, “Public Comment 15. TTM Technologies. Thomas Edman. 04/02/21”, (Regulations.gov, April 6
2021); IPC and USPAE, “Public Comment 91. IPC and USPAE. Chris Mitchell. 04/05/21”, (Regulations.gov, April
6 2021); Calumet Electronics Corporation, “Public Comment 89. Calumet Electronics Corporation. Todd Brassard.
04/05/21”, (Regulations.gov, April 6 2021); Purdue University, “Public Comment 93. Purdue University. Carol
Handwerker. 04/05/21”, (Regulations.gov, April 6 2021); Flextech Alliance, “Public Comment 77. Flextech
Alliance Inc DBA NextFlex. Malcolm Thompson. 04/05/21”, (Regulations.gov, April 6 2021).

% Saif M. Khan, Alexander Mann, and Dahlia Peterson, “The Semiconductor Supply Chain: Assessing National
Competitiveness”, (Center for Security and Emerging Technology, January 2021).



manufacturing has shifted to China, making China a more attractive market for substrate suppliers.”
IPC/U.S. Partnership for Assured Electronics (USPAE) estimates the United States is 20 years behind Asia in
printed circuit board manufacturing technologies necessary for next-generation electronics applications and
30 years behind in the capability to manufacture the printed circuit board manufacturing-like substrates
necessary for advanced microelectronics packaging.!® The U.S. printed circuit board manufacturing industry,
which once accounted for more than 30 percent of total global production, today accounts for less than five
percent. 101

Semiconductor Advanced Packaging: Risks

Key risks pertaining to advanced packaging are reviewed below.

e Chinese Investments in Advanced Packaging Threaten to Upend the Market in the Future:
While China lacks strong advanced packaging capabilities, the Chinese government has made significant
investments in advanced packaging. For the past several years, advanced packaging has been a
technology priority for the Chinese semiconductor industry, with the State Council aiming to have
advanced packaging account for about 30 percent of all packaging revenues earned by Chinese vendors
by 2015.12 In January 2021, SMIC’s newly hired vice chairman said that Chinese companies should
focus on advanced packaging to overcome their weakness in reducing semiconductor linewidth, probably
signaling that SMIC will be aggressively moving into advanced packaging.!®® Stephen Hiebert, senior
director of marketing at U.S. semiconductor packaging equipment company KLA reported in 2018
“...we see strong OSAT investment in China as advanced packaging capacities ramp to match Chinese
front-end fab projects.”104

e Lack of Capabilities in Materials for Advanced Packaging: Advanced packaging substrates, which
are based on printed circuit board technologies, and printed circuit board manufacturing is primarily
based in Asia, with the latter based primarily in China. This creates challenges for companies seeking to
invest in advanced packaging in the United States.

e Defense Needs Alone Are Insufficient to Keep Advanced Packaging Onshore: A handful of U.S.
companies provide advanced packaging solutions for defense needs, which comprise a small share of the
market. As advanced packaging capabilities continue to grow outside the U.S., they will soon overwhelm
the volume of defense needs and market forces will draw leading-edge capabilities offshore. Ultimately,
volume drives both innovation and operational learning; in the absence of the commercial volume, the
United States will not be able to keep up either with the technology, in terms of quality, cost, or
workforce.

In summary, the United States relies on foreign sources concentrated in Asia for back-end ATP capabilities,
creating supply chain disruption risks in this segment of the supply chain. Packaging is becoming more
advanced as the industry is pursuing new approaches to compensate for the complexity, lower yield, and
diminishing marginal returns of ever-smaller feature sizes at the most advanced or smallest nodes. While the
United States and its partners have advanced packaging capabilities, China’s massive investments in advanced

% The loss of technological leadership in printed circuit boards shows weaknesses in the electronics supply chain
beyond semiconductors that is not the subject of this report, but as commenters to the federal register notice have
indicated, are weaknesses that also need to be addressed to ensure a strong supply chain.
10 TPC and USPAE, “Public Comment 91. IPC and USPAE. Chris Mitchell. 04/05/21”, (Regulations.gov, April 6
2021).
101 1PC and USPAE, “Public Comment 91. IPC and USPAE. Chris Mitchell. 04/05/21”
102 Seunghyuk Choi, Christopher Thomas, and Florian Weig, “Advanced-packaging technologies: The implications
for first movers and fast followers”
103 Che Pan, “SMIC urges China’s chipmakers to embrace advanced packaging as Moore’s Law slows nanometre
node progress and US sanctions bite”, (Yahoo News, January 25 2021).
104 Mark Lapedus, “Packaging Challenges For 2018, (Semiconductor Engineering, January 8 2018).
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packaging threaten to upend the market in the future. In addition, the United States lacks the ecosystem for
developing advanced packaging technologies.

Semiconductor Materials

As described above, modern chip manufacturing is an incredibly complex process, involving hundreds of
steps completed over several months. Among the essential inputs for semiconductor manufacturing are
hundreds of materials that are used in vatious stages of the fabrication process. It is beyond the scope of this
100-day review to evaluate all of the inputs for the semiconductor manufacturing process.!?>1% One market
research firm estimates that the global market for electronic materials and chemicals and gases for the
semiconductor industry was valued at $18.3 billion in 2020 and is predicted to grow to $26.2 billion by
2025.197 However, the following provides a brief review of the supply chain for certain key semiconductor
materials.

Polysilicon

The process of manufacturing semiconductors starts with silicon, which is the second most abundant element
in the earth’s crust. Although most silicon is used in the steel and aluminum industries, metallurgical grade
silicon is used to produce polysilicon, a high purity form of silicon used in the electronics and solar industries.
The semiconductor supply chain begins with polysilicon of ultra-high purity — 99.99999999999 percent pure.
It is often referred to as “11 Nines”—with impurities equivalent to just one grain of sand in 16 Olympic-sized
swimming pools. To produce the ultrahigh purity polysilicon, silicon is combined chemicals such as
trichlorosilane gas in a very energy intensive process. Polysilicon used in the solar industry is of a lesser
grade, known as “9 Nines” pure, and solar applications account for 90 percent of demand for polysilicon.1%

There are several manufacturers of electronics-grade polysilicon with manufacturing in the United States,
including Hemlock Semiconductor (Michigan), Norway-based REC Silicon, Germany-based Wacker
Polysilicon, and Japan-based Mitsubishi Materials America. U.S.-based Hemlock Semiconductor indicated
that it has the capacity to increase polysilicon production by 50 percent, yielding up to 35,000 tons of
polysilicon per year.1? Although the U.S. currently has production capacity, according to the domestic
producers, U.S. technological leadership and production of semiconductor-grade polysilicon is at risk due to
China’s actions to increase its dominance of both the semiconductor and solar supply chains. As a result of
these actions, which include a high tariff on polysilicon imported to China, U.S. polysilicon producers have
been cut off from the Chinese market, which represents over 95 percent of the global solar-grade polysilicon
market. Direct and immediate customers in the solar industry currently do not exist in the United States.
Because the production processes for semiconductor grade and solar grade polysilicon are closely related,
U.S. producers must be able to take advantage of a robust global market for solar energy products to ensure
continued production of material for semiconductors.! According to these producers, China now accounts
for over 70 percent of polysilicon production capacity, and U.S. producers, nine percent.!!!

15 In response to the Notice of Inquiry, several of those commenting noted supply chain vulnerabilities for specific
materials used in the semiconductor manufacturing process, including ABF substrate, lanthanum, cerium, scandium,
cesium, hydrogen fluoride, and helium.
196 For more information on specific semiconductor materials see: Saif M. Khan, Alexander Mann, and Dahlia
Peterson, “The Semiconductor Supply Chain: Assessing National Competitiveness”
107 «“Electronic Chemicals and Materials: The Global Market”, (BCC Research, January 2021).
108 johannes Bernreuter, “Polysilicon Uses: The lion’s share has shifted from semiconductor to solar”, (Bernreuter
Research, June 29 2020).
109 Taylor DesOrmeau, “Hidden in the cornfields, Michigan has its own little silicon valley”, (MLive, April 6 2021).
110 «“Transcript: Virtual Forum for Risks in the Semiconductor Manufacturing and Advanced Packaging Supply
Chain”, (Bureau of Industry and Security, April 8 2021).
111 «65% surge in polysilicon prices triggers unexpected increase in module production costs and affects solar
installation outlook in 20207, (IHSMarkit, September 2 2020).
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Semiconductor Wafers

After the polysilicon is produced it must be grown into ingots, the ingots are then sliced to make the thin
disk-shaped silicon wafers from which the chip manufacturing process begins. The United States lacks the
manufacturing capacity to transform polysilicon into polished, blank wafers. As most semiconductors are
made of silicon, this is a key vulnerability.

The major players in the silicon wafer market—which are capable of producing 300 mm wafers used in state-
of-the-art semiconductor fabs—are headquartered in Japan, Taiwan, Germany, and South Korea. Japanese
firms are dominant in this sector, with an estimated 56 percent share of the market, followed by Taiwan (16
percent), Germany (14 percent), and South Korea (10 percent). Only small U.S. firms, such as Virginia
Semiconductor, manufacture silicon wafers, although some of the foreign (German, Japanese, and Taiwanese)
firms have production facilities in the United States. China is not a major player in this market, and has very
limited capability to make 300 mm wafers; the estimated market share of Chinese firms is less than five
percent.!1?

The global semiconductor industry has been constantly increasing the diameter of silicon wafers used as the
larger the diameter of the wafer, the more real estate of silicon is available for manufacturing. At present, the
semiconductor industry is widely making use of 300 mm wafers; investments for 450 mm wafer production
were explored by a collection of leading manufacturers, but significantly higher manufacturing costs for
semiconductor processing tools and lower expected returns on investment led to the abandonment of this
approach. Two hundred mm wafers also continue to have a large market, especially for commodity
semiconductots.

With respect to silicon wafer manufacturing equipment, according to comments submitted in response to the
NOI, most of the specialized equipment, including the special furnaces used to grow ingots from polysilicon
called Czochralski, or CZ pullers; and the special materials used to transform polysilicon into wafers,
including quartz crucibles, graphite parts, and slicing wire; are sole-sourced or not produced in the United
States.!13

Although the vast majority of commercial semiconductors are produced from silicon wafers, compound
semiconductors, which feature a thin coating of a material with different physical and conductive properties,
are better suited to key emerging applications in 5G communications, autonomous vehicles, renewable energy
and military systems. These materials, which include germanium, gallium arsenide (GaAs), GaN, and SiC,
continue to function well beyond the temperature threshold of silicon, and can thus deliver superior
performance with lower size, weight and power requirements. Compound semiconductors have historically
been developed for military or specialty communications and optoelectronics applications and have been
more expensive. However, as they are increasingly being used commercially and there have been
developments in GaN and SiC, the cost differential has decreased.

The United States currently has a leadership position in GaN microwave electronics for radar, electronic
warfare and communications. Other countries, especially China, are making large national investments to
create their own GaN electronics capabilities.!*

The Department of Energy has long recognized the importance of developing compound semiconductors for
power electronics, having established Power America, a Manufacturing USA Institute in 2015. Power
America is a consortium of 60 companies, universities and federal laboratories focused on accelerating the
adoption of U.S.-made SiC and GaN in applications such as electric vehicles, renewable energy, grid

112.3aif M. Khan, Alexander Mann, and Dahlia Peterson, “The Semiconductor Supply Chain: Assessing National
Competitiveness”
113 Linton Crystal Technologies, “Public Comment 9. Linton Crystal Technologies. Todd Barnum. 03/31/21”,
(Regulations.Gov, March 31 2021); SEMI, “Public Comment 52. SEMI. Kim Ekmark. 04/05/21”
14 power America, “Public Comment 45. PowerAmerica. Victor Veliadis, Ph.D.. 04/05/21”, (Regulations.gov, April
6 2021).
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resilience, and mass transit systems.!!> In addition, DARPA has funded numerous programs focused on
indium phosphide, GaAs, SiGe, SiC, GaN and aluminum nitride plus recent work on ultra-wide bandgap
semiconductors.!'¢ Beyond this investment in research, however, there remains a significant need for a
domestic foundry, as foundry services for SiC and GaN are mainly offshore.!”

The United States is a global leader in deployment of SiC, making it a true competitiveness success story, due
in large part to consistent and substantial U.S. Government investments over decades. The United States has
homegrown SiC companies and has also attracted significant foreign direct investment. Cree Power (U.S.) is
perhaps the best-known example of the former. With regard to foreign direct investment, Infineon
(Germany) has dramatically increased its U.S. presence in recent years with the acquisitions of American
companies International Rectifier in 2015 and Cypress Semiconductors in 2020.

Photomasks and Photoresists

Photomasks, including reticles, are plates that contain the